# Apache conflguration file
# httpd apache orgldocssZ, 2/ modysqul ckref erence. hitml

# Hote ., htaccess files are an overhead, this 1ogic should be In your Apache
# config 1f possible: httpd apache orgsdocssZ, 2/ howt o/ Bt access, html

# Technigues 1n here adapted from all over, 1ncloding:

#  Kroc Camern: camendesign, coms, ht access

#  perishabl epress, comspresss 2A8A6/A1 #1875t upl d-ht access-tri ckss
#  Sample . htaccess fI1l1e of CAS MO0x  modxcms. com

#
# Better website experience for IE users
#

# Force the 1atest IE wversion, In varlous cases when 1t may fall back to TE7 mode
# gi thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment 115926
# Use ChromeFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever
<FilesMatch "%, Cappcachel crxl cssl eotl gi fl htcl icol jpe?
gl j=l mdal mdvl mani fest! mpdl oexl ogal oggl ogwl ot f1 pdfl pngl saf ariextzl svgl svgzl 111 vofl webml webpl
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

#
# Cross-domain AJAY requests
#

# Serve cross-domaln Ajax requests, di sabled by defsul t,
# enabl e-cors, org
# code, googl e, comsps it ml Bsecurl tyswl K1/ Cross0r gl nRegquest Securl ty

£

I Fiodul & mod_headers, cx

u..n

Header set Access-Control -ALIow-0rigin "#
<1 FModul e

O



#
# CORS-enabl ed 1mages (Borossori ging
#

# send CORS headers 1f browsers reqguest them: enabled by default for 1mages,
# devel oper, mozi 11 & orgsensCORS_Enabl ed_I mage

# bl og, chroml um orgs 2681 12877051 ng-cross-domal n-1 mages—1 n-webgl —and, fit ml

# hacks, mozilla orgs2611..11./us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-1 mages:

# wiki, mozilla orgslSecuri tysRevl ewsscrossori gl nAt tri but e

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
# mod_headers, y u o match by Content -Type?!
£FilesMatch "N, Cgiflical jpe?gl pngl sval svwgzl webpl $"
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#
# Webfont access
#

# Allow access from all domalns for webfonts,
# Alternatively you could only whitellst your

# subdomains 11ke "subdomal n, exampl e com”,

<IfModul e mod_headers, ¢
¢FilesMatch "%, (eotl font, cssl otfl ticl Ll woffog"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

<A Modul e

#
# FProper MIME type for all files
#

# Javascript
#  Hormalize to standard type (it's spiffed in IE anyways)
# tools 1etf, org/html ArfodiZ29section-7, 2



Hddlype applications Javascrlpt 15 Jsonp

AddType applications json json

# Audi o

AddType audi o/ mpa mda fda fdb
AddType audiofogg ogJa ogg

# ¥ideo

AddType i deo/mpa mpd mdy v fdp
AddType wideo/ogg ogy

AddType wvideo/webm webm

AddType wideosx-f1w flw

# 5VG

# FReguired for svg webfonts on 1Fad
#  twitter, com/Font Sgul rrel /st at uss] 4655690545

AddTupe 1 mage/ svg+xml svg Svgz
AddEncoding gzip SWOZ

# Webfont=

AddType applications/wnd ms-fontobject eot
AddType applicationsx-font-ttf ttf ttc
AddType applicationsfont-woff wof f
AddType font/opentype ot f

# Hzsorted types

AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o!

AddType applicationsx-opera-extension Qe

AddType applicationsx-shockwave-T1ash suf

AddType applicationsx-web-app-mani f est+json webapp

AddType applicationsx-xpinstall xpl

AddType applicationsxml rss atom xml rdf
AddType image/webp webp

AddType imagesx-icon ico

AddType text/cache-mani fest appcache mani fest
AddType textswit wit

AddType text/x-component htc

AddType text/x-vcard wiof



# Allow concatenation from within specific j5 and css files
#

# e g Inside of script, comblned, js you coul d have

# < —-#include rile="11bs/jguery-1, 5 6 min js" —-3

# < ——#include £11e="pluginss jguery, 1dletimer, js" —-3
# and they would be Included into this single file

# This 15 not In use in the boilerplate a5 1t stands You may
# choose to use this technigue I you do not have 5 bulld process,

#oF11estiatch "y, combi nedt. jsg":
# Options +[ncludes
# AddoutputF1lterByType THCLUDES applications javasceipt applications json
# SetOutputFilter THCLUDES
</F11esllat che

#<Filestatch "\ combi nedt. cssg":
# Options +[ncludes
# AddoutputFilterByType THCLUDES textscss
# SetOutputFilter THCLUDES
</F11esllat che

#
# Gzip compression
#

<IfModul e mod_defl ate, ¢

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/281 8,1 27 pushl ng-t
£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {153 =153 % “((gzipl deflaten®
£4,13%% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the followlng MIHE-types
# (for Apache versions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the <IfModule mod_filter, o>’ and “</IfHodule:” 1ines as



# AddOutputFilterByType s still In the core directlves)
£IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf *
applicationdxhtml +xml %
applicationdxml
font/opentype
images svg+xml
images x—1icon M
text/css A
textshtml
text/plain &
text/x—-component
text/xml
<fIfModul e
£IfModule mod_setenvif, c
BrowserMatch "Mozillasd gzip-only-text/himl
BrowserMatch "Mozillasdh, BLETE] no-gzip
BrowserMatch “BMSIE ! no-gzip ! gzip-only-text/html
<fIfModul e
<fIfModul e
£IfModule mod_gzip. c»
mod_gzip_on Yes
mod_gzi p_dechunk ‘Yes
mod_gzip_item_include file . (cssl jsl x7html 7l phpl xml )&
mod_gzip_item_include handler “coi-script$
mod_gzip_item_include mime “text/, =
mod_gzip_item_include mime “applicationsx-javascript, =
mod_gzip_item_exclude mime “images. =
mod_gzip_item_exclude rspheader “Content-Encoding . #gzip. *
<fIfModul e

# Expitres headers (for better cache controll

# These are pretty far-future explres headers,



# They assume you control versioning with £11ename-based cache busting

# Addi t1onally,

oL

#  www stevesouders, comsbl ogs 2866 b

on=l der that outdated proxies may miscache

G 250 eyl ng-11 1 enames-dont -use-gueryst ri ngs

# If you don't use filenames to version, lower the C55 and J5 to

# "access plus 1 week”,

£IfModul e mod_expires. o

ExpiresActive

an

# Ferhaps better to whitelist expires rul es? Perhaps,

Expireshefaul t

# cache, appoache needs re-tequests in FF 3 6 (thanks Remy “Tntroduci ng HTHLED

ExpiresByTupe

# Your documernt

ExpiresByTupe

# [ata
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Feed
ExpiresByTupe
ExpiresByTupe

text /cache-mani fest

html
text/html

applicationd json
applicationdxml
text/xml

applicationsatom+xml
applicationdrss+xml

# Favicon {cannot be renamed?

ExpiresByTupe

# Media 1mages,

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# HTC f1les

1 mage/ x-1con

video, audio
audi o/ ogg
image/gif
image/ jpeq
1 mage/ png
vi deos mpd
videos ogg
v1deos webm

(Cs55p1 el

"access plus 1 month"

"access plus A seconds"

"access plus A seconds"

"access plus A seconds"
"access plus A seconds"
"access plus A seconds"

"access plus 1 hour”
"access plus 1 hour”

"access plus 1 week"

"access plus 1 month"
"access plus 1 month"
"access plus 1 month"
"access plus 1 month"
"access plus 1 month"
"access plus 1 month"
"access plus 1 month"

omething 11ke



ExpiresByType text/x-component "access plus 1 month"

# Webrfont s
ExpiresByType applicationdvwnd ms-fontobject "access plus 1 month"

ExpiresByType applicationdx-font-ttf "access plus 1 month"
ExpiresByTupe applicationd/x-font-woff  “access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType image/swg+xml "access plus 1 month"

# C55 and Javascript

ExpiresByType application/javascript “access plus 1 year”
ExpiresByTupe text/css "access plus 1 year”
<41 fModul e
#

# Frevent mobile network providers from modl fylng youre site
#

# The following header prevents modi f1cation of your code over 36 on some
# European providers,
# This 15 the official 'bypass' suggested by 02 1n the LK,

# <IfHodul & mod_headers, cx
# Header set Cache-Control "no-transform”
# <o FHodul ex

#
# ETag removal
#

# FileETag Hone 15 not enough for every server,
<IfModul e mod_headets, c

Header unset ETag
<41 fModul e

# Since we' e sending far-ruture explres, we don't need ETags for
# static content.

#  devel oper, yahoo, com:spertormances Ul s, [tml #et ags

FileETag Hone



#
# 5top screen flicker In IE on C55 rollovers
#

# The rfollowing directives stop screen flicker in IE on C55 rollovers - 1n
# combination with the "ExpiresByType” rules for Images (see abovel,

# Browsertiatch "MSIE" brokenvary=1

# Browsertatch "Mozillasld [A-9]72" brokenvary=1
# Browsertiatch "Opera” ! brokenvary

# SetEnvIr brokenvary 1 force-no—vary

#
# set Keep-Allve Header
#

# Keep-Alive allows the server to send mul tiple requests through one
# TCP-connection Be awate of possible di sadvantages of this setting Turn on
# 17 you serve g lot of static content,

<IfModul e mod_headers, c
Header set Connection Keep-Aliwve
<fIfModul e

#
# Cookie setting from Iframes
#

# Allow cookies to be set from 1frames (for TE onluyl
# If needed, specify a path or regex 1n the Location directive

# <IfModul e mod_headers, c»

#  Header set P3P "policyref=%\"/wic/p3p xmly”, CP=\"IDC DSP COR ADH DEYI TAID FSA FS0 IYAI
OUR THD CHTY™"

# /T fModul e

#
# start rewlte englne
#

# Tirnirmt an the Feurl e fanine 15 necessar Ffre the Fral Tawi nn sl 65 &
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# reatures, Followsymlinks must be enabled for this to work,

# Some cloud hosting services regquire Rewrl teBase to be set! goo. gl ~HOCFH
# If using the h5bp in 3 subdirectory, use RewriteBase /foo’ Instead where
# 'foo' 15 your directory,

# If your web host dossn't allow the FollowsSymlinks optlion, you may need to
# comment 1t out and use Options +5umlinks]fOwnerMatch . but be aware of the
# performance 1mpact: http: /sgoo, gl <Ml uzd

£IfModule mod_rewrite, o
Options +FollowSumlinks

# Options +5ymlinkslfOwnertiat ch
RewriteEngine On

# RewriteBase

/I fModul e

#
# suppress or force the "www,
#

"

at the beginning of URL=

# The same content should never be avallable under two di frerent URLs -

# especially not with and without “www " 3t the beginning. since this can cause
# 5E0 problems (duplicate contentl, That's why you shoul d choose ome of the

# alternatives and redirect the other one

# By default option 1 Cno "www, "3 15 activated
# no-w, orgsrag phptg=cl ass5_5

# If you'd prefer to use option 2, just comment out 311 option 1 11nes
# and uncomment optlon 2

# THPORTANT: HEYER LISE BOTH RULES AT THE SAFME TIHE!

# Option 1:
# Fewrlte "www, exampl e com -> exampl & com”,

<IfModul e mod_rewrite, o
Dot + afamd 9CHTTODSY | —An
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RewriteCond #CHTTP_HOST “wwwh, ©, +3§ [HC]
RewriteRule ™ http /7% B{REQUEST_URI [R=381, L]
AT FModul e

# Option 2

# Rewrite "exampl e com -» wwl, exampl e com”,

# FBe awsre that the following rule might not be 5 good 1dea 1f you use "real”
# subdomains for certain parts of your website,

# <IfModul e mod_rewite cx

#  RewrlteCond XCHTTPS: ! =on

#  RewrlteCond XCHTTP_HOSTR ! “www', . +& [HCT

# RewrlteRule ™ http: /swww, ¥CHTTP_HOST ACREQUEST_LRI: [R=3A1, L]
# <1 FHodul e

#
# Built-in filename-based cache busting
#

#If you're not using the build script to manage your f11ename version rewylng,
# you might want to consider enabling this, which will route reguests for
# sossestyle 2A11A283 css to CsossAstyle css

# To understand why this 1s important and a better ides than all, css7wl 231,
# please refer to the bundled documentation about . htaccess

# <IfModul e mod_rewite cx

#  RewlteCond XCREQUEST_FILEHAMER ! -f

#  RewlteCond ZCREQUEST_FILEHAREY ! -d

#  RewiteRule 70, +3%, Cvd+rs, £ js/ css/pngl jpgl gi fa% %1, $3 [L]
# <1 FHodul e

#
# FPrevent 550 cert warnil ngs
#

# Rewrite secure requests properly to prevent 550 cert warnings, e g prevent
# https: Arwww exampl e com when your cert only allows https: Zssecure exampl & com



# <IrModul e mod_rewite c:

#  RewrlteCond ZSERYER_FORTH ! 7443

#  RewrlteRule ™ https: s /exampl e-domai n-pl ease-change-me, comitREGQUEST_LRT* [R=341, L]
# /T fModul e

#
# Frevent 484 errors for non-existing redirected ol ders
#

# without —Mul tiviews, Apache will give a 464 for 3 rewrite 1f a folder of the
# same name does not exi st
# webmasterwor] d comsapaches 36685792 htm

Options -Multiviews

#
# Custom 484 page
#

# You can add custom pages to handle 588 o 483 pretty easily, 1F you 11ke,
# If you are hosting yow site In subdirectory, adjust this accord ngl g

# & g Ertorbocument 484 < subdi ve984, bt ml

ErrorDocument 484 /484, html

#
# UTF-8 encodi mg
#

# Use UTF-8 encoding for anythling served textsplain or textshtml
AddbDef aul tCharset utf-5

# Force UTF-8 for 3 number of file formats
AddCharset utf-3 . atom . css . js . json . rss ., wtt L oxml

#
#A1ittle more securlty
#

# To awvold displaying the exact wersion number of Apache belng used, add the
# following to httpd conf (it will not work In . htaccess):



# Serverlokens Frod

# "-Indexes" will have Apache block users from browsing fol ders without 3
# defaul t document Usually you should 1eave this activated, because you
# shouldn't allow everybody to suef through every folder on your server (bl ch
# 1ncludes rather private places 11ke CHS system fol derst,
£IfModule mod_autol ndex, o
Options -Indexes
/I fModul e

# Block access to "hidden” directories or files whose names begin with a
# period This 1ncludes directories used by version control systems such as
# Subversion or Git
£IfModule mod_rewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]
/I fModul e

# Block access to backup and source fl1les, These files may be 1eft by some
# textshtml editors and pose a great securlty danger, when angyone can Sccess
# them,
£FilesMatch "%, Cbakl configl distl flalincl inil logl psdl shl sgll Swpdl ™ 4"
Order allow, deny
Deny from all
Satisfy ALl
£/FilesMatch:

# If your server 15 not already configured a5 such, the followlng directive
# should be uncommented In order to set PHP's register_global s option to OFF,
# This closes 3 major security hole that 15 abused by most %55 (cross-site

# scripting) attacks, For more Information: http s/pho. netsregl ster gl obal 5
#

# IF REGISTER _GLOBALS DIRECTIVE CALUSES 588 ITHTERHAL SERYER ERRORS:

#

# Your server does not allow PHP directives to be set via . htaccess, In that
# case you must make this change In your php ind file instead I you are

# using a commercial web host, contact the adminl strators for assistance 1n
# doimg this Mot all servers allow local php 1nl files, and they shoul d

# include all PHP configurations (not just this onel, or you will effectively
# reset everything to PHP defaul ts, Consul t www, php. net for more detai led



# information about setting PHP directives,

# php_rlag register_global s OFfF

# Rename session cookle to something else, than PHPSESSID
# php_wval ue sess1on, name =1d

# [isable magic quotes (This feature has been DEFPRECATED a5 of PHP 5 5 A and REWOVED a5 of |
# php_rlag magi c_quotes_gpe OFF

# Do not show you are using PHP
# Mote: Mowve this line to php inl since it won't work 1n . htaccess
# php_rlag expose_php OFF

# Level of log detail - 1og all errors
# php_val ue error_reporting -1

# Write errors to log file
# php_rlag 1og_errors On

# Do not display ervors In browser (production - OFF, devel opment - Ond
# php_rlag di splay_errors OFF

# Do not di splay startup errors (production — OFF, dewvel opment - 0nd
# php_rlag display_startup_errors OFF

# Format errors in plain text
# MHote: Leave this setting '0On' for xdebug' s war_dumpl output
# php_rlag Btml_errors OFF

# Show mul tiple occurrence of error
# php_rlag 1gnore_repeated_ertors OFF

# Show same ertors from di frerent sources
# php_rlag 1gnore_repeated_source OFF

# 5ize limit for error messages
# php_value 1og_errors_max_Ilen 1824

# Don't precede error with string (doesn't accept empty string use whitespace 1F you need)

" "

# php_val ue error_prepend_strimg



# Don't prepend to error (doesn't accept empty string, use whitespace 17 you meedl

" "

# php_wal ue error_append_strlng
# Increase cookle securlty
<IfModul e mod_phpS, c

php_walue session, cookie_httponly true
</ fModul e

Directoryl ndex index himl index btm default, htm index php index php3 index phtml index phpS
mwindex, phtml



