# Redirects

Redirect permanent /2@ hitps: //twitter, comddrublic

Redirect permanent ¢/~ https: //github, com/drublic

Redirect permanent /+ hitps: //plus. google. coms+HansChristianReinl /posts
Redirect permanent /f https: /fwww, facebook, comdhans, reinl

Redirect permanent /blogflearnings-from-using-sass—-in-1arge-scal e-projects/

https: //drublic. dedarchives] earni ngs-from-usi ng-sass—-in-1 arge-scal e-project s/

Redirect permanent /blogdinit-boilerpl ate-framework-front-end-project s/

https: //drublic. dedarchives/init-boilerpl ate-framework-front-end-project s/

Redirect permanent /blogdadd-main-element-moderni zv/ https: //drublic. dedarchivesadd-
mai n-el ement -moderni zr/

Redirect permanent /blogfaccessible-dial ogs-modal s/

https: //drublic. desarchivedaccessibl e-di al ogs-modal s/

Redirect permanent /blogdintroduci ng-css-modal /

https: //drublic. dedarchivesintroduci ng-css-modal /

Redirect permanent /blogdprinting-the-web/ https: //drublic. dedarchivesprinting-the-
web

Redirect permanent /blogdspeaking-engagement s-net-awards-freel ancing!

https: //drublic. dedarchives speaking-engagement s-net -awards-freel anci ng/!

Fedirect permanent /blogdtakeoff-conference-tal king-about -good-code/

https: //drublic. dedarchivestakeof f -conference-t al ki ng-about —good-codes

Redirect permanent /blogdrem-fallback-sass-1ess/ https: //drublic. dedarchivesrem—
fallback-sass-1ess/

Redirect permanent /blogfworking-draft-188/7 https: //drublic. dedarchivesworking-draft-
188/

Redirect permanent /blogdthe-nitty-gritty-new-resource-for-web-devs)

https: //drublic. dedarchivesthe-nitty-gritty-new-resource-for-web-devss

Redirect permanent /blogdconference-test-the-web-forwards

https: //drublic. dedarchives conference-test -t he-web—f orward/

Redirect permanent /blogfwriting-awesome-code https: //drublic. dedarchive/writing-
awesome-codes

Redirect permanent /blogdyeomans https: //drublic, dedarchi vesyeomans

Redirect permanent /blogdhtml Sbp-vd-a-8/ https: //drublic. dedarchiveshtml Sbp-vd-8-8/
Redirect permanent /blogsbuilding-advanced-initial-boilerpaltes

https: //drublic. defarchives/building-advanced-initial -boilerpaltes

Redirect permanent /blogdprinciples-of -writing-consistent-idiomatic-css/

https: //drublic. dedarchivesprincipl es-of —-writing-consi stent-idi omatic-css/

Redirect permanent /blogdsass-vs-less/ https: //drublic, dedarchivessass-vs-less/
Redirect permanent /blogdmy-coding-styl e-and-guidelines’
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Redirect permanent /blogdtwitter-recess-css-cleaning-tool -buil d-on-1ess/

https: //drublic. dedarchivestwitter-recess-css-cl eani ng-tool -buil d-on-1ess/

Redirect permanent /blogsabout-css-variabless https: //drublic. desarchivesabout -css-
wari abl es/

Redirect permanent /blogdthe-css-hierarchies-modul e-1evel -3/

https: //drublic. dedarchivesthe-css-hierarchi es-modul e-1 evel -3/

Redirect permanent /blogddabbl et -chrome-app! https: //drublic. dedarchives/dabbl et -
chrome-apps

Redirect permanent /blogdabout-gits-cherry-picking’ https: //drublic, dedarchivesabout -
gl t s-cherry-pickings’

Redirect permanent /blogseffects-for-the-web/ https: //drublic. defarchive/ef fects—for-
the-webs

Redirect permanent /blog/is-mothereffin-jgueru-ups https: //drublic, dedarchives/is-
motheref fin-jguery-up/!

Redirect permanent /blogfresponsive-media’ https: //drublic, dedarchivesresponsi ve-
medi a/

Redirect permanent /blogsfa-travel -through-time-and-back/

https: //drublic, dedarchivesa-travel -through-time-and-back/

Redirect permanent /blog/lea-wverous-animatabl es https: //drublic. dedarchiveslea-
werous-ani mat abl e/

Redirect permanent /blogdhow-to-build-accordi on-usi ng-css-and-jquery,

https: //drublic. dedarchiveshow-to-bui 1l d-accordi on-usi ng-css-and- jquery,

Redirect permanent /blog/restrict-textareas-resize-css3/

https: //drublic, dedarchives/restrict-textareas-resize-css3/

Redirect permanent /blogdwo-sind-meine-abgerundet en-ecken

https: //drublic. desarchiveswo-si nd-mei ne-abgerundet en-ecken,

Redirect permanent /blogdwhere-are-my-rounded-cornerss

https: //drublic. dedarchiveswhere-are-my-rounded-cornerss

Redirect permanent /blogfcss3-rotate-images-on-click/

https: //drublic. dedarchivescss3-rot ate-images-on-click/

Redirect permanent /blogdtouch-icons-for-androi d-devi ces-y-u-no-workings

https: //drublic. desarchivestouch-icons-for-androi d-devi ces-y-u-no-workings
Redirect permanent /blogstext-shadow-in-internet-expl orer’

https: //drublic. dedarchivestext -shadow-in-int ernet —-expl orer/

Redirect permanent /blogs/htmlS-boilerpl ate-favicons-psd-templ ates

https: //drublic, dedarchiveshtml 5-boil erpl at e-f avi cons-psd-templ at e/

Redirect permanent /blogdpseudo-cl asses-in-print-styl es-for-references-in-1inks/
https: //drublic, dedarchivespseudo-cl asses—in-print-styl es—for-references-in-11inks/
Redirect permanent /blogsstyle-syntax-in-comments/ https: //drublic. defarchive/style-
synt ax-i n-comment 5/



Redirect permanent /blogsofter-ti1les-as-downl oad-wl th-adownl oads
https: //drublic. dedarchivesof fer-files-as—downl oad-wi t h-adownl oady
Fedirect permanent /blogdmobile-desiagn-is-not-onl y-responsive’
https: //drublic. dedarchive/mobile-design-1i s-not-onl y-responsi vel
Redirect permanent /blogfcss3-auto-huphenation-for-text-elementss
https: //drublic. dedarchives/css3-aut o-hyphenat i on-f or-text-el ement s/
Redirect permanent /blogsthe-difference-between-push-and-pull s
https: //drublic. dedarchivesthe-difference-bet ween-push-and-pul 1/
Redirect permanent /blogdthis-is-what-its-all-abouts

https: //drublic. desarchives/this-is-what-its-all-about /s

## Elog

# Apache Server Configs w2 & A1 MIT License

# https: //gl thub, comshsbpsserver-confl gs-apache

# 013 Using . htaccess files slows down Apache, therefore, 1f you have access
# to the main server config file (usually called "httpd conf ), you should add
# this logic therse: httpe sshttpd apache, orgsdocs:current howt o/ bt access, html,

# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # LROS5-0RIGIH RESOURCE SHARIHE (CORS? #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# 1 Cross-origin reqguests /
#

# Allow cross-orligin reguests,

# httpe ~7enabl e-cors, orgs”

# Rttpe A7 ww, w3 orge TRAcors:.

# <IfHodul & mod_headers, c»

# Header set Access-Control -ALIow-0rigin "#
# AT Modul e

# By default allow cross-origin access to web fonts,



<IfModul & mod_headets, c
¢FilesMatch "%, Ceotl otfl ttlcf Il wof f270 4" >
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<A1 fModul e

#
# 1 Cross-origin resource timing /
#

# Allow cross-origin access to the timing 1nformation for all resources,

# If 3 resource 1sn't served with 3 " Timing-Allow-0rigin’ header that would
# allow 1ts timing 1nformation to be shared with the current document, =some of
# the attributes of the PerformanceResourceTiming object will be set to zero

# httoe /i, w3 orge TR resou-ce—t1mi ngs”

# <IfHodul & mod_headers, cx
# Header set Timing-AL11ow-0r1gin "+"
<o T FRlodul e

#
# | CORS-enabl ed 1mages /
#

# Send the CORS header for 1mages when browsers reguest 1t

# https: s sdevel oper, mozi 11 & orglen-Ussdocs,HebsHTHLCORS_enabl ed_1 mage

# httoe s7b1og, chroml um orgs 261 17877 us ng-cross-domal n-1 mages—1 n-webgl -and, ftml

# httor /rhacks mozilla orgs2611.117usi ng-cors-t o-1 0ad-webgl -t ext ures-from-cross—domal n-
1mages:

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
£FilesMatch "%, Ccurl gi flicol jpe®gl pngl svwgz?l webp) § >
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e



AT Modul e

i
# # ERRORS #
i

#
# 1 484 error prevention /
#

# [i=able the pattern matching based on r11enames,

# This =etting prevents Apache from returning a 984 error as the resul t
# of 3 rewite when the directory with the same name doss not exist,

# http /7ht tpd apache, orgs/docsscurrent /cont ent -negot 1 at1on, At ml #mul 11 vi ews
# httpe 77w, webmasterwor] do comsapaches 36685792, htm

Options -Multiviews
#

# | Custom error messages ~ pages /
#

# Customl ze what Apache retuns to the client In case of an error,
# httpe ~7httpd apache orgsdocsscurrent . modscore [tml #errordocument

# Ertorfocument 64 7964 html

i
# # THTERHET EXFLORER #
i

#
# | Better website experience /
#

# Force Internet Explorer to rendsr pages 1n the highest awallable
# mode in the various cases when 1t may not,
# https: 7/hsivonen, £1/doct ypes#1 28



<IfModul & mod_headers, ¢
Header set X-UA-Compatible "IE=edge"
# ‘mod_headers’ cannot match based on the content-tupe, howsver, this headsr
# should be zend only for HTAL documents and not for the other resources
£<FilesMatch "M, Cappcachel atoml crxl cssl curl eotl f4Cabpyl f1l geojsonl gi fl htol icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpdl oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl swvgz?
| swfl topojsonl tLcf 1l txtl vofl wittl webappl webl mpdl wof f271 xmll xpi ) $" >
Header unset X-UA-Compatible
£/FilesMatch:
/I fModul e

#
# | Cookie setting from Iframes /
#

# Allow cookles to be set from 1frames 1n Internet Expl orer,

# httpe A/msdn microsoft, coms/en-ussl 1 brarys msE3 7345, aspx
# http A< www, w3 orgs TR 28867 CR-F5FP-26661 £1 57

# <IfHodul & mod_headers, cx

# Header set FP3F "policyref=%\" wicsp3p xmly", CP=V"IDC DSP COR ADH DEYI TAIL FsA Fsh
IRl T¥DD COMI HIS OUR THD CHTY™"

# <71 FHodul e

# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # NECIA TYFES AHD CHARACTER EHCODIHES #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# 1 Media types /
#

# serve resources with the propesr media types (formerly known as MIME types),
# httpe /7w, 15035 orgsassi gnment s/medl a-t ypessmedi 3-t ypes, xhtml

<IfModul e mod_mime. c»

# Audio
AddType audi o/ mpa fda fdb mda



AddTupe audi o/ ogg 0Ja ogJg opus

# Data I1nterchangs

AddTupe applications json json map topojson
AddTupe applicationsld+json jsonld
AddTupe applicationswnd geo+json gQen json

# Javascript
# Hormallze to standard type
# httpor //tool s 1etf, orgshtml /1 fod329%section-7, 2
AddTupe applications javascript is

# Manifest files

#If you are providing a web application manifest file (see the

# speci fication: http sfw3c, gi thub 1osmani festsr, 1t 15 recommended

# that you serve it with the "applications/mani fest+json’ media tuype

#

# Because the web application mani fest file doesn't have 1ts own

# unigue file extension, you can set 1ts medis type ei ther by matchl ng:

#

# 1) the exact location of the file (this can be done using 3 directive
#  such as <location:’, but It will HOT work in the . htaccess™ file,
50 you will have to do it in the main server configuration file or
inside of a "<¥irtualHost:  contal ner

B

CLocation "/ well-knownsmani rest, json”:
AddType appl 1cationsmani Fest +j50n Js0on
<ALocatl on:

21 the filename (this can be problematic 35 you will need to ensure
that you don't have any other file with the same name as the one
you gave to your web application mani fest fi1l1ed

<Files "mani fest. json">
AddType appl 1cationsmani Fest +j50n Js0on
</Files:
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AddType applicationsx-web-app-mani f est+json webapp
AddType text/cache-mani fest appcache manifest

# ¥ideo

AddType wi deo/mpa fdv fdp mdv mpd
AddType wideo/ogg gy
AddType wideo/webm webm
AddType wideosx-f1w flw

# Web fonts

AddType applicationsfont-woff wof f
AddType applicationsfont-woffZ wof f 2
AddType application/vnd ms-fontobject eot

# Browsers usually 1gnore the font medis types and simply sniff
# the bytes to figue out the font type

# http /7mimesni £F, spec, whatwg, orgs#mat chi ng-3-font -t ype-pat tern

# Chrome however, shows 3 warning 17 any other media types are user

# for the following two font types

AddType applicationsx—font-ttf tto ttf
AddType font/opentype oLf
AddType imagesswg+xml v SWOZ
# Other
AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o
AddType applicationsx-opera-extension Qe
AddType applicationsx-xpinstall xpi
AddType applicationsxml atom rdf rss xml
AddType image/webp webp
AddType image/x-icon cur ico
AddTupe textswit wit
AddType text/x-component htc
AddType text/x-wvcard wiof

<A1 FModul e



#
# | Character encodings /
#

# Set UTF-8" as the character encoding for all resources served with
# the media type of textshtml” or textsplain’,
AddDef aul tCharset utf-5

# Set UTF-8" as the character encoding for other certaln resources,
<IfModule mod_mime, >
AddCharset utf-5 . atom

L BS54
. geojson M
R
. json b
. jsonld A
Crdfo s
PS54
. topojson b
NS A Y
webapp M
. xml

/I fModul e

# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # URL REWRITES #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# | Rewrlte englne /
#

# 010 Twrn on the rewite englne
(this 15 necessary in order for the RewiteRule directives to work),
htto: #/httpd, apache orgsdocs: current s mods mod_rewi te bt ml #Rewri t sEngl ne

(2 Enable the FollowSymlinks option 1F it 1sn't already,
htto: #/httpd, apacthe orgsdocss current smods/core, fitml #opt 1 ons

(30 IF your web host doesn't allow the "FollowSymlinks option, you may

T O®H R W O " W™ W
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# be aware of the performance 1mpact.
# htto: #/httpd, apache orgsdocsscurrent /mi scoperf-tuni ng, html #suml 1 ks
#

# ¢4 Some cloud hosting services will also require RewrlteBase to be set,

# http: 7w, Fack space, comdknowl edge_cent ersfrequent 1 y-asked-guest 1 onswhy-1 5-
modt-ewrl te-not —work 1 ng-on-my-s1te

#

# (5 Depending on how your server 15 set up. you may need to use the

# ‘Rewritelptions directive to enable some options for the rewite engine

# http: #/httpd, apache orgsdocs: current »mods mod_rew1 te html #rewi teopti ons

<IfModul e mod_rewrite, o

# 013
RewriteEngine On

# (20
Options +FollowSumlinks

# (350
# Options +5ymlinksI fOwnertat ch

# 0
RewriteBase /

# (51
# Rewritelptions <options:

#

#

# | Secure Sockets Laysr (5500 /

#

# Rewrite secure requests properly In order to prevent 550 certificate warni ngs
# E g : prevent https: /swww example com” when your certlficate only allows

# "https: //secure exampl e, com

# RewriteCond XCSERVER_FORTR ! "443

# RewlteRule ™ https: //drublic, deX{REQUEST_LRI: [R=341, L]

# Rewrite to 1ndex, php

Fieeemd L o d WSl ST T LIRS 1 Fa



FEEWrl LELONd SUECWUED ] _FLLENAFES -1

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

FewriteRule “(L™71#% /index, php?file=$1 [HC, L, 05A]
</TfModul e

#

# | Suppressing # Forcing the “www =~ at the beginning of URLs
#

# The same content should never be avallable undsr two di Frerent URLs,
# especially not with and without “wew, = 5t the beginning, This can cause
# 5E0 problems (duplicate contentl, and therefore, you shoul d choose one

# of the alternatives and redirect the other one

# By default Option 1™ ‘oo “www "3 15 activated,

# httpe 77 no—wew, orgsfag php?g=cl ass_b

# If you would prefer to use Option 27, Jjust comment out all the 1ines

# from Option 1™ and uncomment the ones from "Option 27,

# THPORTANT: HEVER USE BOTH RULES AT THE SAME TIME!

# Option 1 rewdte www, exampl e com — exampl g com

I fModule mod_tewrite, o
RewriteCond %CHTTPSY ! =on
RewriteCond %CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http /¥ ¥CREQUEST_URIZ [R=381,L1]
</TfModul e

# Option 2 rewdte exampl e com — Wi, Exampl g com

# FBe awsre that the followling might not be 53 good 1dea 17 you use “real”

# subdomains for certain parts of your website,

# <TFfModul & mod_rewrlte c»

# Fewrl teCond ZEHTTPS: | =on

—_ 1. - f e e e e P . _— -



Fewrltelond FHHTTF_HOSTE ! www,  [HLT

Rewrl teCond #SERYER_ADDR: | =127 A 4, 1

Rewri teCond X SERVER_ADDR: ! =:: 1

RewriteRule ™ http: /s www, ZHTTP_HOST}ECREQUEST_LRI} [R=341, L]
</ T FHodul e

H O O R B

e
# # SECURITY #
e

#
# 1 Clickjackimg /
#

# Frotect website agalnst clickjacklng.

# The example below sends the 5-Frame-0Options’ response headsr with the value
# "DEWY , Informing browsers not to display the web page content in any frame,

# This might not be the best setting for everyone You should read about the
# other two possible values for X-Frame-Options : " SAMEORIGINT & " ALLOW-FROM
# http /rtool s 1etf, orglhtml ZrforA3dgsect 1 on-2, 1

# Keep in mind that while you could send the s-Frame-Options  header for all

# of your site’s pages, this has the potential downside that 1t forbids even

# non-malicious framing of your content (e g when users visit your site usimg
# a Google Image Search results pagel,

# Monethel ess, you should ensure that you send the " s-Frame-Options  headsr for
# all pages that allow 3 user to make & state changing operation (e g pages

# that contaln one-click purchase 11nks, checkout or bank-transfer conflrmation
# pages, pages that make permanent conflgueation changes, ete, .,

# Sending the X-Frame-0ptions header can also protect your website against
# more than just clickjscking attacks: https //curess desxfo-click jacking pdr,

# http Artool s 1etf, orgshtml <rfc7asd

# httpe /7Bl ogs, msdn, comsbel el nt ernal 52 archl ves 261 Az 36, combat 1 ng-cl 1 ok jackl my-wi th-x-
frame-opt 1 ons, aspx

# https: <l www, owasp, orgsl ndex, phpeCl1 ok Jackl mg



# <IfHodul & mod_headsrs, cr

# Header set X-Frame-Options "DEHY"

# (Filestatch "\, (appoachel atoml crxl cssl curl eot! F4Cabpydl £1v geojsonl gi £l htcl 1col jpe?
gl jsl jsoncldr?

| mdL 311 mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl safari extzl svgz?

| swrl topojsonl ttLcrfll txt] vefl witt] webappl weblmpd] wof f27 xml] xpi 1 g"

# Header unset X-Frame-Options

# </F1lesllatch

# <1 FHodul g

#
# | Content Security Policy (CSF /
#

# Mitigate the risk of cross-site scripting and other content-injection attacks,

# This can be done by setting a Content Security Folicy which whitellsts
# trusted sources of content for your website,

# The example header below allows OMLY scripts that are 1oaded from the current
# site's origin Cno inline scripts, no COH, etch, This almost certainly won't
# work as-1s for your sitel

# For more details on how to craft a reasonable policy for your site, read:

# http /7w, Btml 5rocks, comsenstut ori 2l 5/5ecurl tyscont ent -securl ty-pol 1 cus Cor
# the specification: http /fwww, w3 orgl TRACSPLLA ), Also, to make things easier,
# you can use an online C5P header generator such as: httpe #7cspl sswesome, coms,

# <IrModul & mod_headers, cx
# Header set Content-5ecuri ty-FPolicy
vl

1

‘script-src 'self'; object-src 'selr'”
# (Filestatch "\, (appoachel atoml crxl cssl curl eot! F4Cabpydl £1v geojsonl gi £l htcl 1col jpe?
gl jsl jsoncldr?

| mdL 371 mani rest! mapl mpdl oexl ogl agv]] opus/ ot £l pdfl pngl rdfl rssl safari extzl svgz?

| swrl topojsonl ttLcrfll txt] vefl witt] webappl weblmpd] wof f27 xml] xpi 1 g"

# Header unset Content-5ecuri ty-Policy

# </F1lesllatch

# <1 FHodul g

#
# 1 File access /
#




# Block access to directories without 3 default documernt,

# You should 1eave the followimg uncommented, a5 you shouldn't allow angons to
# surt through every directory on your server (which may 1ncludes rather private

# places such as the CMS's directoriess,

<I fModul & mod_aut ol ndex, o
Options -Indexes
AT Modul e

# FBlock access to all hidden files and directories with the exception of the

# visible content from within the "/ well-knowns hidden directory,

# These types of files usually contain user preferences or the pressrved state
# of an utility, and can 1nclude rather private places 1ike, for example, the

# git or . swn directories

# The "/ well-knowns directory represents the standard CRFC 57550 path preflx
# for "well-known 1ocations" (e g : 7 well-knownsmani fest, json,

# 4 well-knownskeybase, txt 1, and therefore, access to Its wisible content

# should not be bl ocked,

# https: ASwww, moot, netsb1 ogsZ61 87847877 wel 1 —knowrn
# http //tool s 1etf, org/html 2rfc57E5

I fModule mod_tewrite, o
RewriteCond ¥REQUEST_URIZ "7 A% well-knownd (L™ A1+ A 70+%" [HCI
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e

# FBlock access to files that can expose sensitive 1nformation,

# By default, block access to backup and source files that may be 1eft by =some

# text editors and can pose 3 securlty risk when anyone has access to them,



# http S/ feross orgsomspl ol tr

# TMPORTANT: lpdate the ~<Filestatch: regular expression from below to 1nclude
# any rfiles that might end up on your production server and can expose sensitive
# information about your website, These files may 1nclude: configuration 1163,
# riles that contain metadata asbout the project (e g @ project dependenciess,

# build scripts, etc..

£<FilesMatch "C°#, =# %, (bakl confl distl flal infcill logl psdl shl sgll swlopl | "3 4"

# Hpache < 2. 3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

/I fModul e

# HApache = 2 3

<IfModul e mod_authz_care, c
Fequire all denied

/I fModul e

</FilesMatchs
#

# | Reducing MIME type securlty risks /
#

# Frevent soms browsers from MIME-3ni Ffing the response

# Thi=s reduces exposure to drive-by download attacks and cross-origin data

# leaks, and should be 1eft uncommented, especially 1 the wsb server 15

# serving user-upl oaded content or content that could potentially be trested
# a5 executable by the browser,

# http /7w, 511 deshare, net s hasegawayosuk e owasp—-hasegaus

# httpe /7Bl ogs, msdn, comsbel B2 archl vesERA5/ A7y B2/ T BE-secur] ty-part —v-comprehenst ve-
protection aspx

# httpe Srmsdn microsoft, coms/en-ussl 1 brarysl esggbLs94dl, aspx

# httpe /7mlmesni £F, spec. whatwg, orgs



<IfModule mod_headers, c
Header set X-Content-Tupe-Options “nosniff"
<SIfModul e

#
# | Rerflected Cross-5ite Scripting (%5550 attacks /
#

(1) Try to re-enable the Cross-5ite Scripting (XS5 filter built into the
most recent web browsers,

The filter 15 usually enabled by default, but in some cases it may be
di sabled by the user. Howsver, 1n Internet Explorer for example, 1t can
be re-enabled just by sending the X-X55-Frotection’ header with the
value of 1,

[ 2y Prevent web browsers from rendering the web page 1f & potential reflected
(3 k. 3 non-persistent X555 attack 15 detected by the filter,

By default, If the rfilter 15 enabled and browsers detect a reflected
K55 attack, they will attempt to block the attack by making the smallest
possible modi fications to the returned web page.

Unfortunately, 1n some browsers (e g ! Internet Explorerd, this defaul t
behavior may allow the ¥55 filter to be exploited, thersby, it's better
to tell browsers to prevent the rendering of the page al together, 1nstead
of attempting to modify 1t
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http: #/hackademi x net<2809/11 /21 71 es-x55-11 ter-creat es-xss—vul nerabi 11 t1 65

#

# THPORTANT: Do not rely on the 55 filter to prevent X55 attacks! Ensure that

# you are taking all possible measures to prevent X55 attacks, the most obvious

# being: walidating and sanitizing your site's inputs,

#

# http: /7Bl ogs, msdn, comsbel esarchi ves 20058, 87,82/ 1 68-securl ty-part -1 v-the-xss-filter, aspx
# http: /7Bl ogs, msdn, comsbe/T el nt ernal s/archi ves2a11/81 731 A cont ol 11 mg-the-1nternet -

expl orer-xs5-111ter-wi th-t he-x-xss-prot ect 1 on-ht t p-header, aspx

# https: < Swww, owasp, orgll ndex, phpsCross-s1 te_Scrl ptlng_ ZEEXS5EE9

# <IfHodul & mod_headers, cx
# # 17 I



# Header set X-X55-FProtection "1: mode=block”

# ¢Filestlatch "%, (appoachel atoml crxl cssl curl eot! F4Cabpyl] 1w geojsonl gi £l htcl 1col jpe?
gl jsl jsoncldr?

| mdL 371 mani rest! mapl mpdl oex! ogl agv]] opus/ ot £ pdfl pngl rdfl rssl sararl extzl svgz?

| swfl topojsonl ttLcr]] txt] vefl vt t] webappl webl mpd! wof f27 xml] xpl 1 g"

# Header unset X-X55-Frotection

# ¢/Filestatch:

# /T fModul e

#
# 1 HTTF 5trict Transport Security (HSTS /
#

# Force client-side 550 redirection,

# If a user types example com In his browser, the above rule will redirect
# him to the secure version of the site That still leaves & window of

# opportunity Cthe 1nitial HTTP connectiont for an attacker to downgrads or
# redirect the reguest,

# The rollowing header ensures that browser will OHLY connect to your server
# wia HTTFS, regardless of what the users type in the address bar,

# THPORTANT: Remove the 1ncludeSublomains optional directive 1f the subdomsins
# are not using HTTPS,

# http #/tool s 1etf, orgshtml <draft -1 et f-websec-stri ot —transport -sec-1 d4sect 1 on-6, 1

# http /7w, Bt ml Brocks, comsenstut ori a1 5/5ecurl tust ransport -1 ayer-securl Tyl

# http /7Bl ogs m=sdn, comsbel 81 nt ernal s7archl ves281 408871 8/ hst s-stri ot -t ransport —securi ty-
at tacks-mi t1gations-depl oyment -ht tps, aspx

# <IFHodul & mod_headers, o>
# Header set Strict-Transport-5ecuri ty "max-age=1 6A7A468; 1ncl udesubbomal ns"
# </T FHodul >

#
# | Server software 1nformation /
#

# Avold di splaying the exact Apache wersion number, the description of the

# reneri e 15-tnne and the 7nformation abont Anache’ s romnd 1ed-10 mocii] &=,
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# TMPORTANT: The ServerTokens directive will not work In the ', htaccess file,
# =50 you will need to add the following In the main server configuration file

# LHerverTokens Frod

# HHRHHRHHR AR AR AR AR R AR R AR AR ARR AR R AR R A AR AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # WEE FERFUORMAHLCE #
# HHRHHRHHR AR AR AR AR R AR R AR AR ARR AR R AR R A AR AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A

#
# | Compression /
#

<IfModul e mod_deflate, o>

# Force compression for mangl ed headers.
# https: </devel oper, yahoo, comsbl ogssydns pushl ng-beyond-gzi ppl ng-£5661, html

£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflaterhss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding
/I fModul e
/I fModul e

# Map certain file types to the specified encoding type in order to
# make Apache serve them with the appropriate " Content-Encoding HTTP
# response headsr (this will HOT make Apache compress them! .

# If the following file types wouldn't be served without the appropriate
# Content-Enable’ HTTFP response header, client applications (e g :

# browsers) wouldn't know that they fi1rst need to uncompress the response.
# and thus, wouldn't be able to understand the content.

# httpe /7ht tpd, apache, orgsdocsscurrent < modsmod_mi me. ht ml #3ddencodi mg

ATFMAadnl & mad ml ma s



AddEncoding gzip svgz
<A1 fModul e

# Compress all output 1abeled with one of the following medis types,

# IMFPORTANT: For Apache versions below £ 3 7 you don't need to ensble
# ‘mod_rilter and can remove the <IfModule mod_filter. c»’ & “</IfModules’
# 1ines a5 AddoutputFilterByType’ 1s still in the core directives,

<IfModule mod_filter, ci
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml” %

"applications javascript" A
"applications json” A
"applicationsld+json” &
"applications/mani fest+json”
"applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” b
"applicationsvnd, ms-fontobject”
"applicationsx—font-ttf"
"applicationsx—web-app-mani fest+json” A
"applicationsxbtml+xml”
"applicationsxml" %
"font/opentupe” A
"imagessva+xml" N
"imagesx-icon" A
"text/cache-mani fest" A
"text/css" A
"text/html" N
"text/s javascript” A
"textsplain® A

"textSvtt" N
"text s x—component” A
"textxml”

AT Modul e

AT Modul e



#

# | Content transformation
#

# FPrevent mobile network providers from modi fying the website's content,
# httpe Z2w, w35 orgsFrotocol s/0fcE6] 6ArTcE6] 6-5ecl 4, html #5ecl 4, 5, 5

# <IHodul & mod_headsrs, cx
# Header merge Cache-Control “no-transform”

# /T FHodul e

#

# 1 ETags
#

# Remowve ETags as resources are sent with far-rfuture explres headers,

# https: Asdevel oper, yahoo, comspertormancesul g5, html #etags
# FileFTag Hone doesn't work In all cases
<IfModul e mod_headers, ¢

Header unset ETag
</ fModul e

FileETag Hone

#

# | Expires headers

#
# Serve resources with far-future expl res headers,

# THPORTANT: If you don't control wersioning with £11ename-based cache

# busting, consider lowsring the cache times to something 11ke one week,
£IfModul e mod_expires. o

ExpiresActive on
Expireshefaul t "access plus 1 month"

# 55



Expl resByType

Lexticss

# Data I1nterchange

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

applicationd json
applicationdld+json
applicationdschema+json
applicationdvnd geo+json
applicationdxml

text/xml

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByTupe

1 mage/ x-1con

# HTAL components (HICs)

ExpiresByTupe

# HTHL
ExpiresByTupe

# Javascript
ExpiresByTupe
ExpiresByTupe

text/ x-component

text/html

application/ javascript
text/ javascript

# Manifest files

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Medi a
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web feesds
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

applicationdmani fest+json
applicationdx-web-app-mani fest+json
text /cache-mani fest

audi o/ ogg
image/gif
image/ jpeq
1 mage/ png
vi deos mpd
videns ogg
v1deos webm

applicationsatom+xml
applicationdrdf +xml
applicationdrss+xml

= [ e

"access
"access
"access
"access
"access

"access

"access

"access

"access

"access

"access

"access
"access

"access

"access
"access
"access
"access
"access
"access

"access

"access
"access

"access

plus 1 year"
plus B seconds"
plus B seconds"
plus B seconds"
plus B seconds"
plus B seconds"
plus B seconds"
plus 1 week"
plus 1 month"
plus B seconds"
plus 1 year"
plus 1 year"
plus 1 year"
plus B seconds"
plus B seconds"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 hour"
plus 1 hour"
plus 1 hour"



# Web fonts

ExpiresByTupe applicationfont-woff “access plus 1 month"
ExpiresByTupe applicationfont-woff2 “access plus 1 month"
ExpiresByType applicationdvwnd ms-fontobject “access plus 1 month"
ExpiresByTupe applicationd/x-font-ttf “access plus 1 month"
ExpiresByType font/opentuype “access plus 1 month"
ExpiresByTuype 1mage/sswg+xml “access plus 1 month"

<A1 fModul e

#

# | Filename-based cache busting /

#

#If you're not using 3 build process to manage your f11ename verslon Fevyl ng,
# you might want to consider enabling the followling directives to route all
# requests such as sosssstyle 12345 css’ to AossAstyle css),

# To understand why this 15 Important and 3 better idea than "% css?vesdl’, read:
# htto sf i, st evesouders, comsbl ogs 2088, 86, 23/ 1evyvl mg-r1 1 enames-dont -use-guerystri ngs

# <IfModul & mod_rewte c>

# Rewri teCond XREQUEST_FILEMHAMER ! -f

# RewriteRule 0, +1%, Chd+1y, (ossl oo gl £ 1col jpe?gl j5 pngl svagz? webpi g #1. $3 [L]
# <1 FHodul g

#
# | File concatenation /
#

# Allow concatenation from within specific files

]
'S

If you have the following 11nes in 3 file called, for exampl e,
‘main. combi ned, js':

< ——#include file="js/jguery. js" --3
< ——#include rile="js/jgusry. timer, js" —-3
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Apache will replace those 11nes with the content of the specified riles,

I fModul & mod_1 ncl ude, cx

¢Filestlatch "%, combi nedi, jsg">
Options +Incl udes
Addiut put F1 1 terByType THOLUDES 3pplication javascript texts javascript
SetOutput Filter THCLUDES

¢/Filestatch:

Filestiatch "\ combined'. css$">
Options +Incl udes
Addiut put F1 1 terByType THCLUDES text/css
SetOutput Filter THCLUDES

¢/Filestatch:

<71 FModul 5



