permalink: . htaccess

#
# Better website experience for IE users
#

# Force the 1atest IE wersion, In varlous cases when 1t may fall back to TE7 mode
# i thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment -11 5926
# Use ChromsFrame 1f 1t's installed for a better experience for the poor TE folk

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
BrowserMatch MSIE ie
Header set X-UR-Compatible "IE=Edge, chrome=1" env=ie
<A1 fModul e
<A1 fModul e

<IfModul & mod_headets, c
# Because X-UA-Compatible 1sn't sent to non-IE (to save header bytess,
# We need to inform proxies that content changes based on UA
Header append Yary User-Agent enwv=! dont-wvary
# Cache control 15 set only IF mod_headers 15 enabled, so that's unncessary to declare
<A1 fModul e

#
# Cross-domain AJAY requests
#

# Serve cross-domaln &jax requests, di sabled,
# enabl e-cors, org
# code, googl e, comsps it ml Bsecurl tyswl K1/ Cross0r gl nRequest Securl ty

£

<1 FHodul & mod_headetrs, cx

u..n

Header set Access-Conttol -ALlow-0rigin "#
<1 FModul g

O

#
# Webfont access

AL




# alternatively you could only whitellst

#  your subdomains 11ke "sub, domai o com”

¢FilesMatch "%, (ttfl otfl eotl woffl font, css) "
<IfModul e mod_headers, ¢
Header set Access-Control-Allow-Origin ="
</TfModul e

</FilesMatchs

#
# FProper MIME type for all files
#

# html
AddType 'text/html; charset=UTF-5' html

# audio

AddType audiofogg oga o0gg
# video

AddType wideo/ogg gy
AddType wi deo/mpa mp<l
AddType wideo/webm webm

# FProper swg serving Reguired for swg webfonts on 1Pad
#  twitter, comsFont5gul el /st at ussl 4655590545

AddType i mage/ svg+xml v SWOZ
AddEncoding gzip SWOZ

# webrfonts
AddType applicationswnd ms-fontobject eot

AddType fontstruetype tif
AddType font/opentype oLf
AddType applicationsx—font-woff wof f

# assorted types
AddType image/x-icon ico
AddType image/webp webp



HddType text/cache-manifest appcache manl fest

AddType text/x-component htc

AddType applicationsx-chrome-extension crx

AddType applicationsx-xpinstall xpl

AddType applicationsoctet-stream safariextz

#

# Allow concatenation from within specific js and css fl1les
#

# & 0 Inside of script, combl ned j5 you could have

# <!l —#include file="11bs/jguery-1. 5 6 min js" --»

# <l —#include f11e="plugi nss jguery. 1dletimer, j5" -3
# and they would be included into this single file

# this 15 not in use 1n the bollerplate as 1t stands you may
# rchoose to name your files in this way for this advant age
# or concatenate and minl fy them manual 1y,

# [i=abled by defaul t.

# <Filestlatch "%\, combineds, ¢ jsl cssig" >
# Options +[ncl udes

# SetOutputF1lter THCLUDES

# < Filestiatch:

#
# Expltes headers (for better cache controld
#

# these are pretty far-future explres headsrs

# they assume you control versioning with cachebusting query params 11ke

# «<script soc="application j57E6A1 AAGAS"

# addi tionally, consider that outdated proxies may miscaches

#  www stevesouders, comsbl oglEREGS AEy 25/ revvl ng-r1 1 enames-dont —~use-guerystri ngs

#1f you don't use filenames to version, lowsr the css and js5 to something 11ke
# "access plus 1 week" or so

£IfModul e mod_expires. o
ExpiresActive on



# Ferhaps better to whitelist expires rul es? Perhaps,
Expireshefault "access plus 1 month"

# cache, appoache needs re-+equests in FF 3 6 Cthy Remy “Tntroduci ng HTHLED
ExpiresByTuype text/cache-manifest "access plus @ seconds”

# your document Atml

ExpiresByTupe text/himl "access plus @ seconds”
# data

ExpiresByTupe text/xml "access plus @ seconds”

ExpiresByTupe applicationsxml "access plus @ seconds”

ExpiresByTupe application json "access plus A seconds”

# rs5 feed
ExpiresByTuype application/rss+xml "access plus 1 hour”

# favicon (cannot be renamed)
ExpiresByTupe 1image/ x-1icon "access plus 1 week"

# medi s 1mages, video, audio

ExpiresByTuype imagesogif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe images jpg "access plus 1 month"
ExpiresByTupe image/ jpeq "access plus 1 month"
ExpiresByTupe wvideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTupe wvideosmpd "access plus 1 month"
ExpiresByTuype wideos webm "access plus 1 month"
# htc files (css3plel
ExpiresByTupe text/x-component "access plus 1 month"
# webrfonts
ExpiresByType font/truetype "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe applicationd/x-font-woff  “access plus 1 month"
ExpiresByTuype 1mage/sswg+xml "access plus 1 month"

ExpiresByType applicationdvwnd ms-fontobject "access plus 1 month"

# c=5 and Jjavascript



ExpiresByTupe text/css "access plus
ExpiresByTupe application/ javascript "access plus
ExpiresByType text/javascript "access plus

<IfModul & mod_headers, ¢

Header append Cache-Control "public”

<SIfModul e
<SIfModul e
## EXFPIRES CACHIHG ##
<IfModul e mod_expires, o
ExpiresActive On
Expireshefault "access plus 7208 seconds"
ExpiresByType imagesico "access plus 259200A seconds"

AddEncoding gzip swoz
ExpiresByType imagesswg "access plus 259200A seconds"

months"
months"

months"

ExpiresByTupe imagesswg+xml "access plus 2592808 seconds"

ExpiresByTupe imagesicon "access plus 25920AR seconds"

ExpiresByType imagesx-icon "access plus Z5920AR seconds”

ExpiresByTupe applicationdxhtml+xml "access plus 7208 seconds"

ExpiresByTupe applicationdx-shockwave-flash "access plus 2592008 seconds"

I\I
L
[y}

ExpiresByTupe text/css

# Data 1nterchange

ExpiresByTupe applicationsatom+xml
ExpiresByTupe applicationsrdf+xml
ExpiresByTupe application/rss+xml

ExpiresByType applicationd json
ExpiresByTuype applicationdld+json
ExpiresByTupe applicationsschema+json
ExpiresByTupe applicationdwnd, geo+json
ExpiresByTuype applicationdxml
ExpiresByTupe text/xml
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# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType imageswnd. microsoft, icon
ExpiresByType imagesx-1icon

# HTHL
ExpiresByType text/himl

# Javascript
ExpiresByType applicationd javascript
ExpiresByType applicationdx-javascript
ExpiresByType text/javascript

# Manifest files

ExpiresByTupe applicationdmanifest+json

ExpiresByTuype applicationdx-web-app-mani fest+json

ExpiresByType text/cache-manifest

# Media riles

ExpiresByType audiosogg
ExpiresByType imagesbmp
ExpiresByType imagesqgif
ExpiresByTuype images jpeq
ExpiresByTupe images jpg
ExpiresByType imagespng
ExpiresByTuype imagesswg+xml
ExpiresByType image/webp
ExpiresByType wvideosmpd
ExpiresByType wvideosogg
ExpiresByType wideoswebm

# Web fonts
# Embedded OpenType ©EOT)

ExpiresByType applicationdvnd, ms-fontobject
ExpiresByType font/eot
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# OpenType

ExpiresByType font/opentuype "access plus 1 month"
# TrueType
ExpiresByTupe applicationd/x-font-ttf “access plus 1 month"

# Web Open Font Format CHOFFD 1, A

ExpiresByTupe applicationfont-woff “access plus 1 month"
ExpiresByTupe applicationsx-font-woff “access plus 1 month"
ExpiresByTuype font/woff "access plus 1 month"

# Web Open Font Format CHOFFD Z 8

ExpiresByTupe applicationfont-woff2 “access plus 1 month"
# Other
ExpiresByTupe text/x-cross—domain-policy “access plus 1 week"

¢FilesMatch . phpg:
# 0o not allow PHP scripts to be cached unless they explicitly send cache
# headers themsel ves, Otherwlse all scripts would have to overwite the
# headers set by mod_expires 1f they want another caching behavior, This may
# rail 171 an error occurs early 1n the bootstrap process, and 1t may cause
# problems 1f a non-0rupal PHP file 15 installed In a subdirectory,
# ExplresActive OFF

£/FilesMatch:
<A1 fModul e
## EXFIEES CACHING ##

#
# ETag removal
#

# Since we're sending far-ruture expires, we don't need ETags for
# static content.

#  devel oper, yahoo, comsperformances Ul g5, html #st ags

Header unset ETag

FileETag Hone




# 5top screen flicker In IE on C55 rollovers
#

# The rfollowing directives stop screen flicker in IE on C55 rollovers - 1n
# combination with the "ExplresByType” rules for 1mages (see abovel, If
# nesded, un-comment the followimg rul 85,

# Browsertiatch "MSIE" brokenvary=1

# Browsertatch "Mozillasd, [A-9]72" brokenvary=1
# Browsertiatch "Opera” ! brokenvary

# SetEnvir brokenvary 1 force-no—vary

#
# Cookie setting from Iframes
#

# Allow cooklies to be set from 1frames (for IE onluyl
# If needed, uncomment and specify a path or regex in the Location directlve

# <IffModul e mod_headers, c»

# <Location />

# Header set P3P "policyref=\"/w3c/p3p xmly", CP=\"IDC DSP COR ADM DEYI TAIT PSA PS50
IYAl IT¥Di COWI HIS OUR THD CHTY™"

#  </Location:

# /T fModul e

#
# start rewlte englne
#

# Turning on the rewlte engine 15 necessary for the following rules and features,

I fModule mod_tewrite, o

FewriteEngine On

RewriteRule “C, +)_Csd+)h, © jsl cssl pngl jpal gifa$ $1. %3 [L]
</TfModul e

#
# suppress or force the "www,
#

n

at the beginning of URL=




# The same content should never be awvailable under two di frerent URLS - especially not
with and

# without " uwwm,

"

at the beginning, since this can cause SE0 probl ems (duplicate contentl,
# That's why you shoul d choose ome of the al ternatives and redirect the other one,

# By default option 1 Cno "www, "3 15 activated Remember: Shorter URLs are sexier,
# no-w, orgsrag phptg=cl ass_b

# If you rather want to use option 2, just comment out all option 1 11nes
# and uncomment optlon 2
# THFORTANT: HEVER LUSE BOTH RLULES AT THE SAME TIME!

# Option 1:
# Fewrlte "www, domaln, com -3 domaln, com”

£IfModule mod_rewrite, o
# RewriteCond ZCHTTPS: ! =on
# RewriteCond ZCHTTP_HOST? “www'. ¢, +3% [HCT
# RewriteRule 7, #1¢ http /7% /81 [R=3A1, L]
/I fModul e

# Option 2

# To rewite "domain com -> www, domain com” uncomment the followlng 11nes,
# Bz awsre that the following rule might not be 3 good 1dea If you

# use "real” subdomains for certaln parts of your website

# <IrfModul e mod_rewite c:

#  RewriteCond ZCHTTPS: ! =on

#  RewriteCond ZHTTP_HOST? ! “www. . +& [HCT

#  RewriteCond ZCHTTP_HOST} (. +1% [HCT

#  RewrlteRule ™0, #1¢ http s7/www #1781 [R=361, L]
# /T fHodul e

#
# Addsremove trailing slash to Cnon-filed URLS
#




# Google treats URLs with and without trailing =1ashes separately,
# Forcimg 3 trailing slash 15 ususlly preferred, but all that's really
# Important 15 that one correctly redirects to the other,

# By default option 1 (force trailing =s1asht 15 actlvated,

# http: 77googl ewebmastercentral, bl ogspot, coms 281 878497t 0-51 a5h-or-not -t o-31 350, Atml

# httoe /Fwww, 311 5t3part, comsartl cl esss1 ashf orward”

# htto: <kt tpd apache, orgsdocssZ G7mi sc/rew T tegul de html #url Trailing 51ash Probl em

# Option 1:
# Fewlte "domaln comsfoo > domaln, com oo

£IfModule mod_rewrite. o
RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteCond #¥{REQUEST_URI Y !, [a-zA-2A-9141, 531 /1 #0, =)0 %
RewriteRule ™0, =% /%17 [R=361, L]
#Rewrl teCond XCHTTP_HOST? “hbertrandkeller, 1nfo [HE, ORT
#Rewrl teCond XCHTTP_HOST? “hbertrandkeller, 1nfo [HCT
RedirectMatch 381 ([A-91{43/[A-91{23/[A-TLET 20 B-91+-C, 2§
http //bertrandkeller, info/$l 2/
RewriteRule ([A-91{43/[A-91{23/[A-9]1{23/0[A-9]+-C, #3% http //bertrandkeller, info/$l 2/
[R=3A1,L]
RewriteRule “/feed/$ /feed xml [R=3611]
RedirectMatch 3681 “/feed/$ /feed xml
<A1 fModul e

# Option 2
# Fewlte "domaln comsfoos -3> domaln, comsfoo”

#oIFModul & mod_rewsl te o
RewriteRule ™0, #)/¢% /%1 [R=361, L]
<o T FRlodul e

#
# Built-in rilename-based cache busting
#




#If you're not using the build script to manage your f11ename version rewylng,
# you might want to consider enabling this, which will route reguests for
# sosssstyle ZA118285 css5 to socss/style css

# To understand why this 15 Important and a better 1dea than all. css7wl 231,
# read gi thub, com/paul 111 shsfitml 5-bol 1erpl 3t eswl k12Yersi on-Cont rol -wi th-Cachebustl ng

# Uncomment to enabl e,

# <IrModul & mod_rewte c:

#  RewriteCond ZREQUEST_FILEHAMER ! -r

#  RewriteCond ZREQUEST_FILEHAMER ! -d

#  RewrlteRule ™0, +3%, Cvd+ry, £ js/ css/pogl jpgl gi fag #1, 3 [L]
# /T fModul e

#
# Frevent 550 cert warnl ngs
#

# Rewrite secure requests properly to prevent 550 cert warnings, e g prevent
# https: < Swww, domai i com when yow cert only allows https: A secure, domal n com
# Uncomment the followimg 1ines to use this featurs

(I Modul & mod_rewrite c:

Rewri teCond #SERVER_FORTZ ! "443

RewriteRul & ¢, #1 https: </exampl e-domal n-pl ease-change-me, com’$l [R=341, L]
<1 FHodul e

# Frevent 484 errors for non-existing redirected fol ders
#

# without —Mul tiviews, Apache will give a 484 for 3 rewite 1 3 folder of the same nams
does not exi st
# e g sBlogihello : webmasterwor]d comsapaches 36685792 htm

#0ptions -Hul t1 4] ews
#

# custom H84 page
#




# You can add custom pages to handle 566 or 483 pretty easily, 1F you 11ke
ErrarDocument 484 484, himl

#
# UTF-5 encodi mg
#

# use utf-4 encoding for anythlng served textsplain or textshtml
AddDef aul tCharset utf-5

# force utf-8 for 3 number of file formats
AddCharset utf-3 . html . css . j5 . xml . json . rss

#
# A 1ittle more securlty
#

# Do we want to advertise the exact wersion number of Apache we're runnl ng?

# Frobably rnot,

## Thi=s can only be enabled 1f used in httpd conf - It will not work In . htaccess
# ServerTokens Frod

# "-Indexes" will have Apache block users from browsimg folders without 5 default documsnt
# Usually you should 1eave this actlvated, because you shouldn't allow everybody to surf

t frough

# every folder on your server (which Includes rather private places 11ke CMS system

fol dersi,

# Options -Indexes

# Block access to "hidden” directories whose names begin with 3 period This
# 1ncludes directories used by version control systems such as Subversion or Gt
£IfModule mod_rewrite, o
RewriteRule "C7°1 /% " - [F]
/I fModul e

# If your server 15 not already configured a5 such, the followlng directive
# should be uncommented In order to set PHP's register_global s option to OFF,
# Thi=s closes 3 major security hole that 15 abused by most %55 (cross-site

# scripting) attacks, For more Information: http s/pho. netsregl ster gl obal 5
#



# IF EEGISTER_GLOGALS DIRECTIVE CALSES 588 ITHTEEMAL SERYER ERERORS

#

# Your server does not allow PHP directives to be set via . htaccess. In that
# case you must make this change in your php ini file instead I you are

# using a commercial web host, contact the admini strators for assistance 1n

# doing this Mot all servers allow local php ind files, and they shoul d

# include all PHP configurations Cnot just this onel, or you will effectively
# reset everything to PHP defaul ts Consul towww, php. net for more detailed

# information about setting PHP directives,

# php_rlag register_global s OFfF



