# BEGIH HTHLE Bollerpl ate

###

###t Thi= contains the HTHLS Boilerpl ate . htaccess that can be found at:

###t i thub, com/h5bpsht ml 5-boi 1 erpl at e/bl obsmast err, ht access

###

### Added:

#t#  Block access to access to WordPress files that reveal wversion Information,

###

### Commented out by defaul t;

###t  Explres headers: Use WP 5super Cache or W3 Total Cache Cunless using the HSEF bull
###  ETag removal: Use WP 5super Cache or W3 Total Cache Cunless using the HSEF bull
##t  Start rewite engline: Handl ed by HordPress

#HE  Suppresssrorce W Hardl ed by WordFress

###t  Options —ful tiViews: Causes 3 server 508 error on most shared hosts

#H#  Custom <64 page: Hardl ed by WordFress

###

###t Anytime you update this file the . htaccess file In the root of your

###t WordFress Install 15 sutomatically uypdated with the changes whensver

###t the permalinks are flushed or set

###

#
# Better website experience for IE users
#

# Force the 1atest IE wersion, In varlous cases when 1t may fall back to TE7 mode
# i thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment -11 5926
# Use ChromsFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul & mod_headets, c
Header set X-UAR-Compatible “IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever
<FilesMatch "%, ¢ jsl cssl gi fl pnagl jpe?
gl pdfl xmll ogal oggl mdal ogyl mpdl mdvl webml svgl svgzl eotl t1f] ot fl wof I icol webpl appcachel mani fest|
*
Header unset X-UA-Compatible
£/FilesMatch:
<A1 fModul e



#
# Cross-domaln AJAY reqguests
#

# Serve cross-domain Ajax requests, di sabled by defaul t,
# enabl e-cors, org

# code googl e comspshitml Bsecurl tuswl K1/Cross0rT gl nRequest Securl ty

# <Iffodul e mod_headers, cx
# Header set Access-Control -AlLow-0rigin "="
# <A1 FHodul e

#
# CORS-enabl ed 1mages (Borossoriging
#

# send CORS headers 1f browsers reqguest them: enabled by default for 1mages,
# devel oper, mozi 11 & orgsensCORS_Enabl ed_I mage

# bl og, chroml um orgs 2681 12877051 ng-cross-domal n-1 mages—1 n-webgl -and, fit ml

# hacks, mozilla orgs2al1..11 . us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-1 mages:

# wiki, mozilla orgsSecuri tysRevl ewsscrossori gl nAt tri but e

I fModule mod_setervif, o
<IfModul e mod_headers, ¢
# mod_headers, y u o match by Content -Type?!
£FilesMatch "N, Coifl pngl jpe?gl sval svozl icol webp) $"
SetEnvIf Origin ":" IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#
# Webfont access
#

# Allow access from all domalns for webfonts,
# Alternatively you could only whitellst your

# subdomains 11ke "subdomal n, exampl e com”,

<IfModul e mod_headers, o



<FilesMatch "M CLLTIttol olfl eotl wof f1 font, css2§"
Header set Access-Control-Allow-Origin " &
</FilesMatch:

<A1 Modul e

#

# Froper MIME type for all files
#

# Javascript
#  Hormalize to standsrd type (it's spiffed in IE anyways)

# tools 1etf, orglhtml Arfod329%section-7, 2
a,

AddType applications javascript is

# Audi o

AddType audiofogg oga ogg
AddType audi o/ mpa m<a

# ¥ideo

AddType wideo/ogg ag
AddType wideo/mps mpel medy
AddType wvideo/webm webm

# 5Vl

# Reguired for svg webfonts on 1FPad

#  twitter, com/Font Sgul rrel /st at uss] 4655690545
AddType 1 mage/ svg+xml Vg SVOE
AddEncoding gzip SWOZ

# Webronts
AddType applications/wnd ms-fontobject eot

AddType applicationsx-font-ttf ttf ttc
AddType font/opentype ot f
AddType applicationsx—font-woff wof f

# Hzsorted types

AddType imagesx-icon ico
AddType image/webp webp
AddType text/cache-manifest appcache manifest
AddType text/x-component htc

AddType applicationsx-chrome-extension (o!



AddTupe applicationsx-opera-extension OEx
AddTupe applicationsx-xpinstall xpi
AddTupe applicationsoctet-stream safariextz
AddTupe applicationsx-web-app-mani fest+json webapp

AddType text/sx-wvcard wiof

#

# Allow concatenation from within specific j5 and css files
#

# e g Inside of script, comblned js you coul d have

# < —-#include rile="11bs/jguery-1. 5 6 min js" -3

# < ——#include £11e="pluginss jguery, 1dletimer, js" —-3
# and they would be Included into this single file

# This 15 not In use Iin the boilerplate a5 1t stands You may
# choose to name your files 1n this way for this advantage or
# concatenate and mind fy them manual 1y,

# 01 sabled by defaul t,

#oF11estiatch "y, combi nedt. js$":

# Options +I[ncludes

# AddoutputF1lterByType THCLUDES applications javasceipt applications json
# SetOutputFilter THCLUDES

#</F11estat che

#<Filestatch "\ combi nedt. cssg":
# Options +I[ncludes

# AddoutputFilterByType THCLUDES textscss
# SetOutputFilter THCLUDES

#</F11estat che

#
# Gzip compression
#

<IfModul e mod_defl ate, ¢

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/2A1 81 2/ pushl ng—t
£IfModule mod_setenvif. o
<IfModul & mod_headets, c

SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodingl X015 {153 =153 % “((gzipl deflaten®



HAYE _Accept -Encodi ng
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
<SIfModul e
<SIfModul e

# HTHL, TXT, C55 Jawvascript, Js0M, XAL. HTC:

<IfModule filter_modul e
FilterDeclare  COMPRESS
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/html
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/css
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/plain
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $text/xml
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $text/x-component
FilterProvider COMPRESS DEFLATE resp=Content-Type $applications javascript
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsjson
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsxml
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationsxbtml+xml
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $applicationsrss+xml
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $applicationsatom+xml
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applications/vnd ms-fontobject
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $image/swg+xml
FilterProvider COMPRESS DEFLATE resp=Content-Type $image/x-icon
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $applications/x—font-ttf
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $font/opentype
FilterChain COMPRESS
FilterProtocol COMPRESS DEFLATE change=yes; byteranges=no

<SIfModul e

<IfModule !'mod_filter,
# Legacy versions of Apache
Addout putFilterByTupe DEFLATE text/himl text/plain text/css applicationd json
Addout putFilterByTupe DEFLATE application/ javascript
AddOut putFilterByTupe DEFLATE text/xml application/xml text/x—component
AddOutputFilterBuTupe DEFLATE applicationdxhtml+xml applicationdrss+xml applicationdator
AddOut putFilterBuTupe DEFLATE imagesx-icon imagesswg+xml applicationdvnd ms—-fontobject

font/opentype
<SIfModul e

<A1 FModul e



# Expltes headers (for better cache controld
#

# These are pretty far-rfuture explres headsrs,

# They assume you control versioning with cachebusting query params 11ke

# «<script soc="application j57E6A1 AAGAS"

# Addi tionally, considsr that outdated proxies may miscache

#  www stevesouders, comsbl oglEREGS AEY 25 revyvl ng-r1 1 enames-dont —~use-guerystri ngs

# If you don't use filenames to version, lowsr the C55 and J5 to somsthing 11ke
# "access plus 1 week” or so,

# <IfModul e mod_expl Fes, o3
#  ExpiresActive on

# Perhaps better to whitellst expires rul es? FPerhaps,

"

#  Expiresperaul t arcess plus 1 month”

# cache, appcache needs re-reguests In FF 3 6 (thanks Remy “Tntroduci mg HTHLE

"

#  ExpiresbyType textscache-mani fest access plus 8 seconds”
# yYour document fRtml

#  ExpiresbyType textshtml access plus 8 seconds”

# Dats

#  ExpiresByType text.sxml "access plus A seconds”
#  ExpiresByType applicatlonsxml "access plus A seconds”
#  ExpiresByType application json "access plus A seconds”
# Feed

#  ExpiresByType applicationrss+xml "access plus 1 hour”

#  ExpiresByType applicatlonsatom+xml gorcess plus 1 hour"

# Favicon (cannot be renamedi

#  ExplresByType 1magesx-Icon arrcess plus 1 week”

# Media: 1mages, video, audio

#  ExplresByType 1mags:sgir "access plus 1 month”
#  ExplresByType 1mage:pmg "access plus 1 month”
#  ExplresByType 1mages jpg "access plus 1 month”
#  ExplresByType 1magss jpeg "access plus 1 month”



#  ExpiresByType videosogg "access plus 1 month”
#  ExpiresByType udi o/ 000 "access plus 1 month”
#  ExpiresByType videosmpd "access plus 1 month”
#  ExpiresByType videoswebm "access plus 1 month”
# HIC riles (css3piel

#  ExpiresByType textsx—compornesnt "access plus 1 month”
# Webronts

#  ExpiresByType application’x-font-ttr "access plus 1 month”
#  ExpiresByType font./opentype "access plus 1 month”
#  ExpiresByType application’x-font-woff  "access plus 1 month”
#  ExpiresByType 1mage:syvg+xml "access plus 1 month”
#  ExpiresByType applicationsvnd ms-fontobject "access plus 1 month”

# C55 and JavasScript
#  ExpiresByType textscss "access plus 1 year”

"

#  ExpiresByType applications javascelpt access plus 1 year”
#  <IfModul e mod_headers, o

# Header append Cache-Control "public”

# /T MModul e

# <o FHodul e

#

# ETag removal

#

# FileETag Hone 15 not enough for every server,
# <IfHodul & mod_headsrs, cr

#  Header unset ETag

# <1 FHodul g

# Since we're sending rar-ruture expires, we don't need ETags for
# static content.

#  devel oper, yahoo, comsper T ormancesrul es, html #etags

# FileETag MHone

#
# Stop screen flicker In IE on £55 rollovers



#
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The following directives stop screen flicker in IE on C55 rollovers — In
combination with the "ExpiresByType" rules for Images (see abowver, I
needed, un-comment the followlng rul es,

Browserflatch “HSIE" brokenvary=1

Browserflatch “Hozillasd [A-9]2" brokenvary=1
Browserflatch “Opera” ! brokenvary

SetEnvlf brokenvary 1 force-no-vary

Cookie setting from Iframes

Allow cookies to be set from 1frames (for TE onlyl
IT needed, uncomment and specify a path or regex in the Location directive

<[ FHodul & mod_headsrs, cx
Header set P3P "policyref=%\" wic/p3p xml %", CP=V"IDC DSP COR ADH DEYI TAID PSA FSDIYAL

<1 FHodul g
Start rewite enmgine
Turnimg on the rewite engine 15 necessary for the following rul es and features,
Fol 1 owsymlinks must be enabled for this to work,
I fModul & mod_rewite cx
Options +FollowSyml 1 ks
Rewr1 teEngi me On
<1 FHodul g
Suppress or force the "www " at the beginning of URLs

The =ame content should never be awallable under two di fferent URLs - especially not with

U

without "www " 3t the beginning, since this can cause SE0 problems (duplicate contentd,

That's whir 1t stwwil A rhonse one ot the &l ternat i ves anrd redi Fent the nthere nne.



# By default option 1 Cno "www, "3 15 activated Remember: Shorter URLs are sexier,
# no-w, orgsrag phptg=cl ass5_5

# If you rather want to use option 2, just comment out all option 1 11nes
# and uncomment optlon 2
# THFORTANT: HEVER LUSE BOTH RLULES AT THE SAME TIME!

# Option 1:
# Rewlte "www, sxampl e com - exampl e com”

# <IrfModul e mod_rewite c:

#  RewriteCond ZCHTTPS: ! =on

#  RewiteCond ZCHTTP_HOST? “www'. ¢, +3% [HCT

#  RewriteRule © http: /7% ZREQUEST_URI: [R=3A1, L]
# /T fHodul e

# Option 2

# To rewite "exampl e com —> www, sxampl & com” uncomment the followlng 11nes,
# Bz awsre that the following rule might not be 3 good 1dea If you

# use "real” subdomains for certaln parts of your website

# <IrfModul e mod_rewite c:

#  RewriteCond ZCHTTPS: ! =on

#  RewriteCond ZHTTP_HOST? ! “www. . +& [HCT

# RewriteRule © http:/swww ¥CHTTP_HOST: REQUEST_URI: [R=3A1, L]
# /T fHodul e

#
# Built-in f1lename-based cache busting
#

#If you're not using the bulld script to manage your f11ename vetrsion revyl ng,
# you might want to consider enabling this, which will route reguests for
# sosscstyle ZA1182635 css to socssc/style css

# Trm 1mrder-=4 z2md ki tR1 = 1= 1mree-t amt z2rd 5 ket tee- 1Adss than =211 ~osad 53



m 1o el L drnrd U.'IH_.I LiiL 2 4L .LIIIHUI Lonre o ainirgd JoLreL L L g Lirdll o de Ly 00 YL oIl g

# read github, com/h5boshtml 5-boi 1erpl at e/wi ki 2 Yersi on-Cont rol —wi th-Cachebust 1 g

# Uncomment to enabl e

# <IfModul & mod_rewits cx

#  RewrlteCond XCREQUEST_FILEWAMEZ ! -f

#  RewrlteCond XCREQUEST_FILEHAMEZ ! -d

#  RewiteRule 0, +3%, Cvd+rs, £ js/ css/pngl jpgl gi fa% %1, $3 [L]
# <1 FHodul g

#
# Frevent 550 cert warni ngs
#

# Rewrite secure requests properly to prevent 550 cert warnings, e g prevent
# https: Arwww exampl & com when your cert only allows https: Zssecure exampl & com
# Uncomment the following 1ines to use this feature

# <IfModul & mod_rewits cx

#  RewlteCond XCSERVER_FORTR ! “443

#  RewiteRule ™ https: //exampl e-domai n-pl ease-change-me, comitREGQUEST_LRT* [R=3A1, L]
# <1 FHodul g

#
# Frevent 484 errors for non-existing redirected rol ders
#

# without —Multivicws, Apache will give a 484 for g rewite 1 3 folder of the same nams do
# e g sBlogihello : webmasterwor]d comsapaches 3605795 htm

# Options —Mul tiviecws

#
# Custom 484 page
#

# You can add custom pages to handle 508 o 483 pretty easily, 17 you 1ike,
# ErrorDocument <8< /64, [t ml

#
# UTF-8 encodi mg

L




# Use UTF-8 encoding for anythling served textsplain or textshtml
Addlef aul tCharset utf-3

# Force UTF-8 for 3 number of file formats
AddCharset utf-3 . css . js . xml . json . rss . atom

#
# A 1ittle more securlty
#

# Do we want to adwvertise the exact wersion number of Apache we' e runni ng?

# Frobably not,

## Thi=s can only be enabled 1f used in httpd conf - It will not work In . htaccess
# ServerTokens Frod

U

# "-Indexes" will have Apache block users from browsimg folders without 5 default documsnt
# Usually you should 1eave this activated, because you shouldn't allow everybody to surf th
# every folder on your server (which 1ncludes rather private places 11ike CHS system fol ders
<I fModul e mod_autoi ndex, o

Options -Indexes

AT Modul e

# FBlock access to "hidden” directories whose names begin with a period This
# includes directories used by version control systems such as Subversion or Gt
<IfModule mod_rewrite, c
RewriteCond #{SCRIPT_FILEMAMEY -d
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "(71 /0% " - [F]
</ 1 fModul e

# FBlock access to backup and source f1les
# This files may be 1eft by some textshtml editors and
# pose 3 great security danger, when somsone can access them
£FilesMatch "%, Cbakl configl sqll flal psdl inil 1ogl shl incl swpl distal " "
Order allow, deny
Deny from all
Satisfy ALl
£/FilesMatch:



# Block access to WordFress f1les that reveal version 1nformatlor,
£FilesMatch " “{wp-configh. phpl readmes, htmll 1icenset, txta"s

Order allow, deny

Deny from all

Satisfy ALl
£/FilesMatch:

# If your server 15 not already configured a5 such, the followlng directive
# should be uncommented In order to set PHP's register_global s option to OFF,
# Thi=s closes 3 major security hole that 15 abused by most %55 (cross-site

# scripting) attacks, For more Information: http: s/pho. netsregl ster gl obal 5
#

# IF REGISTER_GLOBALS DIRECTIYE CALSES 568 TNTERHAL SERYER ERRUORS

#

# Your server does not allow PHP directives to be set via . htaccess, In that
# case you must make this change In your php ind file instead If you are

# using a commercial web host, contact the adminl strators for assistance 1n
# doimg this Mot all servers allow local php Inl files, and they shoul d

# include all PHP configurations (not just this onel, or you will effectively
# reset everything to PHP defaul ts Consul towww, php. net for more detal led

# information about setting FHP directives

# php_rlag register_global s OFf

# Fename session cookle to something else. than PHPSESSID
# php_wal ue sess1on. name =1d

# Do not show you are using PHP
# Mote: Mowve this 1ine to php Inl since It won't work 1n . htaccess

# phpo_rlag expose_php OFF

# Level of log detall - log all errors
# php_walue error_reporting -1

# Write errors to log file
# phpo_rlag 1og_ertors On

# Do not display errors In browser (production - OFf, devel opment - On)
# php_rlag di splay_errors OFfF

# Do not display startup errors (production - OFf, dewvel opment - O



# php_flag di spl sy startup_errors OFF

# Format ertors 1n plain text
# Hote: Leawve this setting '0On' for xdebug's var_dumpld outpot
# php_flag Atml_errors OFF

# Show mul tiple occurrence of ertor
# php_flag Ignore_repeated_errors OFF

# Show same ertors from di frerent sources

# php_flag Ignore_repeated_source OFF

# Size 1imit for error messages

# php_value 1og_srrors_max_len 1824

# Don't preceds error with string (doesn't accept empty string, use whitespace 1f you needl

" "

# php_wvalue ertor_prepend_string

# 0on't prepend to error C(doesn't accept empty string, use whitespace 1f you need?

" "

# php_walue ertor_append_strlng

# Increase cookle securlty
<IfModule phpS_modul e

php_value session, cookie_httponly true
<A1 fModul e

# EHD HTHLE Boilerpl ate

# BEGIH WordFress

£IfModule mod_rewrite. o

FewriteEngine On

RewriteBase /fachschaft/

RewriteRule “indexh, php$ - [L]

RewriteRule “css/(, #) /fachschaft/wp-content/themes/fs-roots/css %1 [OQSA, L]
RewriteRule “js/C. #) /fachschaft/wp-content/themes/fs-roots/ js/41 [0SA, L]
RewriteRule “img/c, #) /fachschaft/wp-content/themes/fs-roots/img/$l [OSA, L]
RewriteRule “pluginsic, #) /fachschaft/wp-content/plugins/$l [QSA, L]
RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEX ! -d

RewriteRule . /fachschaft/index php [LI

<A1 fModul e



# EHD WordFress

# BEGIH 5hibboleth

# AuthType 5hibbol eth
# Reqguire 5hibbol eth
# EHD 5hibboleth



