<V DOCTYPE himl:
<html
<head prefix="og http /fogp mesnsd fbe http A fogp mesns/Thdt gl thubog
http /4 ogp mesns/ fhe gl thubog# =
<meta charset="utf-5":
<meta http-equiv="x-UA-Compatible" content="IE=edge":
titlerhtmlS-boilerpl ates. htaccess at master © hSbp/himlS-boilerpl ated/title:
£link rel="search" type="application/opensearchdescription+xml” href="/opensearch, xml"
title="GitHub" /=
£link rel="fluid-icon" href="https //github, comdfluidicon png” title="GitHob" /3
£link rel="apple-touch-icon” sizes="57x57" href="/apple-touch-icon-114, png" />
£link rel="apple-touch-icon” sizes="114x114" href="/apple-touch-icon-114, png" >
£link rel="apple-touch-icon” sizes="72x72" href="/apple-touch-icon-144, png" ¢
£link rel="apple-touch-icon” sizes="144x144" href="/apple-touch-icon-144, png" ¢
£link rel="logo" tupe="imagessvq" href="https: //github-media-
downl nads, 53, amazonaws, comd gl thub-1ogo, svg®” 43
<meta property="og: image"
content="https //github, global. 551, fastly. net/imagessmodul ess1 ogos_pages Octocat, png” »
<meta name="hostname" content="github-fel 35-cpl -prd. iad, gi thub, net"
<meta name="ruby" content="ruby 1.9 3pl94-tcs—github-tcmalloc ©elchc3f392) [xE6_6Bd-
linx1">

£link rel="assets" href="https: //foithub. global, 551, fastly nets" s
<link rel="conduit-xhr" href="https //ghconduit, com 25835/" >

<link rel="xhr-socket" href="/_sockets" />

<meta name="msapplication-Tilelmage" content="/windows-tile, png" 3

<meta name="msapplication-TileColor" content="#fffiff" /:

<meta name="selected-link" walue="repo_source" data-pjax-transient /3

<meta content="collector, gi thubapp, com” name="octol ytics-host" /r<meta
content="collector-cdn, gi thub, com” name="octolytics-script-host" /:<meta content="github"
name="octolytics-app-id" /r<meta content="<ESFALDF: 643E: 3B521 26: S2E9EFETY"
name="octol ytics—di mension-request _id" /:<meta content="169A535" name="octolytics-actaor-
id" sfr<meta content="stephenfin" name="octolytics-actor-login” /r<meta
content =" 8382790353601 54456770801 235c5a8bATEALAS 2421 375df AZ3dRS] 3acBE5aR57E"

name="octol ytics-actaor-hash" &3
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SLITE TEL—= 1LCOn Lgpe—= 1mdges x=1o0rn nrer—= sravicon, 1oca & F

<meta content="authenticity_token" name="csrf-param" /:
<meta content="exG07al fx28xq8k0dl zYpi SIT jY¥9/ skOLFDRY1IREL to=" name="csrf-token" /»

£link href="https: //github, global, ssl. fastly, net/assetssgithub-
af boadbl Fae3ebal e3A276eef Bal B252chbE51 78, 55" media="all" rel="stylesheet" type="text/css"
£

£link href="https: //github, global, 531, fastly net/sassetssogi thub2-
SafPbdf a39badI6522873df 721 aS6c72e667503, cs5" media="all" rel="stylesheet" type="text/css"
£

£script sro="https: /4github, global, 551, fastly. netsassetsd frameworks-
29a3f bAS47e33bd3d453Abbad9bas3ef BAAEI293, j5" tuype="text/ javascript"»</script:
£script sro="https: /4github, global, ss1. fastly, netsassetsdgithub-
AbBbf da8bb8bca246ebbda?dbbab3cdel 387 5AA1, js* type="text/ javascript"»</script:

<meta http-equiv="x-pjax-version” content="25e94354261 89c5f feadedSe?al 6F 621"

¢link data-pjax-transient rel=' permalink’ href="/hSbps/html5-

boilerpl atesbl obd f da2chf cadf f 23ecA2cbbaf df 7a95bf Bade@2ddl /. bt access' »

<meta property="og: title" content="htmlS-boilerplate" />

<meta property="og: tupe” content="agithubog gi trepository” s

<meta property="og: url" content="https: //github, com/hSbpshtml S-boilerpl ate" /o

<meta property="og: image"
content="https: //github. global. ss1. fastly, net/imagess gravat arssgravat ar-user-428, png" £

<meta property="og: site_name" content="GitHub" />

<meta property="og: description” content="himlS-boilerplate - A professional front-end
template for building fast, robust, and adaptable web apps or sites "/

<meta name="description” content="htmlS-boilerplate - A professional front-end template
for building fast, robust, and adaptable web apps or sites. " />

<meta content="1136860" name="octolytics-dimension-user_id" /:<meta content="hSbp"
name="octolytics-dimension-user _login” /r<meta content="456558" name="octoluytics-
dimension-reposi tory_id" Ar<meta content="hSbp/htmlS-boilerplate” name="octoluytics-
di mension-reposi tory_nwo" f:<meta content="true" name="octolytics-dimension-
repository_public” /r<meta content="false" name="octolutics-dimension-repository_is_fork”



fr<meta content="4sbS5E" name="octol ytlcs-di mension-reposi tory_network _root_1d” /x<meta
content="hSbp/html 5-boilerpl ate" name="octol ytics-di mension-reposi tory_network _root _nwo'’

s
£link href="https: //qgithub, com/hSbpshtml 5-boil erpl atescommi t 5/ master, atom”
rel="alternate" title="Recent Commits to htmlS-boilerpl ate master"

type="applications/atom+xml" />
</head:

¢<body class="logged_in env-production windows wis-public page-blob":

£div class="uwrapper" >

<div class="header header-logged-in true":
£div class="container clearfixz">

£a class="header-1ogo-invertocat” href="https: //oithub, coms™" >
£span cl ass="mega-octicon octicon-mark-github"» </ span:

-
LA

£a href="/notifications" class="notification-indicator tooltipped downwards" data-
gotokey="n" title="You have no unread notifications":
<span class="mail-status all-read":</span:

-
LA

£div class="command-bar js-command-bar 1in-repository”:
<form accept-charset="UTF-3" action="/search" class="command-bar-form"

1d="top_search_form" method="get":

<input type="text" data-hotkey=" 3" name="g" id=" js-command-bar-field" placehol der=""Search

or type a command" tabindex="1" autocapitalize="off"

dat a-username=" st ephenfin”
dat a-repo="hSbp/html 5-boi 1 erpl ate"
dat a-branch="master"
dat a—sha="52a21 545742d337 1 ac4b4551 669397347d9561 SR"



£input type="hidden" name="rnwo" walue="hSbp/htmlS-boilerpl ate” /A
<div class="select-menu js-menu-container js-select-menu search-context-sel ect-menu” >
£span class="minibutton select-menu-button js-menu-target”:

js-select-button” :This repositorys/ span:

£span class="

</ span:

<div class="sel ect-menu-modal -hol der js-menu-content  js-navigation-container” :
<div class="sel ect-menu-modal " =

<div class="select-menu-item js-navigation-item js-this-repository-navigation-
item selected":
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
js—search-this-repository” name="search_target”

.

<input type="radio" class="
wvalue="reposi tory" checked="checked" />
£div class="select-menu-item-text js-select-button-text":This repositoryssdive

fdive <l —— /, select-menu-item —-3»

<div class="select-menu-item js-navigation-item js-all-repositories-navigation-

£span cl ass="select-menu-item-icon octicon octicon-check":</span:

!
-~

£input type="radio" name="search_target" walue="global" /
<div class="select-menu-item-text js-select-button-text":>ALl
trepositori es</div:

fdive <l —— /, select-menu-item —-3»

LAdl v
LAdl v

LAdl v

£5pan class="octicon help tooltipped downwards" title="Show command bar help":
£span class="octicon octicon-question”»</span:

</ span:

<input type="hidden” name="ref" walue="cmdform":

<A orm:

<ul class="top-nav":

‘11

£11 class="explore":<a href="/explore" *Expl ored/ ax</
¢lix<a href="https: /fagist, gl thub, com" »Gist</as< 11



£lir<a href="/blog":Blog</ax</11:
£lir<a href="https //help gi thub, com":Hel p</fas< /11
<iul
i

<ul id="user-links">
<lix
<a href="/stephenfin’ class="name":
<img height="28"

src="https /41, gravatar, com/ avat ar/ 8fbd28adS9al aa31 7aSecl 75bAT?E3597
d=ht tps¥3AE2FE2F1 denticons, gi thub, com¥2FBeSdaf f f 24357691 2edbaddddbl el el 5 pngér=x&s=1 48"
width="28" /> stephenfin

</ ar

LAl

£li
£a href="/new" id="new_repo" class="tooltipped downwards" title="Create a new

repo” aria-label="Create a new repo”:
£span class="octicon octicon-repo-create":</span:
Llar

LAl

£li
<a href="/settings/profile" id="account_settings"
class="tooltipped downwards"
aria-label =" Account settings

title="Account settings ">
£span class="octicon octicon-tools":</span:

Llar
11
£1ix
£a class="tooltipped downwards" href="/logout" data-method="post" id="1ogout”
title="Sign out" aria-label="S5ign out":
£span class="octicon octicon-1og-out":</span:
Llar

LAl

AUl



£div class=" js-new-dropdown-contents hidden":

<ul class="dropdown-menu"
1=
£a href="/new":><span class="octicon octicon-repo-create"></span: Hew repository<sas
411
<11

£a href="/organizations/new" »<span cl ass="octicon octicon-organi zation" »</spany Hew
organi zation</ ax

i1

¢li class="section-title":
<span title="hSbp/htmlS-boilerplate">This repository</span:
/11
€11
£a href="/hSbp/html 5-boil erpl atesi ssues/new" »<span cl ass="octicon octicon-issue-
opened” ></span: Hew 1ssued/ar
/11

<ful s

<idiwe

<idiwe
<idiwe

£div class="flash-global flash-warn":
£div class="contalner" >

£<h2:%ou enabled two-factor authentication, but you haven't wiewed your recovery codes
“ih2
<P
If you lose your two-factor device, you could lose access to your account! Go to the
£a href="/settings/two_factor_authentications/configure" »two-factor settings page</a:
to view or download your recovery codes.
AP



LAdl v

LAdl v

£div class="site" itemscope itemtype="http: //schema. orasllebPage"

<div class="pagehead repohead instapaper_ignore readability-meno”:
£div class="container"

<ul class="pagehead-actions"»

¢11 class="subscription”:
<form accept-charset="UTF-8" action="/notifications/subscribe” class=" js-social-
contai ner” data-autosubmit="true" data-remote="true" method="post":<div
stule="margin B; padding: 8; displag inline"><input name="authenticity_token" type="hidden"
wal ue=" exXG07al f X208:xq8lhdl z¥pi 511 j%9¢ skOLFDRYIREL to=" /:<fdivey <input id="repository_id"
name="repository_id" type="hidden" walue="486558" /:

<div class="select-menu js-menu-container js-select-menu”:
£a class="soci al —-count  js-social -count” href="/hSbp/html 5-boi 1l erpl ateswat chers" »
2,214
Llar
£span class="minibutton select-menu-button with-count js-menu-target" role="button”
t abi ndex="g">
£span class=" js-select-button":
£span class="octicon octicon-eye-watch": </ span:
Watch
</ span:

</ span:

£div class="sel ect-menu-modal -hol der" »
<div class="select-menu-modal subscription-menu-modal js-menu-content”
£div class="sel ect-menu-header" »
£span class="select-menu-title" »Motification status</span:
£span class="octicon octicon-remove-close js-menu-close" »</span:
gfdive < —— /. sel ect-menu-header —-»

£div class="select-menu-l1ist js-navigation-container” role="menu":

<div class="select-menu-item js-navigation-item selected" role="menuitem"



tabi ndex="8"
£span class="select-menu-item-icon octicon octicon-check”:</span:
<div class="select-menu-item-text":
£input checked="checked" id="do_included" name="do" tupe="radio"
walue="1ncluded" /:
<hd:Mot watchings/hd:
£span class="description:You only receive notifications for conversations
in which you participate or are @mentioned. </span:
£span class=" js-select-button-text hidden-select-button-text":
£span class="octicon octicon-eye-watch":</span:
Hatch
</ span:
i
fdive < —— / select-menu-item —:
£div class="select-menu-item js-navigation-item " role="menuitem"
tabi ndex="8"
£span class="select-menu-item-icon octicon octicon octicon-check":</span:
<div class="select-menu-item-text":
£input id="do_subscribed" name="do" type="radic" walue="subscribed" /:
<hdxlat chi ngs /b
£span class="description”:>You receive notifications for all conversations
in this repository </ span:
£span class=" js-select-button-text hidden-select-button-text":
£span class="octicon octicon-eye-unwatch": </ span:
Unwatch
</ span:
i
fdive < —— / select-menu-item —:
£div class="select-menu-item js-navigation-item " role="menuitem"
tabi ndex="8"
£span class="select-menu-item-icon octicon octicon-check”:</span:
<div class="select-menu-item-text":
<input id="do_ignore" name="do" type="radio" walue="ignore" /:
<he>Ignori ngs s b
£span class="description”:You do not receive any notifications for
conversations in this repository </ span:
£span class=" js-select-button-text hidden-select-button-text":
£span class="octicon octicon-mute"»</span:

Ston 1 annei nn



e er mmeee —em
</ span:
<idiwe
<idiwe <l —— /. select-menu-item ——3>

<idiwe <l —— /. select-menu-l1ist ——»

<idive <l —— /. select-menu-modal —-3»
<idiwve <l —— /. sel ect -menu-modal -hol der --3

<Adive <! -- /. select-menu -->

<0 farm:

i1

<1is

n .~
E

£div class=" js-toggler-container js-social -container starring-container
£a href="/hSbp/html 5-boilerpl atesunst ar”
class="minibutton with-count js-toggler-target star-button starred upwards"
title="Unstar this repository” data-remote="true" data-method="post" rel="nofollow":
£span class="octicon octicon-star-del ete":</span:<span class="text">Unstar</span:

-
LA

£a href="/hSbp/html 5-boi 1 erpl ates st ar”
class="minibutton with-count js-tooggler-target star-button unstarred upwards"
title="Star this repository” data-remote="true" data-method="post" rel="nofollow":
£span class="octicon octicon-star":</span:<span class="text"»Star</span:

-
LA

£a class="social -count  js-social —count” href="/hSbps/html 5-boil erpl ates st argazers" »
23, 468
wlar

<idiwe

i1

<11
£a href="/hSbp/html S-boilerpl atesfork” class="minibutton with-count js-togogler-
target fork-button lighter upwards" title="Fork this repo” rel="facebox nofollow":
<span class="octicon octicon-git-branch-create" »></span:<span

1l zes="t ot " Erel 2 f emams
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-
LA

£a href="/hSbp/html 5-boilerpl atesnetwork” cl ass="soci al —count” » 5, 943</ ax

LAl

<hl itemscope itemtype="http: //data-vocabol ary, orgdBreadorumb” class="entry-title
public"s
£span cl ass="repo-1abel" »<span:publ i o</ span: </ span:
£span cl ass="mega-octicon octicon-repo”:</span:
£span ¢l ass=" author"

£a href="/hSbp" class="url fn" itemprop="url" rel="author":<span
itemprop="title">hSbp</span: </ ax

</ span:

£span cl ass="repohead-name-di vider" >/ </ span:

£strong:<a href="/hSbp/htmlS-boilerpl ate" class=" js-current-repository js-repo-

.

hiome-11ink" >html S-boilerpl ate</ ax</strong:

£span cl ass="page-context-1oader" »
£img alt="0Octocat-spinner-32" height="1g"
src="https: //github, gl obal. ss1. fastly, netsimagess spinnerssoctocat -spi nner-32, gi £
width="18" />

</ span:
</hl:
gfdive<! —— /, container ——:
fdive<! —— /, repohead —-»

<div class="contalner":

<div class="repository-with-5idebar repo-container ">

<diw class="repository-sidebar” >

<div class="sunken-menu wertical-right repo-nav js-repo-nav js-repository-cont ai ner-pjax
js-octicon-1oaders"»

<div class="sunken-menu-contents":
<ul class="sunken-menu-group”
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11 C1dsS— LU0l LLppeEd LET Lwdr ds LlILlE- Lode »
£a href="/hSbp/html S-boilerpl ate” aria-label ="Code" class="selected js-selected-

navigation-item sunken-menu-item” data-gotokey="c" data-pjax="true" data-selected-
links="repo_source repo_downloads repo_commits repo_tags repo_branches ShSbpshtmlS-
boilerpl ate":

£span class="octicon octicon-code"»</span: <span class="full-word":Codes/span:

£img alt="0ctocat-spinner-32" class="mini-loader" height="1g"
sre="https //github, global. ssl. fastly. net/images/ spinners/octocat -spi nner-32, gi £
width="16" /:

- LAl

£11 class="tooltipped leftwards" title="Issues":
£a href="/hSbp/htmlS5-boilerpl atesissues" aria-label="Issues" class=" js-selected-

navigation-item sunken-menu-item js-disable-pjax” data-gotokey="i" data-selected-
links="repo_issues ShSbpshtmlS-boilerpl atesissues":

£span class="octicon octicon-issue-opened” »</span: <span class="full-
word" > ssues</ span:

£span class=' counter' »8</span:

£img alt="0ctocat-spinner-32" class="mini-loader" height="1g"
sre="https //github, global. ssl. fastly. net/images/ spinners/octocat -spi nner-32, gi £
width="18" />

- LAl

£11 class="tooltipped leftwards" title="Pull Requests":
£a href="/hSbp/htmlS-boilerpl atespulls" aria-label="Pull Reguests" class="js-

selected-navigation-item sunken-menu-item js-disable-pjax” data-gotokey="p" data-selected-
links="repo_pulls /hSbp/htmlS-boilerpl atespulls":

£span class="octicon octicon-git-pull-request”:</span: <span class="full-
word">Pull Requests</span:

£span class=' counter' »4</span:

£img alt="0ctocat-spinner-32" class="mini-loader" height="1g"
sre="https //github, global. ssl. fastly. net/images/ spinners/octocat -spi nner-32, gi £
width="18" />

- LAl

£11 class="tooltipped leftwards" title="MWiki":
£a href="/hSbp/htmlS-boilerpl atefwiki” aria-label="Wiki" class=" js-selected-
navigation-item sunken-menu-item" data-pjax="true" data-selected-links="repo_wiki
Ahebpshtml S-boilerpl atedwiki”
£span class="octicon octicon-book"»</span: <span class="full-word":Wiki</span:
£img alt="0ctocat-spinner-32" class="mini-loader" height="1g"



src="https //glthub. global. ss1. tastly netslmagess splnnerss octocat-splnner—32 git”
width="16" /»
<far 411

<iul

£div class="sunken-menu-separator ></di vr

£ul class="sunken-menu-group”

£11 class="tooltipped leftwards" title="Pulse":

£a href="/hSbp/html S-boilerpl atespul se" aria-label ="Pulse" class=" js-selected-
navigation-item sunken-menu-item” data-pjax="true" data-selected-links="pulse /hSbp/htmlS-
boilerpl atespul s&" >
<span class="octicon octicon-pul se"»</spany <span class="full-word">Pul &</ span:
£img alt="0Octocat-spinner-32" class="mini-loader" height="1&"
src="https: //github, global, ssl. fastly, net/imagess spinnerssoctocat -spi nner-32, gi £
width="16" /»

<Far i1

£11 class="tooltipped leftwards" title="Graphs":
£a href="/hSbp/html 5-boilerpl atesgraphs” aria-1abel =" Graphs" class=" js-selected-

navigation-item sunken-menu-item” data-pjax="true" data-selected-links="repo_graphs
repo_contributors AhSbpshtml S-boilerpl atesgraphs” >

<span cl ass="octicon octicon-graph »</spany <span class="full-
word" > Graphs</ span:

£img alt="0Octocat-spinner-32" class="mini-loader" height="1&"
src="https: //github, global, ssl. fastly, net/imagess spinnerssoctocat -spi nner-32, gi £
width="16" /»

<Far i1

£11 class="tooltipped leftwards" title="Hetwork":
£a href="/hSbp/html 5-boilerpl ate/network” aria-1abel ="Hetwork" class=" js-selected-

navigation-item sunken-menu-item js-disable-pjax" data-selected-links="repo_network
hSbpshtml 5-boi 1 erpl ates network" >

<span class="octicon octicon-ogit-branch”»</span> <span class="full-
word" >Het work </ span;

£img alt="0Octocat-spinner-32" class="mini-loader" height="1&"
src="https: //github, global, ssl. fastly, net/imagess spinnerssoctocat -spi nner-32, gi £
width="16" /»
<far 411

<ful s

<idiwe



LAdl v

<div class="only-with-full-nav">

<div class="clone-url
dat a-protocol -type="http"
data-url =" fuserssset _protocol Pprotocol _sel ector=http&protocol _type=cl one" »
<h3x<strong:-HTTPS3</strong: clone URL<Ah3:
<div class="clone-url -box" =
<input type="text" class="clone js-url-field"
wvalue="https: /gl thub, com/hSbpshtml S-boilerplate, git" readonly="readonly"

£span class=" js-zeroclipboard url-box-clippy minibutton zeroclipboard-button” data-
clipboard-text="https: //qgi thub, com/hSbpshtml S-boilerplate, git" data-copied-hint="copied "
title="copy to clipboard":<span class="octicon octicon-clippy"»</span:</span:
£0diwve

LAdl v

£diwv class="clone-url open”
dat a-protocol -t ype=" ssh"
data-url =" fuserssset _protocol Pprotocol _sel ector=sshé&protocol _type=clone" >
<h3><strong:35H</ strong: clone URL<Ah3:
<div class="clone-url -box" =
<input type="text" class="clone js-url-field"
wal ue="qi t@qgi thub, com hSbpshtmlS-boilerpl ate, git" readonly="readonly"

£span class=" js-zeroclipboard url-box-clippy minibutton zeroclipboard-button” data-
clipboard-text="ait&qgithub, com hSbpshtmlS-boilerpl ate git" data-copied-hint="copied "
title="copy to clipboard":<span class="octicon octicon-clippy"»</span:</span:
£0diwve

LAdl v

£div class="clone-url
dat a-protocol -type=" subversi on”



data-url="/susers/set _protocol Tprotocol _sel ect or=subversi ondprotocol _type=clone" »
<h3»<strong:Subversiond/strong: checkout URL</h3:
<div class="clone-url -box" =
<input type="text" class="clone js-url-field"
walue="https: //github, com/hSbpshtmlS-boilerpl ate” readonly="readonly"

£span class=" js—zeroclipboard url-box—clippy minibutton zeroclipboard-button” data-
clipboard-text="https: //github, com/hSbpshtml S-boilerpl ate” data-copied-hint="copied! "
title="copy to clipboard"»<span class="octicon octicon-clippy"»</span:</span:
i
i

£<p class="clone-options"»You can clone with
£a href="#" class="js-clone-selector” data-protocol="http" >HTTPS</ ax,
£a href="#" class="js-clone-selector” data-protocol="ssh":>55H</ a:,
ar <a href="#" class=" js-clone-selector” data-protocol =" subversion” »Subversiond/ ax,
£span class="octicon help tooltipped upwards" title="Get help on which URL is right for
gou,
£a href="https //help, gi thub, comsarticl es/which-remote-url -shoul d-i-use" >
£span class="octicon octicon-question”»</span:
Llar
</ span:

AP

£a href="qithub-wi ndows: //openkeposhttps: /4gi thub, comd hSbpsbtml 5-boil erpl ate”
class="minibutton sidebar-button”:
£span class="octicon octicon-device-desktop”></span:
Clone in Desktop
Llar

£a href="/hSbp/html 5-boil erpl atesarchi ves/master, zip"
class="minibutton =idebar-button”
title="Download this repository as a zip file"
rel="nofol low" >
£span class="octicon octicon-cloud-downl oad” > </ span:
Download EIP

Llar

i

£fdive<! —— /. reposi tory-sidebar —-:

£div id=" js-repo-pjax-container” class="repository-content context-1oader-



contal ner" data-pjax-contai ner:

£l == blob contrib key blob_contributors: «21: f 7f6a72c3cl f 7651 59c4dbBcASaadiss ——»

£<p title="This is a placeholder element” class=" js-history-link-replace hidden":</p:>

£a href="/hSbp/html S-boilerpl atesfind/master" data-pjax data-hotkeg="t" class=" js-show-
file-finder" style="display: none"»>Show File Finder</a:

£div class="file-navigation":

£div class="select-menu js-menu-container js-select-menu” >

£span class="minibutton select-menu-button js-menu-target” data-hotkey="uw"
dat a-master-branch="mast er"
data-ref="master"
role="button" aria-label="35witch branches or tags" tabindex="@":
£span cl ass="octicon octicon-git-branch”»</span:
<ixbranchs </1:
<span class=" js-sel ect-button">master</span:

</ span:

£div class="sel ect-menu-modal -hol der  js-menu-content js-navigation-container" data-pjas:

<div class="select-menu-modal ">
<div class="zel ect-menu-header" »
¢span cl ass="select-menu-title">Switch branchesstags</span:
£span class="octicon octicon-remove-close js-menu-close" »</span:
<fdive <! —- /. select-menu-header —-3

<div class="select-menu-filters":
¢div class="select-menu-text-filter":
<input type="text" aria-label="Filter branches/tags" id="context-commitish-
filter-field" class="js-filterable-field js-navigation-enable" placeholder="Filter
branchesstags" >
<Adive
<div class="=sel ect-menu-tabs" >
ul
£1i class="select-menu-tab":
£a href="#" data-tab-filter="branches" class="js-select-menu-



tab" :Branches</ ax
£f11
£11 class="sel ect-menu-tab"
£a href="#" data-tab-filter="tags" class=" js-select-menu-tab":Tags</a:

A1
“Aul
£fdive<! —— /, select-menu-tabs —:
gfdive<! —— / select-menu-filters ——:

<div class="select-menu-1ist select-menu-tab-bucket js-select-menu-tab-bucket" data-
tab-filter="branches":

<div data-filterable-for="context-commitish-filter-field" data-filterable-
type="substring":
<div class="select-menu-item js-navigation-item "»
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boil erpl atesbl obs browserconfig, xml /. htaccess"
dat a-name="browserconfig xml"”
dat a-skip-pjax="true"
rel="nofol1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
cs3-truncate-target”
title="browserconfig. xml":browserconfig, xml</a:
£fdive < —- /. select-menu-item —-:
<div class="select-menu-item js-navigation-item "»
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boil erpl at esbl obs docs—-chromeappsd, ht access"
dat a-name=" docs-chromeapps"
dat a-skip-pjax="true"
rel="nofol1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
cs3-truncate-target”
title="docs-chromeapps" > docs-chromeapps</ a:
£fdive < —- /. select-menu-item —-:
<div class="select-menu-item js-navigation-item selected":
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/h5bps/html 5-boil erpl atesbl obs/masters, htaccess"
dat a—name="master"
dat a-skip-pjax="true"
rel="nofol1ow"



class=" js-navigation-open select-menu-item-text js—select-button-text
css-truncate-target”
title="master" >master<{/a:

fdive < —— / select-menu-item —:
£div class="select-menu-item js-navigation-item ">
£span class="select-menu-item-icon octicon octicon-check”:</span:
£a href="/hSbp/html 5-boil erpl atesbl ob/ ms-vi ewport /. htaccess"
dat a—name="ms-vi ewport"
dat a-skip-pjax="trus"
el ="nofol 1ow"
class=" js-navigation-open select-menu-item-text js—select-button-text
css-truncate-target”
title="ms-viewport" >ms-viewport </ a:

fdive < —— / select-menu-item —:
£div class="select-menu-item js-navigation-item ">
£span class="select-menu-item-icon octicon octicon-check”:</span:
£a href="/hSbp/html 5-boilerpl atesbl obs w4/, htaccess"
dat a-name=" 14"
dat a-skip-pjax="trus"
el ="nofol 1ow"
class=" js-navigation-open select-menu-item-text js—select-button-text
css-truncate-target”
title="wvd"svdd/a:
fdive < —— / select-menu-item —:
i

<div class="select-menu-no-results":Hothing to showd/diwv:
£fdive <! —- / select-menu-list ——:

£div class="select-menu-list select-menu-tab-bucket js-select-menu-tab-bucket" data-
tab-filter="tags":
<div data-filterable-for="context-commitish-filter-field" data-filterable-
type="substring"
£div class="select-menu-item js-navigation-item ">
£span class="select-menu-item-icon octicon octicon-check”:</span:
£a href="/hSbp/htmlS5-boil erpl atestreesvd, 3, B4, htaccess"
dat a-name="+4, 3, 8"
dat a-skip-pjax="trus"
el ="nofol 1ow"

r1 ass=" is—-nawvi nat i nn-nnen sl et —menn-i 1 em—t et is—sel ert =hoit tan-1 Ft



css-truncate-target”
title="wd, 3, 8">vd 3. B<Fas
<idiwe <l —— /. select-menu-item ——3>

n .~
E

£div class="select-menu-item js-navigation-item
£span cl ass="sel ect-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boilerpl atestrees/vd, 2, 8¢, ht access"
data-name="+4, 2, 8"
data-skip-pjax="trus"
trel="nofol 1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
css-truncate-target”
title="wvd 2, 8":>vd 2, B4/ a:

<idiwe <l —— /. select-menu-item ——3>

n .~
E

£div class="select-menu-item js-navigation-item
£span cl ass="sel ect-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boilerpl atestreesvwd, 1, B¢, ht access"
data-name="+4, 1, 8"
data-skip-pjax="trus"
trel="nofol 1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
css-truncate-target”
title="wvd 1, 8">vd 1. B A
<fdive <0 —— / select-menu-item —-:

n .~
E

£div class="select-menu-item js-navigation-item
£span cl ass="sel ect-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boilerpl atestrees/vd, B, 3¢, ht access"
data-name="+4, A, 3"
data-skip-pjax="trus"
trel="nofol 1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
css-truncate-target”
title="wvd B, 3":>vd B, 3/ a:
<fdive <0 —— / select-menu-item —-:

n .~
E

£div class="select-menu-item js-navigation-item
£span cl ass="sel ect-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boilerpl atestrees/vd, B, 24, ht access"
dat a-name="+4, A, 2"
data-skip-pjax="trus"
trel="nofol 1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text

oot Fiime st et zekact !



L33~ L WLOLE— Ll go
title="wd B, 2" x4, B, 24/ a3
£fdive < —- /. select-menu-item —-:
<div class="select-menu-item js-navigation-item "»
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html S-boil erpl atestreesvd, A, 1/, htaccess"
dat a—name="+4, @, 1"
dat a-skip-pjax="true"
rel="nofol1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
cs3-truncate-target”
title="wd B, 1">vd B, 14/ a:
£fdive < —- /. select-menu-item —-:
<div class="select-menu-item js-navigation-item "»
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boil erpl atestreesvd, A, B, htaccess"
dat a—name="+4, @, A"
dat a-skip-pjax="true"
rel="nofol1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
cs3-truncate-target”
title="wd B, 8" w4, B, B/ a3
£fdive < —- /. select-menu-item —-:
<div class="select-menu-item js-navigation-item "»
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boil erpl atedtrees w3, Bstrippeds, ht access"
dat a-name=" 3, Astripped"
dat a-skip-pjax="true"
rel="nofol1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
cs3-truncate-target”
title="+3. Bstripped” >3 Bstripped</a:
£fdive < —- /. select-menu-item —-:
<div class="select-menu-item js-navigation-item "»
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boil erpl atedtrees w3, B, 2stripped/. htaccess"
dat a-name="+3, A, 2stripped"
dat a-skip-pjax="true"
rel="nofol1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
cs3-truncate-target”
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fdive < —— / select-menu-item —:
£div class="select-menu-item js-navigation-item ">
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boilerpl atestrees w3 B, 2/, htaccess"
dat a-name="+3, A, 2"
dat a-skip-pjax="true"
rel="nofollow"
class=" js-navigation-open select-menu-item-text js-select-button-text
css-truncate-target”
title="w3 B, 2":>v3 B, 24/ a:
fdive < —— / select-menu-item —:
£div class="select-menu-item js-navigation-item ">
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boilerpl atestrees/ w3 B, 1stripped/, htaccess"
dat a-name="v3, A, 1stripped"
dat a-skip-pjax="true"
rel="nofollow"
class=" js-navigation-open select-menu-item-text js-select-button-text
css-truncate-target”
title="+3 B, 1stripped” »v3. B, 1 stripped</a:
fdive < —— / select-menu-item —:
£div class="select-menu-item js-navigation-item ">
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boilerpl atestreesw3 B, 1/, htaccess"
dat a-name="+3. A, 1"
dat a-skip-pjax="true"
rel="nofollow"
class=" js-navigation-open select-menu-item-text js-select-button-text
css-truncate-target”
title="v3 B, 1">v3 8. 1</ a:
fdive < —— / select-menu-item —:
£div class="select-menu-item js-navigation-item ">
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boi 1 erpl atestrees w3, B, htaccess"
dat a-name="+3, "
dat a-skip-pjax="true"
rel="nofollow"
class=" js-navigation-open select-menu-item-text js-select-button-text
css-truncate-target”
title="v3 B"»v3 B4/ ax



fdiw: <l —— F, select-menu-1tem ——x

n .~
E

£div class="select-menu-item js-navigation-item
£span cl ass="sel ect-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boilerpl atestrees/ w2, Bstrippeds. bt access"
dat a-name="+2, Bstripped"
data-skip-pjax="trus"
trel="nofol 1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
css-truncate-target”
title="+2 Bstripped" »>v2 Bstripped</a:
<fdive <0 —— / select-menu-item —-:

n .~
E

£div class="select-menu-item js-navigation-item
£span cl ass="sel ect-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boi 1 erpl atestrees w2, B, ht access"
dat a-name="1+2, &"
data-skip-pjax="trus"
trel="nofol 1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
css-truncate-target”
title="v2 B"»v2 B4/ ar

<idiwe <l —— /. select-menu-item ——3>

n .~
E

£div class="select-menu-item js-navigation-item
£span cl ass="sel ect-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boilerpl atestrees/vl, Bstripped/. bt access"
data-name="v1, Bstripped"
data-skip-pjax="trus"
trel="nofol 1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
css-truncate-target”
title="w1, Bstripped” »vl. Bstripped</ax
<fdive <0 —— / select-menu-item —-:

n .~
E

£div class="select-menu-item js-navigation-item
£span cl ass="sel ect-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boi 1l erpl atedtreesvl, Brostri ppedd, ht access"
dat a-name="v1, Brcstri pped”
data-skip-pjax="trus"
trel="nofol 1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
css-truncate-target”
title="w1, Brostripped” »vl, Brostri pped</ ax
<fdive <0 —— / select-menu-item —-:



<div class="select-menu-item js-navigation-item "»
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html S-boil erpl atestreesvl, Are/, htaccess"
dat a—name="+1. Arc"
dat a-skip-pjax="true"
rel="nofol1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
cs3-truncate-target”
title="wl, Brc" »vl, Brodd ax
£fdive < —- /. select-menu-item —-:
<div class="select-menu-item js-navigation-item "»
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html S-boil erpl atestreesvl, 84, ht access"
dat a-name="+v1, 8"
dat a-skip-pjax="true"
rel="nofol1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
cs3-truncate-target”
title="wl, B":vl, B</ax
£fdive < —- /. select-menu-item —-:
<div class="select-menu-item js-navigation-item "»
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbp/html 5-boil erpl atedtreesvA, 9, Sstrippeds. htaccess"
dat a-name="vA, 9, Sstripped”
dat a-skip-pjax="true"
rel="nofol1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
cs3-truncate-target”
title="+vA, 9, Sstripped’ :wA, 9. Sstrippedd/as

gfdive < —— /. select-menu-item ——:
<div class="select-menu-item js-navigation-item "»
£span cl ass="select-menu-item-icon octicon octicon-check":</span:
£a href="/hSbps/html 5-boil erpl atestreesvA, 9. 54, htaccess"
dat a-name="vA, 9, 5"
dat a-skip-pjax="true"
rel="nofol 1ow"
cl ass=" js-navigation-open select-menu-item-text js-select-button-text
cs3-truncate-target”
title="w@, 9, 5">vA 9 5/ a8
gfdive < —— /. select-menu-item ——:

n.

<div class="select-menu-item js-navigation-item "»



£span class="select-menu-item-icon octicon octicon-check”:</span:
£a href="/hSbp/html5-boil erpl atestree/ve, 9, 1stripped/, ht access"
dat a—name="+@A, 3, 1 stripped"
dat a-skip-pjax="trus"
el ="nofol 1ow"
class=" js-navigation-open select-menu-item-text js—select-button-text
css-truncate-target”
title="v@, 9, 1stripped">vA 9 1stripped</a:
fdive < —— / select-menu-item —:
£div class="select-menu-item js-navigation-item ">
£span class="select-menu-item-icon octicon octicon-check”:</span:
£a href="/hSbp/htmlS-boilerpl atestreesve, 9, 1/, htaccess"
dat a-name="+A, 9, 1"
dat a-skip-pjax="trus"
el ="nofol 1ow"
class=" js-navigation-open select-menu-item-text js—select-button-text
css-truncate-target”
title="wB 9, 1">vB, 9. 1</ a:
fdive < —— / select-menu-item —:
£div class="select-menu-item js-navigation-item ">
£span class="select-menu-item-icon octicon octicon-check”:</span:
£a href="/hSbp/html S-boilerpl atestree/ve, 94, htaccess"
dat a-name=""A, 3"
dat a-skip-pjax="trus"
el ="nofol 1ow"
class=" js-navigation-open select-menu-item-text js—select-button-text
css-truncate-target”
title="vA 9":vA 9</a>
fdive < —— / select-menu-item —:
i

<div class="select-menu-no-results":Hothing to showd/diwv:

£fdive <! —- / select-menu-list ——:
<fdive <! —— /. select-menu-modal —-»
£fdive < —— /. sel ect-menu-modal -hol der —-3
<idive <l —- /., select-menu —->

<div class="breadcrumb" >

£span class=' repo-root js-repo-root’ ><span itemscope="" itemtupe="http: //data-

vocabul ary, orgdBreadorumb” > <a href =" /hSbpshtml S-boilerpl ate” data-branch="master" data-



direction="back" data-pjax="true" itemscope="url":><span itemprop="title">html5-

boilerpl ated/ span; </ ax </ span:</span:<span class="separator": / </spanr<strong

cl ass="final -path" >, htaccess</strong: <span class=" js-zeroclipboard minibutton

zeroclipboard-button" data-clipboard-text=". htaccess" data-copied-hint="copied "

title="copy to clipboard":<span class="octicon octicon-clippy"»</spany</span:
<Adivy

<Adivy

£div class="commit file-history-tease":

£img class="main-avatar" height="24"
src="https /71, gravatar. comd avat ars el 5d8725aa42ce94f f 589dd91 36284457
d=https¥3A%2F %2F1 denticons, gi thub, com¥2FbScddef BdbSbdcbdal f 749eead34371 ¢ pngér=x&s=1 48"
width="24" />

£span class="author"><a href="/darkwing" rel="author">darkwi ng</ax</span:

£time class=" js-rel ative-date" datetime="2813-12-15T13 66: 24-85: 6" title="2813-12-15
13 8@; 24" »December 15, 201 3{/time:

<div class="commit-title":

£a href="/hSbp/html 5-boi 1 erpl atescommi t/ 24428747 dbcBef B2a31 75d71 57cafedf SbeaEcd"

cl ass="message" data-pjax="true" title="Docs: Update MDH link paths":Docs: Update MDH link
paths<sax

<Adivy

£div class="participation":
£p class="quickstat"><a href="#blob_contributors_box" rel="facebox" >
£strongx52</strong: contributors<sax</p>
£a class="avatar tooltipped downwards" title="paulirish" href="/hSbpshtmlS-

boilerpl atedcommi ts/master/. htaccesstauthor=paulirish"><img height="28"
sroc="https /71, gravatar. comd avatars f febSdef 71 b225f 7e61 331 2239605281 7
d=https¥3A%2F %2F1 denticons, gl thub, com¥2FSe3badf 22a4dde3co3l 1 21 3ade939b4 7, pngér=xis=1 48"
width="28" /:¢fax

£a class="avatar tooltipped downwards" title="mathiasbunens" href="/hSbpshtmlS-
boilerpl atedcommi t s/ masters. ht access?aut hor=mathi asbunens" ><img height="28"
src="https /78, gravatar. comd avat ar/ 24efSadeadddebl Yasl 21 744811 71 257
d=https¥3A%2F %2F1 denticons, gi thub, com¥2F48bl 57aA7A541 5238581 AadS53a585333, pngér=xis=1 48"
width="28" /:¢fax

£a class="avatar tooltipped downwards" title="alrra" href="/hSbps/html5-
boilerpl atedcommi ts/masters. htaccesstauthor=alrra"><img height="28"
sroc="https /72 gravatar. comd avatars 2f c3f 420941 1 3931 331 Jaf Sede9B2591 7
d=https¥3A%2F %2F1 denticons, gi thub, com¥2Fea?bdcb3af 53258533251 1 24560ed31 2, pngér=xis=1 48"
width="28" /:¢fax

£a class="avatar tooltipped downwards" title="necolas" href="/hSbps/html5-



boilerpl atedcommi ts/masters. htaccess?author=necol as"><img height="28"
sroc="https: //2 gravatar. comd avat ar/992c9c] B2cdchbPecBe?B2] bdf 22RE533T
d=https¥3AE2FE2F1 denticons, gl thub, com¥2FSE45879560864830d4d] AR39303be349, pngir=xis=1 48"
width="28" /x<{/a

£a class="avatar tooltipped downwards" title="mikealmond" href="/hSbp/htmlS-
boilerpl atedcommi ts/masters. htaccess?aut hor=mi keal mond" ><img hei ght="2@"
sro="https: /71, gravatar. comd avat ar/Gafel d7e962dl cl of el e38975ec?] 2877
d=https¥3AE2FE2F denticons, gl thub, com¥2F2b47948a6a5575f caPe?55al 589931 88, pngir=xis=1 48"
width="28" /x<{/a

£a class="avatar tooltipped downwards" title="shichuan" href="/hSbp/btml -
boilerpl atedcommi ts/master/. htaccess?author=shi chuan” »<img hei ght="2@"
sroc="https: //2 gravatar. comd avat ar/ 3360e96c75851 fb9c86b3cb5e3 305205 T
d=https¥3AE2FE2F1 denticons, gl thub, com¥2Ff f a8db3BafeddSde?] dSa2ad387deRal. pngir=xis=1 48"
width="28" /x<{/a

£a class="avatar tooltipped downwards" title="adeelejaz" href="/hSbp/htmlS-
boilerpl atedcommi ts/masters. htaccessTauthor=adeel ejaz" ><img height="28"
sroc="https: /78, gravatar. comd avatar/fdcl 41 Ya26dbl 19b6b48d5c1 1 3F f9fbBET
d=https¥3AE2FE2F denticons, gl thub, com¥2F39a541 bl 7R7Y7AST cOEEE1 6987 bE71 e5f, pngir=x&s=1 48"
width="28" /x<{/a

£a class="avatar tooltipped downwards" title="UWraithkenny" hbref="/hSbpshtmlS-
boilerpl atedcommi ts/master/. htaccessTauthor=Wrai thkenny" ><img height="28"
sroc="https: /72 gravatar. comd avat ar/edcSB274eba2cbA3745385ba37f cBa?a?
d=https¥3AE2FE2F denticons, gl thub, com¥2F31 a723ef 657 bocbaad83bAcdaal 1 6bSee, pngir=xis=1 48"
width="28" /x<{/a

£a class="avatar tooltipped downwards" title="rros" href="/hSbpshtmlS-
boilerpl atedcommi ts/master/. htaccess?author=rros" ><img height="28"
sroc="https: /78, gravatar, comd avat ar/9222c43bdc 275473492 9d9396 361 94847
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<F11
£11 class="facebox-user-list-item":
£img height="24"
sroc="https: /72 gravatar. comd avat ar/ d4BASEEedA3I267f c21 1 el bddl A1 Bcad6T
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width="24" />
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£11 class="facebox-user-list-item":
£img height="24"
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width="24" />
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d=https¥3AE2FE2F1 denticons, gi thub, com¥2F57533f 8ad3eAf bEel bABSYeb2al 43c51, pngir=xis=1 48"
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£span class="mode" title="File Mode":>file</span:
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<Adivy
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£div class="button-group":
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<Far
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can edit the file"
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Delete
<Far

LAdive<! —— /., actions --»

A



£div class="blob-wrapper data type-apacheconf js-blob-data":
¢table class="file-code file-diff":
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£span 1d="L2" rel="#L2":2</span:

£span 1d="L3" rel="#L3":>3</span:
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£span 1d="L21" rel="#L21">2 {/span:
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£span 1d="L31" rel="#L31">31 {/span:
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£span 1d="L38" rel="#L358">38</span:
£span 1d="L39" rel="#L39":>39<{/span:
£span 1d="L48" rel="4#L48">48</span:
£span 1d="Ld41" rel="#L41">41 {/span:
£span 1d="L42" rel="4#L42">42<{/span:
£span 1d="L43" rel="#L43">43</span:
£span 1d="L44" rel="4#L44">44</ span:
£span 1d="L45" rel="#L45">45:{/span:
£span 1d="L46" rel="4#L46">46</span:
£span 1d="L47" rel="#L47">47<{/span:
£span 1d="L458" rel="#L45">48</span:
£span 1d="L49" rel="#L49">49<{/span:
£span 1d="L58" rel="4#L50">58</span:
£span 1d="L51" rel="#L51">51</span:
£span 1d="L52" rel="4#L52">52<{/span:
£span 1d="L53" rel="#L53">53<{/span:
£span 1d="L54" rel="4#L54">54</span:
£span 1d="L55" rel="4#L55">55<{/span:
£span 1d="L56" rel="4#L56">56</span:
£span 1d="L57" rel="#L57">57<{/span:
£span 1d="L58" rel="#L558">58</span:
£span 1d="L59" rel="#L59">59<{/span:
£span 1d="L6E" rel="4#L6E":>608</span:
£span 1d="L61" rel="#L61">61</span:
£span 1d="L62" rel="4#L62">62<{/span:
£span 1d="L63" rel="4#L63">63</span:
£span 1d="L64" rel="4#L64" 64/ span:
£span 1d="LB5" rel="4#LB5">65{/span:
£span 1d="L6E" rel="4#LBE">66</span:
£span 1d="L67" rel="#L67">67<{/span:
£span 1d="L68" rel="4#L65">68</span:
£span 1d="LB9" rel="4#L69">69<{/span:
£span 1d="L78" rel="#L760":>78</span:
£span 1d="L7" rel="#L71">71 </span:
£span 1d="L72" rel="#L72":>72<{/span:
£span 1d="L73" rel="#L73">73</span:
£span 1d="L74" rel="#L74">74</span:
£span 1d="L75" rel="4#L75">75<{/span:
£span 1d="L76" rel="#L76":>76</span:
£span 1d="L77" rel="#L77" =77/ span:



{5pan 1d="L/g"
£span 1d="L79"
£span 1d="Laa"
£span 1d="La&1"
£span 1d="Lg2"
£span 1d="Lag3"
£span 1d="Lag"
£span 1d="Lag5"
£span 1d="La3g"
£span 1d="La7"
£span 1d="Lag8"
£span 1d="Lg9"
£span 1d="L98"
£span 1d="L91"
£span 1d="L92"
£span 1d="L93"
£span 1d="L94"
£span 1d="L95"
£span 1d="L9&"
£span 1d="L97"
£span 1d="L958"
£span 1d="1L99"
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£span id="L1@2"
£span 1d="L1@3"
£span 1d="L184"
£span id="L1@5"
£span 1d="L186"
£span id="L187"
£span 1d="L1@3"
£span id="L1@9"
£span id="L11@"
£span id="L111"
£span id="L112"
£span id="L113"
£span id="L114"
£span id="L115"
£span 1d="L11g"
£span id="L117"
£span id="L113"

rel="#L /0" > /o s span:
rel="#L79" > 79</ span;
rel ="#L5A" » 36</ span;
rel="#L51" »81 </ span;
rel="#L52" »832</ span;
rel="#L583" »83</ span;
rel ="#L54" » 34</ span;
rel ="#L585" »85</ span;
rel="#L586" » 86</ span;
rel="#L87" »87</ span;
rel ="#L53" »858</ span;
rel="#L59" »39</ span;
rel="#L98" »96</ span;
rel="#L91" 91 </ span;
rel="#L92" »92</ span;
rel="#L93" »93</ span;
rel="#L94" »94</ span;
rel="#L95" »95</ span;
rel="#L96" »96</ span;
rel="#L97" »97</ span;
rel="#L93" »95</ span;
rel="#L99" »99</ span;
rel="#L168" »188</ span:
rel="#L161">181 </span:
rel="#L182"»182</ span:
rel="#L163" 183/ span:
rel="#L184" »184</ span:
rel="#L1B5" »185</ span:
rel="#L1B6" »186</ span:
rel="#L1687" »187</ span:
rel="#L1638" »185</span:
rel="#L169"»189</span:
rel="#L11A8">118</span:
rel="#L111">111</span:
rel="#L112">112</span:
rel="#L113">113</span:
rel="#L114">114</span:
rel="#L115"»115</span:
rel="#L116" »116</span:
rel="#L117">117</span:
rel="#L1138">118</span:
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id="L128"
id="L121"
id="L122"
id="L123"
id="L124"
id="L125"
id="L126"
id="L127"
id="L125"
id="L129"
id="L138"
id="L131"
id="L1132"
id="1133"
id="L134"
id="L135"
id="L136"
id="L137"
id="L133"
id="L1139"
id="L148"
id="L141"
id="L142"
id="L143"
id="L144"
id="L145"
id="L146"
id="L147"
id="L143"
id="L143"
id="L15@"
id="L151"
id="L152"
id="L153"
id="L154"
id="L155"
id="L156"
id="L157"
id="L158"
id="1159"

rel="#L119">119</span:
rel="4#L128" »1 284/ span:
rel="#L121">121 </ span:
el ="#L122" 1224/ span:
rel="#L123" 1234/ span:
el ="#L124" »1 24</ span:
rel="#L125" »1 254/ span:
el ="#L126" »1 26</ span:
el ="#L127" 1274/ span:
rel="#L128"»128</span:
rel="#L129"»129</span:
rel="#L138" »138</ span:
rel="#L131">131 </span:
el ="#L132" 1324/ span:
rel="#L133"»133</span:
el ="#L134" »1 34</ span:
el ="#L135" »1 354/ span:
el ="#L136" »136</ span:
el ="#L137" 1374/ span:
rel="#L138"»138</span:
rel="#L139"»139</span:
el ="4#L148" »1 484/ span:
rel="#L141" 141 </ span:
el ="#L142" »1 424/ span:
el ="#L143" »1 43¢/ span:
el ="#L1 44" »1 44</ span:
el ="#L145" »1 454/ span:
el ="#L146" »1 46</ span:
el ="#L1 47" »1 474/ span:
el ="#L148" »148</ span:
el ="#L149" 149/ span:
el ="#L158" »1508</ span:
rel="#L151"»151 </ span:
el ="#L152" »152</ span:
el ="#L153" »153</span:
el ="#L154" »154</ span:
el ="#L155" »155</ span:
el ="#L156" »156</ span:
el ="#L157" »157</ span:
rel="#L158" »158</ span:
rel="#L159" »159</span:
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id="L1Eg"
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id="L17&"
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ig="L172"
igd="L173"
id="L174"
igd="L175"
id="L176"
ig="L17?"
id="L17g"
igd="L179"
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igd="L185"
id="L18&6"
igd="L1&7"
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id="L19&"
ig="L191"
igd="L192"
igd="L193"
id="L194"
id="L195"
id="L196"
igd="L197"
id="L198"
igd="L199"
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rel ="#L16A" »1 668/ span:
rel="#L161" 161 </span:
rel ="#L162" »162</ span:
rel="#L163"»163</span:
rel ="#L164" »1 644/ span:
el ="#L165" »1 654/ span:
rel ="#L166" »166</ span:
rel ="#L167" »167</ span:
rel ="#L168" »168</ span:
rel="#L169" »169</span:
rel="#L178" »178</ span:
rel="#L171">171 </ span:
rel ="#L172" »1 724/ span:
rel="#L173">173</span:
rel="#L1 74" »1 744/ span:
rel="#L175" »1 754/ span:
rel="#L176" »1 76</ span:
rel ="#L1 77" »1 774/ span:
rel="#L178" »178</ span:
rel="#L179">1 79/ span:
rel="#L188" »130</ span:
rel="#L181">181 </span:
rel="#L182" 1824/ span:
rel="#L183">183</span:
rel="#L184" »184</ span:
rel="#L185" »185</span:
rel="#L186" »186</span:
rel ="#L187"»187</span:
rel="#L188" »188</span:
rel="#L189">189</span:
rel="#L198" »198</ span:
rel="#L191">191 </ span:
rel="#L192" 1924/ span:
rel="#L193"»193</span:
rel="#L194" »194</ span:
rel="#L195" »195</ span:
rel="#L196" »196</ span:
rel="#L197" »197</span:
rel="#L1938" »198</ span:
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rel ="#L262" » 2824/ span:
rel ="#L2683" »283</ span:
rel ="#L2684" > 284/ span:
rel =" #L2605" »285</ span:
rel =" #L2606" » 286/ span:
rel ="#L267" > 2874/ span:
rel ="#L268" »285</ span:
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rel="#L218" »21 8</ span:
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rel ="#L224" »224</ span:
rel ="#L225" » 2254/ span:
rel ="#L226" »226</ span:
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rel ="#L228" »228</ span:
rel ="#L229" »229</ span:
rel ="#L238" »238</ span:
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rel ="#L234" »234</ span:
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el =" #L244" » 244/ span:
el =" #L245" » 2454/ span:
el =" #L246" » 2464/ span:
el =" #L247" > 2474/ span:
el =" #L248" »248</ span:
el =" #L249" > 2494/ span:
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el =" #L256" » 2564/ span:
el =" #L257" » 2574/ span:
el =" #L258" » 2584/ span:
rel =" #L259" » 2594/ span:
rel =" #L26A" » 268/ span:
rel ="#L261" > 261 </ span:
rel =" #L262" » 2624/ span:
rel =" #L263" » 2634/ span:
rel =" #L264" » 2644/ span:
el =" #L265" » 2654/ span:
el =" #L266" » 266/ span:
el ="#L267" > 2674/ span:
rel =" #L268" » 2684/ span:
rel =" #L269" » 2694/ span:
el ="#L278" > 2784/ span:
rel ="#L271" »271 </ span:
el ="#L272" > 2724/ span:
el ="#L273" » 2734/ span:
el ="#L274" »274</ span:
el ="#L275" » 2754/ span:
el ="#L276" » 2764/ span:
rel =" #L277" > 2774/ span:
el ="#L278" » 2784/ span:
el ="#L279" > 2794/ span:
rel =" #L280" > 2804/ span:
el ="#L281" »281 </ span:
el =" #L282" > 282</ span;
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id="L283"
id="L284"
id="L285"
id="L288"
id="L287"
id="L2a8"
id="L289"
id="L298"
id="L291"
id="L292"
id="L293"
id="L294"
id="L295"
id="L298"
id="L297"
id="L295"
id="L299"
id="L388"
id="L381"
id="L382"
id="L383"
id="L384"
id="L385"
id="L386"
id="L387"
id="L385"
id="L389"
id="L318"
id="L311"
id="L312"
id="L313"
id="L314"
id="L315"
id="L318"
id="L317"
id="L318"
id="L319"
id="L328"
id="L321"
id="L322"
ir="1 e

rel ="#L2583" »283</ span:
rel =" #L284" > 2844/ span:
rel =" #L285" » 2854/ span:
rel =" #L286" »286</ span:
rel ="#L287" > 2874/ span:
rel =" #L288" » 2884/ span:
rel ="#L289" > 2894/ span:
rel =" #L298" > 298/ span:
rel ="#L291" >291 </ span:
rel =" #L292" > 2924/ span:
rel =" #L293" »293</ span:
rel =" #L294" > 294/ span
rel =" #L295" > 2954/ span
rel =" #L296" > 296/ span:
rel =" #L297" »297</ span:
rel =" #L298" »295</ span;
rel ="#L299" »299</ span:
rel =" #L30A" > 388/ span:
rel ="#L361" >381 </ span:
rel =" #L302" > 3024/ span:
rel =" #L303" > 3034/ span:
rel =" #L304" > 384< / span
el =" #L305" > 3854/ span:
rel =" #L306" > 386/ span:
rel =" #L307" > 3874/ span:
rel =" #L.308" > 385</ span:
rel =" #L309" >389/ span:
rel ="#L31 8" >31 84/ span:
rel="#L311">311 </ span:
rel="#L312" »31 24/ span:
rel ="#L313"»31 3</span:
rel ="#L314" > 31 4</ span:
rel ="#L315" »31 54/ span:
rel ="#L316" »31 64/ span:
rel ="#L31 7" »31 74/ span:
rel ="#L318" »31 8</ span:
rel="#L319">319</ span:
rel =" #L328" > 3204/ span:
rel ="#L321" >321 </ span:

rel =" #L322" > 3224/ span:
Fel =" #1323 303 S snant
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id="L324"
id="L325"
id="L326"
id="L327"
id="L328"
id="L329"
id="L338"
id="L331"
id="L332"
id="L333"
id="L334"
id="L335"
id="L336"
id="L337"
id="L338"
id="L339"
id="L348"
id="L341"
id="L342"
id="L343"
id="L344"
id="L345"
id="L346"
id="L347"
id="L348"
id="L349"
id="L358"
id="L3s1"
id="L352"
id="L353"
id="L354"
id="L355"
id="L356"
id="L3s7"
id="L358"
id="L359"
id="L368"
id="L361"
id="L362"
id="L363"
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rel ="#L324" > 324</ span:
rel ="#L325" » 3254/ span:
rel ="#L326" »326</ span:
rel ="#L327" > 3274/ span:
rel ="#L328" »328</ span:
rel ="#L329" »329</ span:
rel ="#L338" »338</ span:
rel ="#L331" »331 </ span:
rel ="#L332" »332</ span:
rel ="#L333" »333</ span:
rel =" #L334" »334</ span:
rel =" #L335" »335</ span:
rel ="#L336" »336</ span:
rel ="#L337" > 3374/ span:
rel ="#L338" »3358</ span:
rel ="#L339" »339</ span:
rel =" #L348" > 348/ span:
rel ="#L341" > 341 </ span:
rel =" #L342" » 3424/ span:
rel =" #L343" > 343</ span:
rel =" #L344" > 344/ span
rel =" #L345" » 3454/ span:
rel =" #L346" » 346/ span:
rel ="#L347" > 3474/ span:
rel =" #L348" > 345</ span:
rel =" #L349" > 349</ span:
rel =" #L358" »358</ span:
rel="#L351" »351 </ span:
rel ="#L352" » 3524/ span:
rel =" #L353" »353</ span:
rel =" #L354" > 354</ span:
rel =" #L355" » 3554/ span:
rel =" #L356" » 3564/ span:
rel ="#L357" » 3574/ span:
rel =" #L358" »358</ span:
rel =" #L359" »359</ span:
rel =" #L368" > 368/ span:
rel="#L361" »361 </ span:
rel ="#L362" » 3624/ span:
rel ="#L363" »363</ span:
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id="L365"
id="L366"
id="L367"
id="1368"
id="1369"
id="L378"
id="L371"
id="L372"
id="L373"
id="L374"
id="L375"
id="L376"
id="L377"
id="L378"
id="L379"
id="L330"
id="L3a1"
id="1382"
id="1383"
id="1384"
id="1385"
id="1386"
id="L387"
id="1385"
id="1389"
id="L398"
id="L391"
id="1392"
id="1393"
id="1394"
id="1395"
id="1396"
id="L397"
id="1393"
id="1399"
id="L488"
id="L481"
id="L482"
id="L483"
id="L484"
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el =" #L365" » 3654/ span:
el =" #L36E" » 3664/ span:
el ="#L367" > 3674/ span:
el =" #L368" » 3684/ span:
el =" #L369" » 3694/ span:
el ="#L378" > 3784/ span:
rel ="#L371" »371 </ span:
el ="#L372" » 3724/ span:
el ="#L373" > 3734/ span:
el ="#L374" »374</ span:
el ="#L375" » 3754/ span:
el ="#L376" » 3764/ span:
el ="#L377" > 3774/ span:
rel ="#L378" » 3784/ span:
el ="#L379" > 3794/ span:
el =" #L38A" > 3304/ span:
el ="#L381" »381 </ span:
el ="#L382" » 3824/ span:
rel =" #L3583" » 3834/ span:
el =" #L.3584" »384</ span:
el =" #L385" » 3854/ span:
el =" #L386" » 3864/ span:
el ="#L387" > 3874/ span:
rel =" #L.388" » 3884/ span:
rel =" #L.389" > 3394/ span:
el =" #L398" > 398/ span:
rel="#L391" >391 £/ span:
el ="#L.392" » 3924/ span:
rel =" #L.393" » 3934/ span:
el =" #L.394" »394< / span:
el =" #L.395" » 3954/ span:
el =" #L396" » 3964/ span:
el ="#L397" > 3974/ span:
el =" #L.398" » 3984/ span:
el ="#L.399" > 399/ span:
el =" #L488" > 4884/ span:
el ="#L481" > 481 £/ span:
el =" #L482" » 4824/ span:
el =" #L483" > 4834/ span:
el =" #L484" > 484/ span
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£span id="L486" rel="#L486" > 486</ span;
£span 1d="L487" rel ="#L487" > 487</ span;
£span id="L488" rel ="#L485" > 485</ span;
£span id="L489" rel ="#L489" > 489/ span;
£span 1d="L418" rel="#L418">4168</ span;
£span 1d="L411" rel="#L411">411</span;
£span 1d="L412" rel="#L412">412</span;
£span 1d="L413" rel="#L413">413</ span;
£span 1d="L414" rel="#L414">41 4</ span;
£span 1d="L415" rel="#L415">415</ span;
£span 1d="L416" rel="#L416">416</span;
£span 1d="Ld41 7" rel="#L417">417</ span;
£span 1d="L418" rel="#L4158">4158</span;
£span 1d="L419" rel="#L419">419</span;
£span 1d="L428" rel ="#L420" > 426/ span;
£span 1d="L421" rel="#L421">421 </ span;
£span 1d="L422" rel ="#L422">422</ span;
£span 1d="L423" rel ="#L423">423</ span;
£span 1d="L424" rel ="#L424" > 424</ span;
£span 1d="L425" rel ="#L425" > 425/ span;
£span 1d="L426" rel ="#L426" > 4264/ span;
£span 1d="L427" rel ="#L427">427</ span;
£span 1d="L428" rel ="#L428" > 428</ span;
£span 1d="L429" rel ="#L429">429</ span;
£span 1d="L438" rel ="#L430" > 4360/ span;
£span 1d="L431" rel="#L431">431 </ span;
£span 1d="L432" rel="#L432">432</ span;
£span 1d="L433" rel ="#L433">433</ span;
£span 1d="L434" rel ="#L434" > 434¢</ span;
£span 1d="L435" rel ="#L435" > 435</ span;
£span 1d="L436" rel="#L436" > 4364/ span;
£span 1d="L437" rel ="#L437">437</ span;
£span 1d="L438" rel="#L438" > 4358</ span;
£span 1d="L439" rel ="#L439">439</ span;
£span 1d="L448" rel ="#L448" > 446</ span;
£span 1d="L441" rel="#L4491" > 441 </ span;
£span 1d="L442" rel ="#L4492" > 442/ span;
£span 1d="L443" rel ="#L443" > 443</ span;
£span 1d="L444" rel ="#L444" > 444</ span;
£span 1d="L445" rel =" #L445" > 445/ span;
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1d="L446"
id="La47"
id="L44g"
id="L449"
id="L458"
id="L451"
id="L452"
id="L453"
id="L454"
id="L455"
id="L456"
id="L457"
id="L458"
id="L459"
id="L458"
id="L451"
id="L452"
id="L453"
id="Lag"
id="L4E5"
id="L4E6"
id="L457"
id="L458"
id="L459"
id="L478"
id="L471"
id="L472"
id="L473"
id="La74"
id="L475"
id="L476"
id="L477"
id="L47g"
id="L479"
id="L4g8"
id="L4g1"
id="L4g2"
id="L4g3"
id="Lag4"
id="L4as"
id="L4gg"

rel =" #L44b" > 4464 f span
rel =" #Ld447" > 4474/ span
rel =" #L448" »445< 4 span:
rel =" #L449" > 449/ span
rel =" #L458" > <458/ span:
rel ="#L451" »<451 </ span:
rel =" #L452" » 4524/ span:
rel =" #L453" » <4534/ span:
rel =" #L454" » 4544/ span
rel =" #L455" » 4554/ span:
rel =" #L456" » 4564/ span:
rel =" #L457" > 4574/ span:
rel =" #L458" »458</ span:
rel =" #L459" > <459/ span:
rel =" #L468" > 468/ span:
rel ="#L461" »<461 </ span:
rel ="#L462" > 4624/ span:
rel =" #L463" > 4634/ span:
rel =" #L464" » 464/ spans
rel =" #L465" > 465/ span:
rel =" #L466" 4664/ span:
rel ="#L467" > 4674/ span:
rel =" #L468" »4658</ span:
rel ="#L469" > 469/ span:
rel ="#L478" > 4784/ span:
rel ="#L471" »471 </ span:
rel =" #L472" > 4724/ spans
rel ="#L473" > 4734/ span:
rel ="#L474" > 4744/ span
rel =" #L475" > 4754/ span:
rel ="#L476" > 4764/ span:
rel =" #L477" > 4774 spans
rel ="#L478" > 4784/ span:
rel ="#L479" > 4794/ span:
rel =" #L438" > 438/ span:
rel ="#L431" »<431 </ span:
rel =" #L432" > 45324/ span:
rel =" #L4533" »433</ span:
rel =" #L4534" > 4534/ span
rel =" #L435" » 4854/ span:
rel =" #L436" » 4836/ span:
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id="L457"
id="L435"
id="L439"
id="L498"
id="L491"
id="1492"
id="1493"
id="L494"
id="1495"
id="L496"
id="L497"
id="1493"
id="1499"
id="L508"
id="L5@1"
id="L562"
id="L503"
id="L584"
id="L585"
id="L586"
id="L5a7"
id="L503"
id="L509"
id="L518"
id="L511"
id="L512"
id="L513"
id="L514"
id="L515"
id="L516"
id="L517"
id="L518"
id="L519"
id="L528"
id="L521"
id="1522"
id="1523"
id="L524"
id="1525"
id="L526"
id="L527"

el =" #L457" » 4874/ span:
el =" #L438" » 4384/ span:
rel =" #L439" » 4394/ span:
el =" #L498" > 498/ span:
el ="#L491" »491 £/ span:
el =" #L492" » 4924/ span:
el =" #L493" > 4934/ span:
el =" #L494" > 494/ span:
el =" #L495" » 4954/ span:
el =" #L496" » 4964/ span:
el =" #L497" > 4974/ span:
el =" #L498" » 4984/ span:
el =" #L499" > 499/ span:
el =" #L5BR" »SAR / span:
el ="#L561" »581 £/ span:
el =" #L5A2" »5A2</ span:
el =" #L5A3" »5A3</ span:
el =" #L584" »584< / span:
el =" #L5A5" »SA5L / span:
el =" #L5BE" »SA6L / span:
el =" #L587" »587</ span:
el =" #L5A3" »SA8< S span:
el =" #L5A9" >S9/ span:
el ="#L51 8" »51 84/ span:
rel="#L511"»511 </ span:
el ="#L512" »51 24/ span:
el ="#L513" »51 3¢/ span:
el ="#L514" »51 4</ span:
el ="#L515" »51 54/ span:
el ="#L516" »51 64/ span:
el ="#L51 7" »51 74/ span:
el ="#L518" »51 84/ span:
el ="#L519" »519</ span:
el ="#L528" »520</ span:
rel ="#L521" »521 £/ span:
el ="#L522" »5224/ span:
el ="#L523" »523</ span:
el =" #L524" »524</ span:
el =" #L525" »5254/ span:
el ="#L526" »526</ span:
el ="#L527" »527</ span:
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id="L5258"
ig="L529"
id="L53g"
igd="L531"
igd="L532"
id="L533"
id="L534"
igd="L535"
id="L536"
igd="L537"
id="L5358"
id="L539"
id="L548"
igd="L541"
id="L542"
id="1L543"
id="L544"
id="L545"
id="L546"
id="L547"
id="L5458"
id="L549"
id="L558"
igd="L551"
ig="L552"
igd="L553"
id="L554"
id="L555"
id="L556"
igd="L557"
id="L558"
id="L559"
id="L56&"
id="L561"
id="L562"
id="L563"
id="L564"
id="L565"
id="L566"
id="L567"
id="L568"

rel =" #L528" »528</ span:
rel ="#L529" »529</ span:
rel =" #L530" »530</ span:
rel ="#L531" »531 </ span:
rel =" #L532" »532</ span:
rel =" #L533" »533</ span:
rel =" #L534" »534</ span:
el =" #L535" »535</ span:
rel =" #L536" »536</ span:
rel =" #L537" »537</ span:
rel =" #L538" »538</ span:
rel =" #L539" »539</ span:
rel =" #L548" >S540/ span:
el ="#L541" »541 </ span:
el =" #L542" »5424 / span:
el =" #L543" »543</ span:
el =" #L544" »544< / span
el =" #L545" »545< / span
el =" #L546" » 546/ span:
el =" #L547" »547</ span:
el =" #L548" »548</ span:
rel =" #L549" »549< / span:
el =" #L55A" >S50/ span:
el ="#L551" »551 </ span:
rel =" #L552" »5524/ span:
rel =" #L553" »553</ span:
el =" #L554" »554< / span:
el =" #L555" »555</ span:
el =" #L556" »556</ span:
rel =" #L557" »557</ span:
el =" #L558" »558</ span:
rel =" #L559" »559</ span:
rel =" #L56A" »S6AL S span:
rel ="#L561" »561 </ span:
rel =" #L562" »562</ span:
rel =" #L563" »563</ span:
el =" #L564" »564< 4 span:
el =" #L565" »565</ span:
el =" #L56R" »SR6</ span:
rel =" #L567" »567</ span:
rel =" #L568" »568</ span:
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id="L569"
id="L57a"
id="L571"
id="L572"
id="L573"
id="L574"
igd="L575"
id="L576"
igd="L57?"
id="L57g"
id="L573"
id="L5&8@"
id="L5&81"
id="L5582"
id="L5&83"
id="L5&84"
id="L585"
id="L5&6"
id="L5&87"
id="L5&88"
id="L5&89"
id="L594"
igd="L591"
id="L592"
id="1L593"
id="L594"
id="L595"
id="L596"
id="L597"
id="L598"
id="1L599"
id="Lemg"
id="Lem"
id="Lem2"
id="Lem3"
id="Lead"
id="Lem5"
id="LemE"
id="Le&?"
id="Lemg"
id="Lem3"

rel =" #L569" »569</ span:
rel ="#L578" »578</ span:
rel ="#L571" »571 </ span:
rel ="#L572" »572</ span:
rel ="#L573" »573</ span:
rel ="#L574" »574</ span:
rel ="#L575" »575</ span:
rel ="#L576" »576</ span:
rel ="#L577" »577</ span:
rel ="#L578" »578</ span:
rel ="#L579" »579</ span:
rel =" #L538" »538</ span:
rel ="#L581" »581 </ span:
rel ="#L532" »532</ span:
rel =" #L5533" »5833</ span:
rel =" #L534" »534</ span:
rel =" #L585" »585</ span:
rel =" #L586" »586</ span:
rel ="#L5587" »587</ span:
rel =" #L538" »535</ span:
rel =" #L539" »539</ span:
rel =" #L598" »598</ span:
rel="#L591" »591 </ span:
rel ="#L592" »592</ span:
rel =" #L593" »593</ span:
rel =" #L594" »594< / span
rel =" #L595" »595</ span:
rel ="#L596" »596</ span:
rel ="#L597" »597</ span:
rel =" #L593" »595</ span:
rel ="#L599" »599</ span:
rel =" #L66A" »6A8 / span:
rel ="#L661" »681 </ span:
rel ="#L662" »6A2</ span:
rel =" #L663" »6A3</ span:
rel =" #L664" »6A< / span:
rel =" #L6AS" »6AS5< / span:
rel =" #LE6BR" »6AG< / span:
rel ="#L6A7" »6A7</ span:
rel =" #L663" »6A5</ span:
rel =" #L669" »6A9</ span:
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id="LB1H"
id="LB11"
id="LB12"
id="LB13"
id="LB14"
id="LB15"
id="LB1E"
id="LB17"
id="LB15"
id="LB19"
id="Le2g"
id="Le21"
id="Le22"
id="Le23"
id="Le24"
id="LB25"
id="LB2E"
id="Le2?"
id="Le25"
id="Le29"
id="Le38"
id="LB31"
id="LB32"
id="LB33"
id="LB34"
id="LB35"
id="LB3E"
id="LB37"
id="LB35"
id="LB39"
id="Le48"
id="LB41"
id="LB42"
id="LB43"
id="LGB44"
id="LB45"
id="LB4E"
id="LGB4?"

el ="#LE61A" »61 B/ span:
rel="#L611"»611 </ span:
el ="#L612" »61 24/ span:
el ="#L613" »61 3¢/ span:
el ="#L614" »61 4</ span:
el ="#L615" »61 54/ span:
rel ="#LE61 6" »61 64/ span:
el ="#L61 7" »61 74/ span:
el ="#L618" »61 84/ span:
el ="#L619" »61 94/ span:
rel =" #LE2A" »6208</ span:
rel ="#LE621" »621 £/ span:
rel =" #LE22" »6224/ span:
el ="#LE623" »623</ span:
rel =" #L624" »624</ span:
el =" #LE25" »625</ span:
rel =" #LE2E" »626</ span:
el ="#LE27" »6274/ span:
rel =" #LE628" »628</ span:
el ="#LE629" »629</ span:
rel =" #LE3A" »630</ span:
rel ="#LE631" »631 </ span:
rel =" #LE32" »6324/ span:
el ="#L633" »633</ span:
el =" #LE634" »634</ span:
rel =" #LE635" »635</ span:
el =" #LE36" »636</ span:
rel =" #LE37" »6374/ span:
rel =" #LE638" »638</ span:
el ="#L639" »639</ span:
el =" #LE64R" > 6484/ span:
el ="#LE641" »641 £/ span:
el =" #LE642" » 6424/ span:
el =" #L643" »643</ span:
el =" #LE644" » 6444/ span:
el =" #LE645" » 6454/ span:
el =" #LE4E" » 646/ span:
el =" #L647" > 6474/ span:

At d
<td class="blob-11ine-code" >



£div class="code-body highlight":><pre:<div class="line' id='LCl':<span

class="c"»# Apache Serwver Configs »2 B. 8 | MIT License</span:</diwv:<div class="1line'
id='LCZ »<span class="c":# https //github, comd hSbps server—configs-apaches s spany </ di wve<diwv
class="line' id='LC3 »<br/r< dive<div class='line' id="LCd ><{span class="c":# (/) Using

" htaccess files slows down Apache, therefaore, if you have access</spanz</divr<div
class="line' id='LCS' »<span class="c":# to the main server config file (usually called
"httpd conf », you should add</span:</divs<div class="line' id='LCE' »<span class="c":#
this logic there: http //httpd. apache, orgddocsscurrent fhowtofhtaccess, html, </ span:</div:
£div class="line' id='LC? »<br/x</diwv:<div class="line' id='LC8 :<span class="c":»#
FHEHEH R A S span
£fdive<div class='line' id="LCY' »<span class="c":># # CROSS-ORIGIM RESOURCE SHARIMG ¢CORS)
#</spanz<idivr<div class='line' id='LCl@' ><{span class="c":#

FHEHEH R A S span
£fdive<div class='line' id="LC11' »<br/></diwv:<div class="line' id='LC12' »<span class="c":»#

</ span:

£fdive<div class="line' id="LC13 »<span class="c":# | Cross—-domain AJAX requests

| </span:</divr<div class='line' id='LCl4 ><{span class="c":#
Cfspany<sdive<div class='line' id="LC1%':

<bhrfr<fdive<div class="line' id='LCIR' »<span class="c":# Enable cross-origin AJAX

requests, </spanr</dive<div class="line' id='LC17? »<span class="c":»#

http /¢ code googl e, comd pdhtml Ssecuri tydwi ki /Crossiri gl nRequest Securi ty</ spany </ di we<div
class="line' id='LC18' »<span class="c":# http //enabl e-cors, orgd </ span:</dive<div
class="line' id="'LC19 »<br/></divr<div class="line' id='LC2E' ><{span class="c":># <IfModule
mod_headers, cr</spanx</div:<div class="line' id='LC21' :<span class="c":»# Header set
Access-Control -Allow-0rigin &quot; #&quot; </spanx</div:<div class="line' id='LC22' ><span
class="c"»# </IfModul ex</span:</divr<div class="line' id='LC23 »<bris< dive<div

class="line' id='LC24' »<span class="c":»#

{fspany<sdive<{div class='line' id="LC2%' :<span class="c":»#

CORS-enabl ed images | </ span:</div:
£div class="line' id='LC2E' »<span class="c":»#
Cfspany<sdive{div class="line' id="LC27 »<br/></dive<div

class="line' id='LC28' »<span class="c":# Send the CORS header for images when browsers

request it, </span:</dive<{div class='line' id="LC29 :<span class="c":»#
https: //devel oper, mozill a orgden-USs docs/HTMLS CORS_Enabl ed_I mage</span: </ divr<div

class="line' id='LC3A' »<span class="c":# http //blog. chromium orgd 2811787/ Usi ng-cross-
domai n-i mages-i n-webgl —and, html </ span:</dive<div class='line' id="LC31':<span class="c":»#
http //hacks mozill a orgdf2611411 /usi ng-cors-t o-1 oad-webgl -t ext ures—f rom-cross—domai n-
images/</spanr</div:<div class="line' id='LC32 »<br/><idivr<div class='line' id='LC33':
£span class="nt"><IfModul e</span: <span class="s":mod_setenvif, c{/span:<{span class="nt"»>
fspany</dive<div class="line' id='LC34' £span class="nt"><IfModul e</span: <span

rl ass="<"+mnd headers. oo fsnans<snan class="mt" sy S spanycAdi vy ediv el ass=" 11 ne'
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id='LC35' » £span class="nt"><FilesMatch</span: <span class="s">r&guot;h

Ccurl gi fl icol jpe?gl pngl svaz?l webp) $&quot ; </ span><span class="nt":></spans</divr<div
class="line' id='LC36' > ¢span class="nb">3etEnvIf</span> Origin <span
class="s2"»&guot;: &gquot; </span: I5_CORS</diw:<div class="line' id='LC3¥ > £Span
cl ass="nb" »Header</span: set Access-Control-Allow-Origin <span class="s2":&guot; =&quot;
</spany env=I5_CORS</divr<div class='line' id='LC35 > £span class="nt">
£/FilesMatche</spany</dive<div class='line' id="LC39' : £span class="nt"></1fModul ex
£fspany</dive<div class="line' id='LC4A' »<span class="nt"></1fModul ex </ spans</di vx<div

class="line' id='LCdl' »<br/></divr<div class="line' id='LC42' ><span class="c"># --———————
< spany < dive<div

class="line' id='LC43 »<span class="c":># | lkeb fonts access

| </spanz</divr<div class='line' id='LC4d ><span class="c":#
(fspany</dive<div class='line' id="LC4%' »

<brfr</divy<div class="line' id='LC4E' »<span class="c":># Allow access from all domains for
web fonts</spanr</dive<div class="line' id='LC4d? »<br/></divr<div class='line' id='LC45' >
£span class="nt"><IfModul e</span: <span class="s">rmod_headers. c</span:<span class="nt">»
<fspany</dive<div class="line' id='LC49 > £span cl ass="nt"><FilesMatch</span: <span
class="s">&quot ;N Ceotl ot fl ttol L] wof f2$&quot; </ spany<span class="nt">»</spany</divs<div
class="line' id='LCS5A' > £span cl ass="nb">Header</span> set Access-Control-ALLl ow-
Origin <span class="s2":&quot; =&quot; </spans</divr<div class='line' id='LCS51': £Span
class="nt"»</FilesMatche</span:</divr<div class='line' id="LCS52' »<span class="nt">

/I fModul ex </ spany</dive<div class='line' 1d='LCS53 r<br/></divr<div class='line

1d='LC54' »<br/></divr<div class='line' id='LCSS' »<span class="c":#

FHEHEHHH R R R < S span
fdive<div class='line' id='LCSR' »<span class="c":»# # ERRORS

#</spanr<idivr<div class='line' id='LCSY »<span class="c":#

FHEHEHHH R R R < S span

fdive<div class='line' id='LCS&' »<br/></diwr<div class="line' id='LC59 »<span class="c":>#

</ spany

fdive<div class='line' i1d='LCEA' »<span class="c"»# | 484 error prevention for non-
existing redirected folders | </spanz</divr<div class='line' id='LCR1':

<span class="c"»§#
—————— <fspany</dive<div class="line' id='LCBZ' »<br/></divr<div class='line' id='LCR3' >

£span class="c"»# Prevent Apache from returning a 484 error for a rewrite if a

directorys/spany</divs<div class="line' id='LCB4' »<span class="c":># with the same name

does not exist, </span:</dive<div class='line' id="LCES' :<span class="c":»#
http //httpd. apache, orgsdocsscurrent /content -negoti ation, html #mul tivi ews</ spany</dive<div

class="line' id='LCBR' »<span class="c":>#
http /¢ www, webmast erworl d. comd apaches 3868792, htm</span:</divr<div class='line' id='LCGEY >
<bhrfr</divy<div class="line' id='LCBE' r<span class="nb":0ptions<s/span: -Multiviews</div:

At Alase="Tirma' 1A= I PED ikt ddiwnsAdl e Al ase="TiRa' 1A= 1P wreman Al st R
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£fspany < dive<diy

class="line' id='LCT1' »<span class="c":# | Custom error messages / pages

| </span:</dive<div class='line' id='LC?2' ><{span class="c":#
fspany</dive<div class="line' id='LC73

<bhrfr<fdive<divy class="line' id='LC74' »<span class="c":# You can customize what Apache
returns to the client in case of an error (seed/span:<{/div:<div class='line' id='LC7% :

<zpan class="c"»# http S/httipd apache, orgsdocsscurrent /mods core, himl #errordocument),
fspany</dive<div class="line' id='LCTE' »<br/><fdivr<div class='line' id='LC?Y :><{span

class="nb" »ErrorDocument </ span: <span class="m">484¢/span: <span

class="sx"»/484, html </ span:<,dive<div class='line' id="LCY3 :<brs/x</div:<div class="line'

id='LC79 »<br/e</dive<div class='line' id='LCBE' >{span class="c":#
S span:
£fdive<div class="line' id="LC81' »<span class="c":»# # IMTERMET EXPLORER
#</span:<idive<div class='line' id='LCB2' »<{span class="c":#
S span:

fdive<div class='line' id="LCE83 »<brs/x</div:<div class="line' id='LC84' :<span class="c":#

</ span:

£fdive<div class="line' id='LC8S »<span class="c":# | Better website experience

| </span:</divr<div class='line' id='LCBE' ><{span class="c":#
fspany</dive<div class="line' id='LCEY

brfr<fdive<div class="line' id='LC38' :<span class="c":# Force IE to render pages in the
highest awvailable mode in the warious</span:<{/div:<div class='line' id='LC39' >{span

class="c"»# cases when it may not: http Sfhsivonen, iki, fi/doctypedie-mode, pdf, </ span:
gfdive<div class="line' id='LC9A' »<brsx</dive<div class="line' id='LC9' :<span class="nt":
£IfModul e<sspany <span class="s":mod_headers, c/span:<{span class="nt"»>{/span:</dive<div
class="line' id='LC92' » £span cl ass="nb":Header</span: set X-URA-Compatible {span
class="s2":&quot; [E=edgedquot ; </span:</divr<div class='line' id='LC93': £Span

class="c"»# mod_headers can&#39;t match based on the content-type, however, we
only</span:</dive<div class='line' id="LC94' : £span class="c"»# want to send this
header for HTHML pages and not for the other resources</span:</div:<div class='line'

id='LC9g' » £span class="nt":<FilesMatch<{/span: <span class="s">&quot;h,

{ appcachel crxl cssl curl eotl gi fl btel icol jpe?

al jsl mdal mdwl mani festl mpdl oexl ogal ogal ogwl ot fl pdfl pngl saf ariextzl swgz?

[ t1 11 wefl webappl webml webpl wof f1 xmll xpi ) $&quot; </ span:<span class="nt"»><{/spans < dive<div
class="line' id='LC9E' » £span cl ass="nb" >*Header</span: unset X-UA-Compatibl e diwv:
£div class="line' id='LC9? £span class="nt"><{/FilesMatche</span:</dive<div
class="line' id='LC98' »<span class="nt":></ I Modul ex </ span:</div:<div class='line

id='LC99 »<br/s</dive<div class='line' id="LC18A' :><span class="c":»#
fspany</dive<div class="line

id='LCl\l' »<span class="c":# | Cookie setting from iframes
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{fspany<sdive<div class='line'

id='LC183 »<br/r</dive<div class="line' id='LC1A4' »<{span class="c":# Allow cookies to be
set from iframes in IE </span:</div:<div class="line' id='LC18%' :<span class="c":»#

http /¢/msdn. microsoft, comden-us/1ibrary/ms537343, aspxd/span:</divr<div class='line'
id='LC18R' »<span class="c":# http /fwww, w3 orgs TRS 2880/ CR-P3P-28081 215/ </ span: </ di v <div
class="line' id="'LC18Y »<bris< dive<div class='line' id="LC188 :<span class="c":#
£IfModul e mod_headers, c</span:</div:<div class='line' id="LC189 :<span class="c":#

Header set P3P &guot; policyref=h&quot; fw3c/p3p. xml&quot;, CP=\&guot;IDC DSP COR ADM DEWi
TAIi PSA PSD IVAL IVDD COMi HIS OUR IMD CHMTW&gquot; &quot; </span:</div:<{div class='line
id='LC118@" »<span class="c":4# </IfModul ex</span:< dive<div class='line' id="LC111':<br/:
gfdive<div class="line' id="LC112' »<briés</dive<div class="line' id="LC113 ><span
class="c" >4 $ftd
fspany</dive<div class="line' id='LCl14 ><span class="c":# # MIME TYPES AHD EMCODIHG
#</spanz<idivr<div class='line' id='LCl11% :<span class="c":»#

FHEHEH R A S span
fdive<div class="line' id="LC116' »<bri/s</dive<div class='line' id="LC117 ><span
class="c":»#

fspany</dive<div class="line' id='LC118" »<span class="c":# | Proper MIME types for all
files | </span:</divr<div class='line'
id='LC119' »<span class="c":»#
{fspany<sdive<div class="line' id="LC126 »<bris</dive<div class='line
id='LC121" »<span class="nt"><IfModul e</span: <span class="s">mod_mime. c</span:<{span
class="nt":»</span:</divr<div class="line' id='LC122" »<br/»</diwvs<div class="line
id='LC123' » <span class="c":# Audio<s/spanr</dive<div class="line' id='LC124 > £Span
cl ass="nb" »AddType</span: audio/mpd mda fda fdb<sdive
£div class="line' id='LC125%' : £span cl ass="nb">AddType</ span: audiosogg

oga oggs/dive<div class="line' id='LC126' »<bri/:< dive<div class='line' id="LC12¥' > <span

class="c"»# JavaScript</span:</dive<div class='line' id="LC128' : £span class="c"»#

Mormalize to standard type (it&#39;s sniffed in IE anyways): </span:</div:<div class='line
id='LC129" » £span class="c"»4# http /ftools ietf, org/html Sfocd329%section-7, 24/ span:
£fdive<div class="line' id="'LC138" > £span cl ass="nb">AddTupe</ span:

applicationd javascript js<fdive<div class="line' id="LC131' > £Span
cl ass="nb" »AddType</span: applicationsjson JsondAdivegdiv
class="line' id='LC132' »<bris<sdive<div class='line' id="LC133' > <span class="c":#
Wideod/span:</divr<div class="line' id='LC134' » £span cl ass="nb">AddTupe</ span:

wi deos mpd fdw fdp mdy mpd</div:<div class='line
id='LC135' » £span cl ass="nb">AddType</ span: wideosogg

ogvsSdivr<div class="line' id='LC13R': £span cl ass="nb">AddType</ span: wideoswebm
webm</dive<div class="line' id="LC137 > £span cl ass="nb">AddTyped/ span: wideodx-f1lw
flws/dive<div class="line' id='LC138 :<br/r</diwvs<div class="line' id='LC139':> <span



class="c"»# MWeb fonts{/span:<{ /div:<dlv class= ling 1d= LCl4g > £3pan

cl ass="nb" »AddType</span> applicationsfont-woff wof </ di ver<div
class="line' id='LC141' > £span cl ass="nb">AddType</span: applicationdvnd, ms-fontobject
eot</divr<div class="line' id='LC142' »<br/r</dive<div class="line' id='LC143 > £Span

class="c"># Browsers usually ignore the font MIME types and sniff the content, </span:
fdive<div class="line' id='LCl44 > £span class="c"»# howewver, Chrome shows a warning
if other MIME types are used for the</spanr</diwv:<div class="line' id='LC145': £Span
class="c"># following fonts, </span:</divr<div class='line' id='LCl4R': £Span

cl ass="nb" »AddType</span> applicationsx-font-ttf tto ttf</dive<divw
class="line' id='LC14Y > £span cl ass="nb">AddType</span: font/opentype

otf</divr<div class="line' id='LCl148 »<br/r</dive<div class="line' id='LC149': £Span
class="c"># Make SYWGE fonts work on iPad </span:</divr<div class='line

id='LC15@" » £span class="c"»#

https: //twitter, coms/FontSquirrel /st atuss1 43558485454/ span:</di vr<div class='line
id='LC151" » £span cl ass="nb" >AddTupe</ span: 1 mage/s svg+xml

svgzd/dive<div class='line' id="LC152 > £span cl ass="nb"»AddEncodi ng</span: gzip
svgzd/dive<div class='line' id="LC153 »<br/></divr<div class='line' id='LClS4' > <span
class="c"># Other</span:</div:<div class='line' id="LC155 > £Span

cl ass="nb" »AddType</span> applicationsoctet-stream safariextz</divr<div
class="line' id='LC156' > £span cl ass="nb">AddType</span: applicationdx-chrome-extension
crxd/divy<div class="line' id='LC1S7 » £span cl ass="nb">AddType</span: applicationsx-
opera-extension oex</divr<div class="line' id='LC153" » £Span

cl ass="nb" »AddType</span> applicationsx-web-app-mani f est+json webapp< A di vr<div
class="line' id='LC159" > £span cl ass="nb">AddType</span: applicationdx-xpinstall
xpl</divr<div class="line' id='LCI1GA": £span cl ass="nb">AddType</span: applicationdxml
atom rdf rss xml</dive<div class="line' id='LC1G1': £span cl ass="nb" >AddTupe</ span:

1 mage/ webp webp</divr<div class='line'

id='LC162" » £span cl ass="nb">AddType</ span: imagesx—1con

cur</divr<div class="line' id='LC163 » £span cl ass="nb">AddType</span: text/cache-
mani fest appcache manifest</divr<div class='line

id='LC164" » £span cl ass="nb">AddType</span: text/wit

wtt</divr<div class="line' id='LCIES' » £span cl ass="nb">AddType</ span: text/x-component
htoc</divr<div class="line' id='LCIGR' £span cl ass="nb">AddType</ span: textsx—vcard
wof </diwr<div class="line' id='LCI6T »<brs/r</diwvs<div class="line' id='LC16&" ><span
class="nt"»</IfModul ex</spany</dive<div class='line' i1d="LC169 ><br/>< dive<div

class="line' id='LC176' »<span class="c":#

{fspany</dive<div class='line' id='LC171' ><span class="c":#

| UTF-3 encoding | </ span:
fdive<div class="line' i1d='LC172' ><span class="c":#
(fspany</dive<div class='line' id="LC173 ><bri>

fdive<div class='line' id='LC174 ><span class="c":># Use UTF-8 encoding for anuthing




setrved as text/html or textsplain’, </span:</dive<div class="line' id='LC17% ><{span
cl ass="nb" »AddDef aul tCharset </ span: utf-3</div:<div class="line' id='LC176" »<br/»< dive

£div class="line' id='LC177 :<span class="c":# Force UTF-8 for certain file formats
fspany</dive<div class="line' id='LC178' »<span class="nt"»<IfModul e</span: <span
class="s"r:mod_mime, c</span:<span class="nt"::< spanx</dive<div class="line

id='LC179' » £span class="nb">AddCharset</span> utf-58 . atom .css . js . json . rss ., wit
cwebapp | oxml<Sdive<div class="line' id='LC18@' »<span class="nt"></IfModul ex</span:</div:
div class="line' id='LC181" »<br/>{/dive<div class="line' id='LC182' =<br /> dive{div
class="line' id='LC183" *<span class="c":#
S span:
£fdive<div class="line' id='LC184 :<span class="c":# # URL RELRITES
#</spanz<fdive<div class='line' id='LCI8% :<span class="c":»#
S span:
gfdive<div class="line' id="LC186' »<bri/s¢ dive<div class='line' id="LC187 ><span

class="c »#

fspany</dive<div class="line' id='LC188"' »<span class="c":# | Rewrite engine

| </span:</divr<div class='line' id='LC189 :<span class="c":»#

fspany</dive<div class="line

id='LC19@" »<br/»</dive<div class="line' id='LC191' *<span class="c":*# Turning on the
rewrite engine and enabling the "FollowSumlinks option is</spanz</div:<div class='1line'

id='LC192" »<span class="c":# necessary for the following directives to work, </span:</div:

£div class="line' id='LC193 :<br/»</diwve<div class="line' id='LC194 »¢span class="c":4# If
your web host doesn&#39;t allow the "FollowSymlinks option, you may need to</spans</divy
<div class='line' id='LC195' »<span class="c"»# comment it out and use Options
+5ymLinksIfOwnerMatch’ but, be aware of the</spans</divr<div class='line' id='LC196' ><span
class="c"»# performance impact: http /#httpd apache. oragfdocs/current /mi scf perf-

tuning btml#sumlinks</span:</dive<div class="line' id="LC197 »<bris¢ dive<div class='line

id='LC198" »<span class="c"># Also, some cloud hosting services require " RewriteBase to be

set: {fspans<sdive<div class='line' id="LC199 :<span class="c":#

http /S wuw, rack space, comd knowl edge_center/ frequentl y-asked-questiondwhu-1i s-mod-rewri t e-

not—working-on-my-sited/span: < /dive<div class='line' id="LC28E' ><br/>{ dive<div

class="line' id='LC2A1' »<span class="nt"»<IfModul e</span: <span

class="s"r:mod_rewrite, cdfspan:<span class="nt":x</span:</divr<div class='line'

id='LC2e2' » £span class="nb":0ptions</span: +FollowSumlinks< /dive<div class='line'

id='LC2A3' » <span class="c":4# Options +3umLinksIfOwnerMatchd/span:</div:<div class='line

id='LCZad' » £span ¢l ass="nb">RewriteEngi ne</span: <span class="k":»0n<sspan:</dive<div

class="line' id='LC2AS' > <span class="c":# RewriteBase /</span:<{/divr<div class='line'

id='LC2BE' »<span class="nt"></IfModul ex</span:</divr<div class='line' id='LC2BT »<br/:

fdive<div class="line' id='LC2AS' »<span class="c":#
fspany</dive<div class="line' id='LC2A9' >{span

class="c"»# | Suppressing ¢/ Forcing the &gquot;www &gquot: at the beginning of URLs




| </span:</divr<div class='line' id='LC21A' :»<span class="c":»#

{fspany<sdive<div class='line'
id='LC211' »<brsr</dive<div class="line' id='LC212' »<span class="c":# The same content
should never be available under two different URLs especially</spany</diwvs<diwv
class="line' id='LC213 »<span class="c":># not with and without &quot;www &quot; at the
beginning. This can cause SE0 problems</span:</diwve:<{div class="line' id='LC214' >{span

class="c"»# (duplicate content), therefore, you should choose one of the alternatiwves
and</span:</divr<div class="line' id='LC215 :<span class="c":# redirect the other one
fspany</dive<div class="line' id='LC2IE' »<bris< dive<div class='line' id="LC217 ><span

class="c"»# By default option 1 ¢no &guot;www &quot;) is actiwvated: </spane</dive<div
class="line' id='LC218' »<span class="c":# http //no-www, orgsfag php?g=cl ass_b</span:</div:
£div class="line' id='LCR1 9 :<br/r</dive<div class="line' id='LC22@' »<{span class="c":4# If
youd#39; d prefer to use option 2, just comment out all the lines from option 1</span:
£fdive<div class="line' id='LC221' »<span class="c":># and uncomment the ones from option 2
fspany</dive<div class="line' id='LC222' »<bris< dive<div class='line' id="LC223 ><span
class="c":# IMPORTAMT: HEVER UUSE BOTH RULES AT THE SAME TIME! </span:</div:<diwv
class="line' id='LC224' »<bri:< dive<div class='line' id="LC22% :<{span class="c":4 - - - -
——————————————————————————————————— £/ spany</dive<div
class="line' id='LC226' »<bri:< dive<{div class='line' id="LC227 »<span class="c":# Option
1! rewrite www example com + exampl e, com</span:</dive<div class='line' id="LC228' ><br/>
£fdive<div class="line' id='LC229 »<{span class="nt"»<IfModul e</span> <span
class="s"rmod_rewrite, cd/span:<span class="nt":></span:</divr<div class='line'

id='LC23@" » £span cl ass="nb">RewriteCond</span: %CHTTPSY ! =ond/dive<div class='line
id='LC231" » £span cl ass="nb">RewriteCond</span: %CHTTP_HOSTY “wwwh, C, +)% [HCI<Adive<div
class="line' id='LC232"' > £span cl ass="nb">RewriteRul e</span: ~ http /%1 BCREQUEST _URT X
[R=3A1, 1< /dive<div class="line' id='LC233 »<span class="nt"»</IfModul ex</spany</dive<div
class="line' id='LC234 »<brix< dive<div class='line' id="LC235 :<{span class="c":4 - - - -
——————————————————————————————————— £/ spany</dive<div
class="line' id='LC236' »<bri:< dive<{div class='line' id="LC237 »<span class="c":# Option
2 rewrite example com + www, exampl e, comd/span:</dive<div class='line' id="LC238' ><br/>
fdive<div class="line' id="'LC239 »<{span class="c":# Be aware that the following might not
be a good idea if you use &quot;real dquot; </span:</dive<div class='line' id="LC248' ><span
class="c"»# subdomains for certain parts of your website, </span:</divr<div class='line
id=' LC24l' »<brsr</dive<div class="line' id='LC242' »<span class="c":># <IfModule
mod_rewrite, cr<fspan:</divr<div class="line' id='LC243 :<span class="c":»# RewriteCond %
LHTTPSY ! =on</span:</divr<div class="line' id='LC244' :»<span class="c":»# RewriteCond %
CHTTP_HOSTS ! “www', . +% [HC1</spany</dive<div class="line' id='LC245' »{span class="c":#
RewriteCond ¥{HTTP_HOSTY ! =localhost [HCl</span:</div:<div class="line' id='LC24B' »<span
class="c"»# RewriteCond ¥{HTTP_HOSTY ! =127, 8, 8, 1</spany</divs<div class="line

id=' LC247 »<span class="c":»# RewriteRule ™ httpe A www ECHTTP_HOST ¥{REQUEST_URI X

[R=3A1, L1</spanr< /dive<div class="line' id='LC2458' »<span class="c":# </IfModul ex</span:



<fdive<div class="line' id='LC249' »<br/></divs<div class='line' 1d='LC25A' ><bri/>< /dive<div

class="line' id='LC251' »<span class="c":#

FHEHEHHH R R R < S span
fdive<div class='line' id="LC252' »<span class="c":># # SECURITY

#</spanz</divr<div class='line' id='LC253 r<span class="c":»#

FHEHEHHH R R R < S span
fdive<div class="line' 1d='LC254 »<bris</dive<div class='line' id="LC255' ><span

class="c »#

£fspany</dive<div class="line' i1d='LC256' »<span class="c"># | Clickjacking

| </spanz</divr<div class='line' id='LC257 »<span class="c":»#
{fspany</dive<div class="line

id='LC258" »<brs/r< /diwvs<div class="line' id='LC259' »<span class="c":# Protect web site
against clickjacking </span:</divr<div class="line' id='LCZEA' »<brs»< /diwve<div

class="line' id='LC261' »<span class="c":# The example below sends the ~X-Frame-Options

response header with the walue</span:</divr<div class='line' id='LC26Z' »<span class="c":»#
"DENY, informing browsers not to display the web page content in any frame, </spans</div:
£div class="line' id='LC263 »<brs/r< /diwvs<div class="line' id='LC264' ><{span class="c":#
This might not be the best setting for evergone. You should read about the</span:</diwv

¢div class='line' id='LC2ES »<span class="c":# other two possible walues for =~ %-Frame-
Options : "~ SAMEORIGIN and ~ALLOW-FROM </span:</div:<div class='line' id='LC2RE' »<span

class="c"># hitp f#tools ietf, orgfhtml frfoc?@3ddsection-2. 1, </span></divr<div class='line

id='LC26T" »<brs/r</diwvs<div class="line' id='LC26&' »<span class="c":# Keep in mind that
while you could send the ~%-Frame-Options header for all</span:</dive<div class='line'

id='LC269" »<span class="c":# of your site’s pages, this has the potential downside that it

forbids even</span:</divr<div class='line' id='LC27A' r»<span class="c"»# non-malicious
framing of your content (e Q. when users wisit your site using</spany</diwve<diwv

c ¥ a Google Image Search results paged, </ span:
fdive<div class='line' 1d="LC272' »<bri»</dive<div class='line' id="LC273 ><span

class="c"»# Monetheless, you should ensure that you send the ~ ¥-Frame-Options header

class="line' id='LC271' »<span class=

for</span:</divr<div class="line' id='LC274 :<span class="c":# all pages that allow a user

to make a state changing operation (e g pages</span:</divr<div class='line' id='LC275' »

£span class="c"»# that contain one-click purchase links, checkout or bank-transfer

confirmation</span:</divr<div class='line' id='LC27R' »<span class="c":»# pages, pages that

make permanent configuration changes, etc. ). </span:</div:<div class='line' id="LC277 >

shriz</dive<div class='line' id='LC278 »<span class="c"»# Sending the ~X-Frame-Options
header can also protect your web site against</spany</diwvs<div class="line' id='LC279':
£span class="c"»# more than just clickjacking attacks: https: //cureS3. dedxfo-

click jacking, pdf. </span:</div:<div class='line' id="LC28A' »><br/></divr<div class='line'
id='LC2E81" »<span class="c":# http //tools ietf, org/html ArfcYPA3ds spany </ di wve<div

class="line' id='LC282' »<span class="c":#
http //blogs. msdn, comsbs1einternal sf archi ves 281 883/ 387 combat i ng-click jacki ng-wi th-x-



frame—-options, aspx<sspany</dive<div class="line' id='LC283' »<span class="c":#
https: /Awww, owasp, orgsindex phpdClick jacking</spans</div:<div class='line' id="LC284 :
<brfr<fdive<div class="line' id='LC285 :<span class=

c ¥ <IfModule mod_headers, cx</span:

fdive<div class="line' id='LC28E' »<{span class="c":# Header set X-Frame-Options

&quot; DEMY&quot; </ spanx</dive<div class="line' id='LC287 :»<span class="c":#

£FilesMatch &quot;h, (appcachel crxl cssl curl eotl gi fl btel icol jpe?

al jsl mdal mdwl mani festl mpdl oexl ogal ogal ogwl ot fl pdfl pngl saf ariextzl swgz?

[t 11 wefl webappl webml webpl wof f1 xmll xpi ) $&quot; > < spanx</dive<div class="line' id='LC285"

£span class="c" x4 Header unset X-Frame-Options</span:</div:<div class='line'

id='LC289' »<span class="c":»# £fFilesMatche</span:</dive<div class='line' id="LC298' :

£span class="c" x4 </ITModul e </ spany< dive<{div class="line' id="LC291' »<brie< dive<div

class="line' id='LC292' »¢span class="c":#

fspany</dive<div class="line' id='LC293' »<span class="c":#

| Content Security Policy (CSP | </ span:

fdive<div class="line' id='LC294' »<span class="c":#
fspany</dive<div class="line' id='LC295' »<br/:

£fdive<div class="line' id='LC296' »<span class="c":*# You can mitigate the risk of cross-

site scripting and other content-injectiond/span:</div:<div class='line' id="LC297 :<span

class="c":»# attacks by setting a Content Security Policy which whitelists trusted

sourcess/spany</dive<div class="line' id='LC298' »<span class="c":# of content for your
site </span:</dive<div class="line' id='LC299' :<br/»< /dive<div class="line' id='LC3AE" »

¢span class="c":# The example header below allows OMLY scripts that are loaded from the

current </ spanx</div:<div class="line' id='LC3B1' »<span class="c":# sitei#39: s origin (no
inline scripts, no COM, etc), This almost certainly wond#39; t</spany</diwve<div

class="line' id='LC3AZ' »<span class="c":*# work as-is for your site! {/span:</diveqdiv

class="line' id='LC3AZ »<bri:< dive<div class='line' id="LC3B4' :<span class="c":# For more
details on how to craft a reasonable policy for your site, read </span:</dive<div

class="line' id='LC3AS' »<span class="c":#
http A/html Srocks, comfendtutori al 5/ securi tyfcontent —security-policy Cor thed/span:</diwv:
£div class="line' id='LC3BG' :<span class="c":# specification: http: /Aw3, orgsTRSCSPY. Also,

to make things easier, you can</span:</divr<div class='line' id='LC387 :<span class="c":»#
use an online CSP header generator such as: httpe //cspl sawesome, comd, <4 spans</dive<div

class="line' id='LC3AS »<bri/:< dive<div class='line' id="LC3AY :<span class="c":#

£<IfModul e mod_headers. o</ span:</div:<div class='line' id="LC31A :<span class="c":#
Header set Content-Security-Policy &quot;script-sro &4#39; sel f&#39;: object-src

5439 sel f&#39; &quot; </spany< dive<{div class="line' id='LC311' ><span class="c":#
£FilesMatch &quot;h, (appcachel crxl cssl curl eotl gi fl btel icol jpe?

al jsl mdal mdwl mani festl mpdl oexl ogal ogal ogwl ot fl pdfl pngl saf ariextzl swgz?

[ t111 wefl webappl webml webpl wof f1 xmll xpi ) $&quot; »</span:</dive<div class="line' id='LC312" >

£span class="c" x4 Header unset Content-Security-Policy<sspan:</dive<div

class='line' id='LC313 »<span class="c":# </FilesMatchs</spanz</div><div class='line'



id='LC31 4 »<span class="c":4# </IfModul ex</span:< dive<div class='line' id="LC315 ><br/:
£fdive<div class="line' id='LC316' ><{span class="c":#
{fspany</dive{div class="line' id='LC317Y »<{span

class="c":# | File access I

fspany</dive<div class="line' id='LC318"' »<{span class="c":#
{fspany</dive{div class="line' id='LC319':

bhrsr<fdive<div class="line' id='LC32@' »<span class="c":# Block access to directories

without a default document, </spanr</diwvs<div class="line' id='LC321' ><{span class="c":#
Usually you should leave this uncommented because you shoul dné&#39;t allow anyonedd span:

fdive<div class="line' id='LC322' »<span class="c":»# to surf through every directory on
gour server (which may includes rather</span:</dive<div class="line' id='LC323' ><{span

class="c":»# private places like the CM3&#39; s directories), </span:</divr<div class='line
id='LC324' »<br/r</dive<div class="line' id='LC325' »<span class="nt"»<IfModul e</span> <span
cl ass="s"rmod_aut ol ndex, o</ spanr<span class="nt":»</spanx</div:<div class="line'

id='LC326' » £span class="nb":0ptions</span: -Indexes<{/div:<div class='line' id="LC32¥ >
£span class="nt" > </ fModul ex </ spans</dive<div class='line' id="LC328' »<br/></dive<div
class="line' id='LC329' »<span class="c"*# - - - = = = = = = = = = =@ =@ = - = = - - - - - -
——————————————— fspany</dive<div class="line' id='LC330' ><bri>< dive<div

class="line' id='LC331' »<span class="c":# Block access to hidden files and directories

fspany</dive<div class="line' id='LC332' »<span class="c":# This includes directories used
by wersion control systems such as Git and SWH, </span:</diwve<div class="line' id='LC333':
shrfr</dive<div class="line' id='LC334 »<span class="nt":><IfModul e</span: <span
class="s"rmod_rewrite, cd/span:<span class="nt":></span:</divr<div class='line'

id='LC335' » £span cl ass="nb">RewriteCond</span: %{SCRIPT_FILEMAMEY -d [OR1</diwvr<div
class="line' id='LC336' > £span class="nb">RewriteCond</span: %{SCRIPT_FILEMAMEY -
foifdivr<div class="line' id='LC337 » £span cl ass="nb">RewriteRul e</span: <span
class="s2":&quot; (71 Ao, &quot; <fspan: - [F1</diwve<div class="line' id='LC338' ><{span
class="nt"»</IfModul ex </ span:</dive<div class='line' id="LC339 »<bri/>< divediv
class="line' id="'LC348' ><span class="c"*# - - - = = = = = = = = = = =@ = = = = - - - - - -
——————————————— fspany</dive<div class="line' id="'LC341' »<bris</dive<div

class="line' id='LC342' »<span class="c":# Block access to backup and source files. </span:

£fdive<div class="line' id='LC343 »<span class="c":# These files may be left by some text
editors and can pose a great security</span:</divr<div class='line' id='LC344' :<span

class="c"»# danger when anyone has access to them </span:</diwv:<div class="line'
id='LC345' »<br/»</dive<div class="line' id='LC346' ><span class="nt"><FilesMatch</span:
£span cl ass="s"»&quot; (78, =4,

{bakl configl distl flalincl inil logl psdl shl sgll swloplal *)$&quot ) </ spanx<span class="nt" >
fspany</dive<div class="line' id="'LC347 »<bris</dive<div class='line

id='LC343" » £span class="c"»# Apache < 2, 3</span:</divr<div class='line

id='LC349" » £span class="nt"><IfModul e</span: <span class="s":! mod_authz_core, o</ span:

¢snan rlass="nt" o fsnanssSdivradiy flass="1ine' id=" 1 CREA' » £SnAn
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cl ass="nb" »0rder</span> allow, deny</dive<div class="line' id='LC351' > £Span

cl ass="nb" »Deny<sspan: from <span class="k":all</spanr</divs<div class="line

id='LC352" » £span class="nb">3atisfydsspan: <span class="k">All</span:</dive<div
class="line' id='LC353" > <span class="nt"></1fModul ex</spanz</divr<div class="'line
id='LC354" »<brsr</divs<div class="line' id='LC355' > ¢span class="c"»# Apache 2

2, 3</spanx</divr<div class="line' id='LC35R': £span cl ass="nt"><IfModul e</span: <span
cl ass="s"rmod_authz_core, c{/span:<span class="nt">></span:</div:<div class='line
id='LC357 » £span cl ass="nb">Required/span: <span class="k"rall</span: denied</diwv:
£div class="line' id='LC353 » ¢span class="nt"></1fModul ex</spans</divr<div
class="line' id='LC359" »<briz< dive<div class='line' id="LC36E' ><span class="nt":
£/FilesMatche</spany</dive<div class='line' id="LC361' »<br/></divr<div class='line'
id='LC362' »<span class="c"»#

{fspany</dive<{div class='line' id='LC363 ><span class="c":># | Reducing

MIME-type security risks | </spans</divr<div

class="line' id='LC364' »<span class="c":#
{fspany</dive<div class='line' 1d='"LC3RS »<bri»< dive<div

class="line' id='LC36E' »<span class="c":# Prevent some browsers from MIME-sniffing the

response, </spany</dive<div class="line' id='LC36Y »<brix< dive<div class='linge'

1d='LC368" »<span class="c":# This reduces exposure to drive-by download attacks and shoul d

be enabl e</spany</div:<div class='line' id='LC3RY' ><{span class="c":# especially if the web
server 15 serving user uploaded content, content</span:</divr<div class='line' id='LC37@':

£span class="c"»# that could potentially be treated by the browser as executable, </span:
fdive<div class='line' i1d="LC3T' »<bris</dive<div class='line' id="LC372" ><span
class="c"># http //blogs. msdn, comdb/ied archi ves 208587/ 0271 ed-securi ty-part —v-
comprehensi ve-protection, aspxd/spany</divs<div class='line' i1d='LC373' »<span class="c":#
http /¢/m3dn. microsoft, comden-us/librarys/iesggb22941l, aspx</spany</divs:<div class="line

id='LC374' »<span class="c":# http //mimesniff. spec. whatwg, orgs </ spans</di ve<div

class="line' id='LC37S' »<bris</dive<div class='line' id="LC376' »<span class="c":>#
£IfModul e mod_headers. cx</span:</div:<div class='line' id="LC37? »<span class="c":>#
Header set X-Content-Type-Options &guot;nosniff&guot; </span:</divr<div class='line'
id='LC378" »<span class="c":# </IfModul ex</span:< dive<div class='line' id="LC379 ><br/>
fdive<div class='line' 1d='LC386' ><span class="c":#
¢fspany</dive<div class="line' id='LC381' ><span

class="c"># | Reflected Cross-Site Scripting ©x55) attacks I

<fspany</dive<div class="line' id='LC382' »<span class="c":#
{fspany</dive<div class="line' id='LC383" >
<brsr</divy<div class="line' id='LC384' »<span class="c":# (1) Try to re-enable the Cross-
Site Scripting (%35 filter built into thed/span:</divr<div class='line' id="LC385 ><span

class="c"># most recent web browsers, </spany</diwv:<div class='line' id='LC386' ><span

class="c">#</spany</divs<div class="line' 1d='LC38Y »<span class="c":# The filter is

nenal i amaskl ad ko Asf =il + Foit im =mma ~acas 1t man hasdenars s ddi e s di o A1 aes=" 11 Ra!
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id='LC388" »<span class="c":»# disabled by the user. However, in IE for example, it can

be re-enabled</span:</div:<{div class='line' id="LC389 :<{span class="c":# just by
sending the ~¥-%55-Protection’ header with the walue of 17, </spany</div:<div class='line

id='LC398" »<span class="c":#</span:</divr<div class="'line' id='LC391' »<span class="c":»#
{21 Prevent web browsers from rendering the web page if a potential reflected</span:</diwv:

£div class="line' id='LC392' :<span class="c":»# {a k. a non-persistent) x55 attack is
detected by the filter, </span:</div:<div class="line' id='LC393 :<span class=
fdive<div class="line' id='LC394 »<{span class="c":# By default, if the filter is
enabled and browsers detect a reflected</span:</divr<div class='line' id='LC39%' :<span

class="c" »# %55 attack, they will attempt to block the attack by making the

smallest{/span:</dive<div class='line' id="LC396' ><span class="c":»# possible

c»# S span:

modi fications to the returned web page. </span:</divr<div class='line' id='LC397 :<span

class="c"»#</spany<sdive<div class="line' id='LC398' »<span class="c":# Unfortunatel y,
in some browsers (e Q.0 IE), this default behavior may<sspan:</dive<{div class="line
id='LC399' »<span class="c":»# allow the X35 filter to be exploited, thereby, 1t&#39;s

better to tell</span:</div:<div class="line' id='LC4B@' :<span class="c":»# browsers to
prevent the rendering of the page altogether, instead of </span:</dive<div class='linge'

id='LC4\l' »<span class="c":»# attempting to modify it, </span:</dive<div class='linge'

id='LC4@2' »<span class="c":#</span:</divr<div class='line' id='LC4B3 :<span class="c":»#
http A fhackademix net/28089/11/21 /1 es-xss-filter-creates-xss—vulnerabilities</span:</div:

£div class="line' id='LC4B4 :<span class="c":#</span:</divr<div class='line' id='LC4BS' :
£span class="c"»# IMPORTAMT: Do not rely on the ©55 filter to prevent x55 attacks! Ensure

that</span:</dive<div class='line' id="LC4BE' ><span class="c":# you are taking all
possible measures to prevent X535 attacks, the most obwious</span:</dive<{div class='linge'

id='LC4a? »<span class="c":# being: walidating and sanitizing your sitei#39:s inputs
fspany</dive<div class="line' id='LC485' »<bri/:< dive<div class='line' id="LC489 :<span

class="c":# http //blogs msdn, comdbsied archi ves 2088870271 e8-securi ty-part -1 v-t he-xss-

filter, aspx<sspan:</dive<{div class="line' id='LC4l@' >{span class="c":#
http //blogs. msdn, com/bsieinternal sfarchivwe/ 2811 /81 /31 /control 11 ng-the-internet —expl orer-
x55-filter-with-the-x-xss-protection-http-header. aspx</span:</div:<div class='line'

id='LC4a11' »<span class="c":4# https: /Awww owasp, orgsindex phpdCross-
site_Scripting_¥28x55%29/spans</dive<div class='ling' id="LC4l2' »<br < dive<div

class="line' id='LC413' »<span class="c":# <IfModule mod_headetrs. cx</span:</dive<div
class="line' id='LC4dld »<span class="c":# # (12 2

fspany</dive<div class="line' id='LC4lS »<span class="c":# Header set X-X55-
Protection &guot;l; mode=blockiquot; <s/span:</dive<div class="line' id='LC4lE' ><{span

class="c"»# £FilesMatch &quot;h, (appcachel crxl cssl curl eotl gi fl btel icol jpe?
al jsl mdal mdwl mani festl mpdl oexl ogal ogal ogwl ot fl pdfl pngl saf ariextzl swgz?
[ t1 11 wefl webappl webml webpl wof f1 xmll xpi ) $&quot; »</spanx</dive<{div class="line' id="'LC4lY >

£span class="c" x4 Header unset X-¥55-Protectiond/span:</dive<{div class='ling'
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£span class="c"»4# </IfModul ex</spany</dive<{div class="line' id="LC428' ><bri></dive<div
class="line' id='LC421' »<span class="c":#

{fspany</dive<{div class="line' id='LC422' »<{span class="c":#
| Secure Sockets Layer (353500 | </ span:

£fdive<div class="line' id='LC423' »<{span class="c":#
(fspany<sdive<{div class='line' id="LC424' ><br/>

£fdive<div class="line' id='LC425' »<{span class="c":# Rewrite secure reguests properly to

presvent 550 certificate warnings, e g </span:</divr<div class="line' id='LC426' »<span

class="c"»# prevent “https //www example, com” when your certificate only allows</span:
idive<div class="line' id='LC427 »<span class="c":# hittps: //secure, example. com . </span:
fdive<div class="line' id="LC428' »<bri»</dive<div class='line' id="LC429' :<span
class="c"»# <IfModule mod_rewrite cr</spanr</divs<div class="line' id='LC438' >{span
class="c"»# RewriteCond ¥{SERVER_PORTY ! "d43</span:</divr<div class="line' id='LC431':
£span class="c"»# RewriteRule ™ https: //exampl e-domai n-pl ease-change-me, com¥
{REQUEST_URIY [R=3A1,Ll</span:</div:<div class="line' id='LC432' »<span class="c":»#

/I TModul e </ spany < dive<{div class="line' id="LC433 »<bris></dive<div class='line
id='LC434' »<span class="c":»#
{fspany<sdive<div class="line' id='LC435 ><{span class="c":># | HTTP Strict
Transport Security CHSTS) | </span:</divr<div
class="line' id='LC436' »<{span class="c":#
{fspany<sdive<{div class="line' id="LC437 »<bris</dive<div
class="line' id='LC438' »<span class="c":# Force client-side 550 redirection, </span:</div:
£div class="line' id='LC439' »<br/r</diwve<div class="line' id='LC448' ><{span class="c":4# If

a user types &gquot;example, com&qquot; in his browser, the above rule will redirect</span:

£fdive<div class="line' id='LC441' ><span class="c":># him to the secure version of the
site, That still leaves a window of oppor—<{/span:<{/div:<div class='line' id="LC442' ><span

class="c"»# tunity C(the initial HTTP connection) for an attacker to downgrade or

redirect {/span:</div:<div class='line' id='LC443 »<span class="c":# the request. The

following header ensures that browser will OMLY connect tod/span:</dive<div class='line'
id='LC44d' »<span class="c":# gyour server wia HTTPS, regardless of what the users type in
the address bar, </spanr</diwv:<div class="line' id='LC445' >{span class="c":#

http Aftools ietf, org/html fdraft-iet f-websec-strict-transport -sec-1 4#section-6. 1 </ span:
£fdive<div class="line' id='LC44E' ><{span class="c":#

http /S wuw, html Srocks. comdenstutori al 5/ securi tydtransport -1 ayer-securi tyd </ spans </ divr<div
class="line' id='LC44Y »<briz< dive<div class='line' id="LC448' ><span class="c":4 (12
Remove the " includeSubDomains optional directive if the subdomains are</spanz</divr<div
class="line' id='LC449' »<span class="c":># not using HTTPS. </span:< dive<{div class='line'
id='LC45@' »<br/»</dive<div class="line' id='LC451' ><{span class="c":># <IfModule
mod_headers, cx</span:</divr<div class="line' id='LC452' »<span class="c":»# Header set
Strict-Transport-Security &quot; max-age=16687084608; includeSubbDomai nsiquot; </ span:</dive<div



class=" line 1d= LC453 »<span class="c"»# </IfModul er</spans< div:<div class= line
id='LC454' »<brsr</dive<div class="line' id='LC455' »<{span class="c":#
{fspany</dive<div class="line

id='LC456' »<span class="c":# | Server software information

| </spanz</divr<div class='line' id='LC457 :<span class="c":»#
{fspany</dive<div class="line

1d='LC458" »<brs/»</divs<div class="line' id='LC459' ><span class="c":># Avoid displauing the

exact Apache wersion number, the description of thed/span:</div:<div class='line

id='LC46R" »<span class="c":# generic 05-tuype and the information about Apachei&#39; s
compiled-in modul es, </spany</dive<div class='line' id='LC46l' ><bri/></divr<div class='line
id="'LC462" »<span class="c"># ADD THIS DIRECTIVE IM THE " httpd conf™ AS IT WILL HOT WORK IN
THE *. htaccess ! </span:</divr<div class='line' id='LC463 »<br/»</divr<div class='line
1d='LC464' »<span class="c":# ServerTokens Prod</span:</divr<div class='line' id='LC465' :
sbhrfr</divy<div class="line' id='LC46R' »<br/»</divs<div class="line' id='LC46Y ><{span
class="c" >4 $Hft
£fspany</dive<div class="line' id='LC468' ><span class="c":># # WEE PERFORMAHCE
#</spanz<idivr<div class='line' id='LC469' »<span class="c"»#

FHEHEHHH R R R < S span
fdive<div class='line' id='LC478' »<bri/></dive<div class='line' id="LC4T1' ><span

class="c »#

£fspany</dive<div class="line' id='LC472' »<span class="c":# | Compression

| </spanz</divr<div class='line' id='LC473 »<span class="c":»#
{fspany</dive<div class="line
1d='LC4?d' »<brsr</divs<div class="line' id='LC47S' ><span class="nt"»<IfModul e</span> <span

class="s"r>mod_deflate, c</spanr<span class="nt":></span:</divr<div class="line' id='LC47R' >

<bhrfr</dive<div class="line' id='LC477 > £span class="c":# Force compression for

mangl ed headers, </spanr</diwv:<div class="line' id='LC475' > £span class="c"»#
http //devel oper, yahoo, comd bl ogs/ydnd post s/ 2681 641 2/ pushi ng-beyond-gzi ppi ng< 7/ span; </ di v
£div class="line' id='LC479' » £span cl ass="nt"><IfModul e</span: <span

class="s"rmod_setenvif. c{/span:<span class="nt">»</span:< dive<div class='linge'

id='LC4588" » ¢span class="nt"><IfModul e</span: <span class="s">rmod_headers. c</span:
£span class="nt">»</spanr</dive<div class="line' id='LC431':> £Span

cl ass="nb" »SetEnvI f HoCase</spany " Accept-EncodXngl ¥-cept-Encodi ngl X{15%1 “{153]1 -{1532 %
“({gzipl deflatedhss, Tvs=)+ [X™-1{4,133% HAVE_Accept-Encoding</divr<div class='1line'
id='LC452" » £span cl ass="nb">RequestHeader</span> append Accept-Encoding <span
cl ass="s2"»&guot; gzip, defl atedguot; </span: env=HAVE_Accept-Encodi ng</div:<div class='line
id='LC4583 » <span class="nt"></1fModul ex</spanz</divr<div class="'line

id='LC484" » £span class="nt"></1fModul ex</spans</divr<div class='line' id='LC485" »<br/ >
fdive<div class="line' id='LC436" > £span class="c"»# Compress all output labeled with
one of the following MIME-types</span:</div:<diwv class='line' id="LC437 > £Span

class="c"># (for Apache wversions below 2. 3 7, you don&#39:t need to enable



‘mod_filter </spanr</dive<{div class='line' id='LC4583" > £span class="c":# and can
remove the " <IfModule mod_filter.c: and ~</IfModuler’ lines</spany</div:<div class='line
id='LC489" » ¢span class="c"># as AddOutputFilterBuType is still in the core
directives), </span:</divr<div class="line' id='LC498" : £span class="nt":

<IfModul e<sspan: <span class="s":mod_filter. c</span:<span class="nt"::< spany< dive<{div
class="line' id='LC491' > £span ¢l ass="nb"»Add0ut putFilterByTypes s span: DEFLATE
applicationdatom+xml < dive<div class='ling'

id='LC492' » £span class="err" :application</span:
£span class="nb" > javascript</span: “</dive<div class="line

id='LC493 » £span class="err" :application</span:
£span class="nb" > json</span: W<Sdiwve<div class="line'

id='LC494' » £span class="err"»applicationdrss+</span;
£span class="nb">xml </ span: <Adive<div class=' line'

id='LC495' » £span class="err" :applicationdwnds/span:,
£span cl ass="err" »ms-</span:<span class="nb":fontobject{/span: “{/divr<div class='line'
id='LC498' » £span class="err"rapplicationdx-font-
£fspanr<span class="nb":>ttf</spany “</dive<div class="line

id='LCa9? » £span class="err" »applicationdx-web-app-
mani fest+</span:<span class="nb": json</span: “{/dive<div class='line'

id='LC493" » ¢span class="err":applicationdxhtml +
£fspanr<span class="nb">xml</spany S dive<div class="line

id='LC499" » £span class="err" :application</span:
£span class="nb">xml </ span: <Adive<div class=' line'

id='LCSRA' » £span class="err":font/</span:<span
class="nb" ropentuped/span: “W{Adivr<div class='line'

id='LCSel' » £span ¢l ass="err" »images svg+</ span:{span
class="nb" »xml</span: M</diwve<div class="line'

id='LCSA2' » £span ¢l ass="err" »images x—</ span:{span
class="nb"»icond/span: “{Adive<div class='ling'

id='LCSA3 » £span class="err"»text/</span:<span
class="nb" »css</span: hoSdive<div class="line'

id='LCSAd' » £span class="err"»text/</span:<span
class="nb":html </span: “{/dive<div class='line'

id='LCSAS' » £span class="err"»text/</span:<span
class="nb"»plain</span: < dive<div class="line

id='LCSAE' » £span class="err" »text/x—</span:<span
class="nb" »component </ span;: \{Adive<div class='line

id='LCsa? » £span class="err"»text/</span:<span
class="nb" »xml</span:</dive<div class="line' id='LCS@E » I Modul e <A di v <di v
class="line' id='LCSAY' »<br/:< dive<div class='line' id="LCS1@ :<{span class="nt":
£fITModul e </ span: < dive<div class="line' id="LCS11' »<bris</dive<div class='line



id='LC512' »<span class="c":»#
{fspany<sdive<{div class="line' id='LC513 »<span class="c":# | Content

transformations | </span:</divr<div

class="line' id='LCS514 »<span class="c":#
{fspany<sdive<div class="line' id="LCS1S »<bris</dive<div

class="line' id='LCS1E' »<span class="c":# Prevent some of the mobile network providers

from modifuing the content of</span:</dive<{div class="line' id='LCS517Y »<{span class="c":#
gour siter http Afwww, w3 orgsProtocol 54 rf o261 6/ o261 B-secl 4, himl #secl 4, 9, 5, </ span:</div:
£div class="line' id='LCS18 :<br/r</dive<div class="line' id='LC519' ><{span class="c":#
£IfModul e mod_headers, c</span:</div:<div class='line' id="LCS2A' ><span class="c":#
Header set Cache-Control &gquot;no-transforméquot; </ spans</dive<div class='line

id='LC521' »<span class="c":4# </IfModul ex</span:< dive<div class='line' id="LCS522' »<br/:
£fdive<div class="line' id='LC523' »<span class="c":#
{fspany</dive<{div class="line' id='LC524 »<{span
class="c":># | ETag removal I

fspany</dive<div class="line' id='LC525' »<{span class="c":#
{fspany</dive<{div class="line' id='LCS526' >

bhrsr<fdive<div class="line' id='LCS527 »<span class="c":# Since weid#39;re sending far-

future expires headers (see below), ETags can<s/span:</diwv:<div class="line' id='LC528":
£span class="c":# be removed: hittp //devel oper, yahoo, comd performancesrul es. himl #et ags
fspany</dive<div class="line' id='LC529 »<bris< dive<div class='line' id="LCS3A' ><span

class="c"»# FileETag Mone  is not enough for every serwver, </spanz</divr<div class='line

id='LC531' »<span class="nt"><IfModul e</span: <span class="s">rmod_headers. o</ span:<span
class="nt":»</span:</divr<div class="line' id='LCS32' : £span cl ass="nb" >*Header</span:
unset ETag</divr<div class="line' id='LCS33 :<span class="nt"></IfModul ex</span:</dive<div
class="line' id='LCS3d »<bris< dive<div class='line' id="LCS35 :<span
class="nb":FileETag</span: <span class="k"»Mone<sspan:</dive<{div class="line' id='LC536':
<bhrfr<fdive<div class="line' id='LC537 »<span class="c":#
{fspany<sdive<{div class="line' id='LC538" »

£span class="c":# | Expires headers (for better cache control)

| </span:</divr<div class='line' id='LCS539 :<span class="c":»#

{fspany<sdive<div class='line'
id='LC54A' »<brsr</dive<div class="line' id='LC541' »<span class="c":*# The following expires
headers are set pretty far in the future. If gou dond&#39; t</span:< dive<{div class='linge'

id='LC542' »<span class="c":# control wersioning with filename-based cache busting,
consider lowering the</span:</divr<div class="line' id='LCS43 :<span class="c":# cache
time for resources like CS5 and J5 to something like 1 week, </span:</div:<div class='line
id='LC54d' »<brsr</dive<div class="line' id='LC545' »<span class="nt"»<IfModul e</span> <span
class="s"rmod_expires. c</span:<span class="nt":></span:</divr<div class="line' id='LCS4R' »
<shrfr<fdive<div class="line' id='LC547 > £span cl ass="nb">ExpiresActived/span: <span

class="k"ron</span:</divr<div class="line' id='LCS43' » £Span



cl ass="nb" »Expi resbef aul t </ span: £Span
class="s2"»&guot; access plus 1 monthégquot; </span:</dive<div class='line' id="LC549' ><br/>
fdive<div class='line' 1d='LCS5E' > <span class="c":»# C55</spany< dive<div class='linge'
id='LC551" » £span cl ass="nb">ExplresBuTupe</span: text/css

£span cl ass="s2">&quot; access plus 1 yeardqguot; </spany</divs<div class="line' id='LC552" >
sbhrfr</divy<div class="line' id='LC553' > <span class="c":# Data interchange</span:</div:
£div class="line' id='LCSS4' » £span cl ass="nb" >ExpiresBuType</span:> application json
£span cl ass="s2">&quot; access plus B seconds&guot; </span:</divr<div class='line
id='LC555' » £span cl ass="nb">ExpiresBuType</span:> applicationsxml

£span cl ass="s2">&quot; access plus B seconds&guot; </span:</divr<div class='line
id='LCS5R' » £span cl ass="nb">ExplresBuTupe</span: text/xml

£span cl ass="s2">&quot; access plus B seconds&guot; </span:</divr<div class='line
id='LCSST »<brsr</dive<div class="line' id='LC558' > <span class="c":# Favicon {cannot be
renamed! ) and cursor images<sspany</diwve<div class="line' id='LC559' > £Span

cl ass="nb" »Expi resByType</ span: imagesx-1con £Span
class="s2"»&guot; access plus 1 week&quot; </spanr</div:<div class="line' id='LCS6A" ><bri:
fdive<div class='line' i1d="LCSR1'> <span class="c":># HTML components C(HTCS) </ span:</diwv:
£div class="line' id='LCS6Z' » £span cl ass="nb">ExplresBuType</span: text/x-component
£span cl ass="s2">&quot; access plus 1 month&guot; </span:</divr<div class='line' id='LCS563 »
<bhrfr</divy<div class="line' id='LC564' > <span class="c":># HTML</sSpan:</divr<div
class="line' id='LCSRS' » £span cl ass="nb">ExpiresBuType</span: text/html

£span cl ass="s2">&quot; access plus B seconds&guot; </span:</divr<div class='line
1d='LCS6R' »<br/r</divs<div class="line' id='LCSRY' > <span class="c":# JavaScript</span:
fdive<div class="line' id='LCS5RE" > £span cl ass="nb" >ExpiresBuTypes/ span:

application/ javascript £span cl ass="s2">&quot; access plus 1 yeardguot;
£fspany</dive<div class="line' id='LC5RY' »<bri/y< dive<div class='line' id="LCS57A'> <span
class="c"># Manifest files</span:</div:<div class='line' id="LCS571':> £Span

cl ass="nb" »Expi resByType</ span: applicationdx-web-app-manifest+json  <span

cl ass="s2"»&guot; access plus A seconds&guot; </span:</divr<div class='line'

id='LCS72" » £span cl ass="nb">ExpiresBuTupe</span: text/cache-manifest

£span cl ass="s2">&quot; access plus B seconds&guot; </span:</divr<div class='line
1d='LC573 »<brs/r</dive<div class="line' id='LC574'> <span class="c":# Media</span:< div:
£div class="line' id='LCS7S » £span cl ass="nb">ExpiresBuType</span: audiodogg

£span cl ass="s2">&quot; access plus 1 month&guot; </span:</divr<div class='line

id='LC57R' » £span cl ass="nb">ExpiresBuTupe</span> imagesqgif

£span cl ass="s2">&quot; access plus 1 month&guot; </span:</divr<div class='line

id='LCS?7 » £span cl ass="nb">ExpiresBuType</span: 1mages jpeq

£span cl ass="s2">&quot; access plus 1 month&guot; </span:</divr<div class='line

id='LC573 » £span cl ass="nb">ExpiresBuType</span: 1magespng

£span cl ass="s2">&quot; access plus 1 month&guot; </span:</divr<div class='line

id='LC579' » £span cl ass="nb">ExpiresBuType</span: wideosmpd



£span cl ass="s2">&quot; access plus 1 monthdquot; </span:</divr<div class='line

id='LCSE@' » £span cl ass="nb" >ExpiresBuTupe</span: wideosogg

£span cl ass="s2">&quot; access plus 1 monthdquot; </span:</divr<div class='line

id='LCS8l" » £span cl ass="nb" >ExpiresBuTupes/span: wideoswebm

£span class="s2">&quot; access plus 1 month&quot; </span:</divr<div class="line' id='LCSE82' :

brfr<fdive<div class="line' id='LCS583" » <span class="c":# Web feeds{/span:< dive:<div

class="line' id='LCS584 > £span cl ass="nb">ExpiresBuTupe</span: applicationsatom+xml

£span cl ass="s2">&quot; access plus 1 hourdquot; </span:</dive<div class="line

id='LC585' » £span cl ass="nb">ExpiresBuTupe</span: applicationdrss+xml

£span class="s2":&quot; access plus 1 hourdquot; </span:</dive<{div class="line' id='LCS86' >

<bhrsr<fdive<div class="line' id='LCS87 » <span class="c":# Web fontsd{/span:</dive<div

class="line' id='LC588" £span cl ass="nb">ExpiresBuTupe</span: applicationdfont-woff

£span cl ass="s2">&quot; access plus 1 monthdquot; </span:</divr<div class='line

id='LC5E89" » £span cl ass="nb" >ExpiresBuTupes/span: applicationdwnd ms-fontobject

£span cl ass="s2">&quot; access plus 1 monthdquot; </span:</divr<div class='line

id='LC59@" » £span cl ass="nb">ExpiresBuTupe</span: applicationdx-font-ttf

£span cl ass="s2">&quot; access plus 1 monthdquot; </span:</divr<div class='line

id='LCS91" » £span cl ass="nb">ExpiresBuTypes/span: font/opentupe

£span cl ass="s2">&quot; access plus 1 monthdquot; </span:</divr<div class='line

id='LC592' » £span cl ass="nb">ExpiresBuTupe</span: 1magesswg+xml

£span class="s2">&quot; access plus 1 month&quot; </span:</divr<div class="line' id='LCS93 »

bhrsr<fdive<div class="line' id='LC594 »<span class="nt":></IfModul ex</span:</dive<div

class="line' id='LCS95' »<bri/s< dive<div class='line' id="LCS596' :<span class="c":# ———————
£fspany < dive<diy

class="line' id='LC59Y »<span class="c":# | Filename-based cache busting

| </span:</divr<div class='line' id='LCS93' :»<span class="c":»#

fspany</dive<div class="line
id='LC599' »<br/»< /dive<div class="line' id='LCEAR' ><span class="c":# I uoui#39:re not
using a build process to manage your filename wersion rewving, </ spans</dive<div

class="line' id='LCEAL' ><span class="c":*# you might want to consider enabling the
following directives to route all</span:</div:<div class='line' id="LCEBZ' :<span

class="c"»# requests such as " /css/style 12345 css to  fossistule css . </spany</dive<div

class="line' id='LCEAZ' »<bri/:< dive<div class='line' id="LCEA4' :<{span class="c":# To
understand why this is important and a better idea than ~# css?w23°, read: </span:</div:
£div class="line' id='LCEBS' :<span class="c":»#

http /4 stevesouders, comdbl ogs 2088785/ 23/ revvl ng-T11 enames—dont —use—-querystrings /s span:
gfdive<div class="line' id='LCEAE' »<br/:< dive<div class='line' id="LCEAY :<{span
class="c"»# <IfModule mod_rewrite, cr</span:</divs<div class="line' id='LCEAS' :>{span
class="c"»# RewriteCond ¥{REQUEST_FILEMAMEY ! -f</span:</div:<div class='line'
id='LCERAY' :<span class="c":»# RewriteRule ™, +2%, Chwd+ah, (sl cssl pnal jpal gifa g $1. %3 [L]

Lfspans<Sdive<div class="line' id='LCB1A' »<span class="c"»# </IfModul er</spans</divs<div



class="line' id='LCBI1' »<bris< dive<div class='line' id="LCE12' :><span class="c"»# ———————
{fspany < dive<diy

class="line' id='LCBI3 »<span class="c":*# | File concatenation

| </span:</divr<div class="'line' id='LCRl4' »<span class="c":»#

{fspany<sdive<div class='line'

id='LCR1S' »<br/»</divs<div class="line' id='LCBIGE' »<{span class="c":# Allow concatenation
from within specific C55 and JS files, e g </span:</div:<div class='line' id="LCB1Y >
¢span class="c"»# Inside of script, combined, js° uou could haves/spans</dive<div
class="line' id='LCBI&E »<span class="c"*# <! —-#include file=&quot;libsd jguery. js&quot; -
—x¢fspany</dive<{div class="line' id='LCB1Y »<{span class="c"># <! —-#include

file=&quot; pluginsd jouery, idletimer, js&quot; --:</span:</divr<div class="line' id='LCRZ2A' :
¢span class="c"»# and they would be included into this single file, </spans</dive<div
class="line' id='LCB21' »<bris< dive<div class='line' id="LCE22' :<span class="c":#
£IfModul e mod_include, o</ spans</dive<div class='line' id="LCE23 ><span class="c":»#
¢FilesMatch &quot;h, combineds. jsédquot; ></span:</dive<div class='line' id="LCE24' ><span
class="c"»# Options +Includes</span:</div:<div class='line' id="LCE2S ><span
class="c"»# AddOutputFilterBuTupe IMCLUDES applicationd javascript

applicationd json</spany</div:<div class="line' id='LCB2E' »<{span class="c":#
SetOutputFilter IMCLUDESS/span:</div:<div class='line' id="LCE2Y :<span class="c":#
£fFilesMatche</span:</dive<div class='line' id="LCE28' ><span class="c":»# £FilesMatch
&quot ;. combinedy, cssgdquot; »</spany</dive<div class="line' id='LCB2Y' »{span class="c":#
Options +Includes</span:</div:<div class='line' id="LCE3A ><span class="c":#
AddOutputFilterBuTupe IHCLUDES text/css</span:</divr<div class='line' id='LCR31' :»<span
class="c"»# SetOutputFilter IMCLUDESS/span:</div:<div class='line' id="LCE32' ><span
class="c"»# £fFilesMatche</span:</dive<div class='line' id="LCE33 »<span class="c":#
/I Modul e </ spany</dive<{div class="line' id="LCE3d »<bris</dive<div class='line
id='LCR3S' »<span class="c":»#

{fspany<sdive<{div class="line' id='LCB3E' ><{span class="c":# | Persistent

connections | </span:</divr<div

class="line' id='LCR3Y »<span class="c":#
{fspany<sdive<{div class="line' id="LCE3E »<br/»< dive<div

class="line' id='LCB3Y' »<span class="c":># Allow multiple requests to be sent over the same

TCP connection: </span:</div:<div class='line' id="LCE4A' ><span class="c":»#

http //httpd, apache, orgd docss current fendmods core, html #keepal i ve, </span:</divr<div
class="line' id='LCBA' »<bri:< dive<{div class='line' id='LCE42' ><{span class="c":# Enable
if you serve a lot of static content but, be aware of the</span:</divr<div class='line
id='LCR43' »<span class="c":# possible disadvantages! </spanr</diwv:<div class="line
id='LCRad' »<br/r</dive<{div class="line' id='LCB4S' »<{span class="c":# <IfModule
mod_headers, cx</span:</div:<div class="line' id='LCR4R' »<span class="c":»# Header set

Connection Keep-Alive</span:</divr<div class="line' id='LCR4AT :<span class="c":»#
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Something went wrong with that request. Please try again.



