#  BULLETFROOF . 51, 4 »>>>>>x» SECURE . HTHCCESS

# I you edit the BULLETFROOF . 51, 4 »»>xx2»» SECURE . HTACCESS text above

# you will see error messages on the BPS Security Status page

# BP5 15 reading the version number in the htaccess file to validate checks

#If you would 11ke to change what 15 di splayed above you

#will need to edit the BPS /1ncludessfunctions php file to match your changes

# If you update your WordPress Permalinks the code between BEGIH WordPress and

# EHD WordPress 15 replaced by WP htaccess code,

# This removes all of the BFS security code and replaces 1t with just the default WP htacce:
# To restore this file use BP5S Restore or activate BulletProof Mode for your Root fol der &g

# BEGIH WordFress

# THPORTANT!!'! DO HOT DELETE!!! - E E 6 I N Wordpress asbove o E N D WordPress - text 1n th
# They are reference points for WP, BP5 and other plugins to wite to this htaccess file

# TAFORTANT! !'! DO HOT DELETE!!! - BPSUSE BF5 UUERY STRIHG EXPLOITS - text

# BP5 needs to rfind the - BPSQSE - text string in this file to walidate that your security

# TLUEN OFF YOLUR SERYER 5IGHATLUREE
ServersSignature OFf

# ADD A FPHF HAKDLER
#If you are using a PHP Handl er add your web hosts PHP Handl e bel ow

# 00 HOT SHOW DIRECTORY LISTIHG

# If you are getting 588 Errors when activating BPS then comment out Options -Indexes

# by adding a # sign in front of it. If there 15 & typo aywhere in this file you will also
Options -Indexes

# DIRECTORY ITHDEX FORCE IHDEX PHP

# Use Index, php a5 default directory 1ndsx file
# index, html will be Ignored will not 1oad,
Directoryl ndex index, php index html /index php

# BREUTE FORCE LOGIN FAGE FREOTECTION

# FLACEHOLDER OHLY

# See this 1ink: http: s Forum a1 t-pro. coms forums:t opl c/prot ect -1 ogl n-page—-rfrom-brut e-force-.
# for more information before choosing to add this code to BPS Custom Code

# Frotects the Login page from SpamBots & Froxies

# that use Server Frotocol HTTFAL 8 oF a blank Lser Agent



# BF5 ERROR LOGGIME AMD TRACKI HE

# BF5 has premads 483 Forbl dden, <488 Bad Reqguest and 484 Hot Found files that are used

# to track and 1og 483, 488 and 4984 errors that occur on your website When a hacker attemp:
# hack your website the hackers IP address, Host name, Regquest Method, Refererimg 1ink. the
# requested resowce, the user agent of the hacker and the query string used 1n the hack at:
# All BP5 log files are htaccess protected so that only you can view them

# The 488, phpo, 4835 php and S84, pfp files are located 1n Awp-content.spl ugl nssbul 1 et proof -sec
# The 488 and 483 Error 1ogging files are already set up and will sutomatically start 1ogol

# arter you install BPS and have activated BulletProof Mode for your Root ol der,

#If you would 11ke to 1og 484 errors you will need to copy the 1ogging code in the BPS 464,
# to your Themes's 484, php tf:'.-/ﬂplatf:'.- file, Simple instructions are Included in the BPS 484, phy
# You can open the BPS 4984 php file using the WP Flugins Editor,

# HOTE: By default WordPress automatically l1ooks in yowu Theme's folder for a 484, php temol.

ErrorDocument €88 fwp-content/plugi ns/bul 1 et proof -securi tys 488, php
ErrorDocument 481 default

ErrorDocument €83 Awp-content/plugi nss/bul 1 et proof -securi tys 483, php
ErrorDocument 484 /484, php

# DENY ACCESS TO PROTECTED SERYER FILES AHD FOLDERS

# Files and folders starting with 3 dot: . htaccess, | htpasswd, | errordocs, . 1o

~
] LN

RedirectMatch 483 %, Chtaccessl htpasswdl errordocs! 1ogs) &

# WP-AOMT KT HCLLIDES
FewriteEngine On
RewriteBase /

FewriteCond ¥CHTTP_HOSTY “ipth. ush, com
FewriteRule “C, 3% http SAwww ipt, us comd$1 [R=permanent, L]

FewriteRule “/7commodity-reference-manual $ /produce-inspection-product s/ commodi ty-ref erence-
FewriteRule “/7about$ /companysabout [R=361, L]

FewriteRule “/7priwvacy-policy$ /company/privacy-policy [R=361, L]

RewriteRule “/?terms-of -serviced /companysterms-of -service [R=3A1, L]

FewriteRule “/7fags$ /produce-inspection-resources/fags [R=361, L]

RewriteRule “/7links$ /produce-inspection-resources/rel ated-web-sites [R=3A1, L]

FewriteRule “/?inspection-quiz$ /produce-inspection-resources/inspection-quiz [R=36A1, L]
FewriteRule “/7audit-servicest /produce-inspection-services/audit-services [R=361, L]
FewriteRule “/7training-coursesd Sproduce-inspection-services/produce-inspection-traini ng-pr
FewriteRule “/7inspectors-blog$ /produce-inspection-resources/inspectors-blog [R=36A1, L]

- e = - - - LI | - - . ' - - - LI | -



Fewrlitedule “~YYinspectlon-guldellnes§ Sproduce-1nspectlon-resodrcess/inspectlon—guidelines L

RewriteRule "/7categoruy/c. #)% /produce-inspection-resources/inspectors-blogd/$l [R=361, L]
RewriteRule “/7inspection-guidelines/c. #)% /produce-inspection-resources/inspection—guidelir
FewriteRule “/?ocurrent-eventsi/(, #)§ /produce-inspection-resources/inspect ors-bl ogd current -
FewriteRule “/?defect-identificationdc, )% /produce-inspection-resources/inspectors-bl ogs det
FewriteRule “/?produce-def ect s—and-grade-st andard-changes/ (. )% /produce-inspection-resource
standard-changess/$l [R=381, L]

RewriteRule */7produce-inspection-news-and-comments/(, 1% /produce-inspection-resources/ins|
[R=381, L]

RewriteRule “/7inspection-procedures/(, #)% /produce-inspection-resources/inspectors-bl ogdin:
RewriteRule */7produce-inspection-training/(. #)% /produce-inspection-resources/inspectors-bl
RewriteRule “/7produce-storage-and-transporty/(, 0% /produce-inspection-resources/inspectors-

FewriteRule “wp-adminincludess - [F, L]

FewriteRule ! “wp-includes/ - [5=31
FewriteRule “wp-includess["/1+\ php$ - [F, L]
FewriteRule “wp-includess js/tinumceslangss. +s. php - [F, L]

FewriteRule “wp-includesstheme-compats - [F, L]

# WF EEWRITE LOOF START
RewriteEngine On

RewriteBase /

FewriteRule “indexh. phpg - [LI

# EEOLEST METHODS FILTERELD

# This filter 15 for blocking junk bots and spam bots from making 3 HEAD request, but may a.
# HEAD reguest from bots that you want to allow 1n certains cases, This 15 not & security f
# 3 nuisance filter, This filter will not bBlock any Important bots 1ike the google bot, If o
# all bots to make 3 HEAD request then remove HEAD from the Reguest Method £il1ter,

# The TRACE, DELETE, TRACK and DEBUG request methods shoul d never be allowsd 3ga1nst your o
FewriteEngine On

RewriteCond #{REQUEST_METHODY " HEADI TRACEI DELETEI TRACKI DEBUGY [HC]

RewriteRule “C, 2% - [F, L]

# PLUGTHS/THERES AHD YARIOUS EXFLOIT FILTER SKIF RLLES
# IMPORTANT!!! If you add or remove 3 skip rule you must change 5= to the new skip number
# Example: If RewiteRule 5=5 15 deleted than change 5=6 to 5=5, 5=7 to 5=6, et

# Admi ner Mys0OL management tool data popul ate
FewriteCond ¥{REQUEST_URIY “/wp-content/pluginsd adminers [HCI



RewriteRule . - [5=12]

# Comment Spam Fack MU Plugin - CAPTCHA Images not di spl aui ng

RewriteCond #¥{REQUEST_URI Y “/wp-content/mu-pl ugins/custom-anti-spams [HC]
RewriteRule . - [5=111

# Feters Custom Antl-5pam di spl sy CAPTCHA Image

RewriteCond #¥{REQUEST_URIY “/wp-content/plugins/peters-custom—anti-spam-images [HCI
RewriteRule . - [5=1@]

# Status Updater plugin fb connect

RewriteCond #¥{REQUEST_URI Y “/wp-content/plugins/fb-status-updaters [HC]
RewriteRule . - [5=9]

# Stream ¥ideo Flayer - Adding FLY ¥ideos Bl ocked

RewriteCond ¥{REQUEST_URI Y “/wp-content/pluginssstream-video-pl ayers [HC]
RewriteRule . - [5=E]

# XCloner 4984 or 483 ertor when updating settings

RewriteCond #¥{REQUEST_URIF “/wp-content/plugins/xcl oner-backup-and-restores [HC]
RewriteRule . - [5=7]

# BuddyFress Logout Redirect

RewriteCond #{OUERY_STRIMGY action=1ogoutiredirect _toshttpisA%EFEEFC, #) [HC]
RewriteRule . - [5=E]

# redirect_to=

RewriteCond #{OUERY_STRIMGY redirect_to=(, ) [HC]

RewriteRule . - [5=5]

# Login Plugins Password Reset And Redirect 1

RewriteCond #{0OUERY_STRIMGY action=resetpassékey=c, =) [HC]

RewriteRule . - [5=4]

# Login Plugins Password Reset And Redirect 2

RewriteCond #{OUERY_STRIMGY action=rpikey=c, =) [HC]

RewriteRule . - [5=3]

# TIMTHUME FOREBID RFI and MISC FILE SKIF<BYFASS RULE

# Only Allow Internal File Reguests From Your Website

# To Allow Additional Websites Access to a File Use [OR] a5 shown bel ow,

# RewrlteCond XHTTP_REFERER: ©, #Yourlebsite com = [OR]

# RewrlteCond XHTTP_REFERER: . #Anotheriebsite com +

FewriteCond ¥{OUERY_STRIMGY ~ #(httpl httpsl fLpa CE3A1: 2CEEF ACEEF A Cwa {8, 33, 7

i bl ogger| picasal bl ogspot!| tsunamil petapolitikl photobucket! i mgurl i mageshack! wordpressh, coml img
thegamel, *$ [HC, ORI

FewriteCond ¥{THE_REQUEST: *, #Chttpl httpsl ftp) CESAL: 2 CREF S CE2F] SaCwr €8, 33, 7

i bl ogger| picasal bl ogspot!| tsunamil petapolitikl photobucket! i mgurl i mageshack! wordpressh, coml img
thegamel, *§ [HCI

RewriteRule . # index. php [F,L]



RewriteCond #REQUEST_URIY (timthumbh. phpl phpthumbs, phpl thumbs, phpl thumbs, phpy [HC]
RewriteCond #¥{HTTP_REFERERY ~. *us. com, #

RewriteRule .

- [5=11]

# BEGIH BFSOSE BFS QUERY STRIMGE EXFLOITS

# The 11bwww-per] User Agent 15 forbidden - Hamny bad bots use 11 bwww-per] modul 5,

but =some

# Good sites such as W30 use 1t for thelr W3C-LinkChecker.

# Add or remove user agents temporarily or permanently from the first User Agent f1lter bel

#If you want 3 115t of bad bots # User Agents to block then scroll to the end of this file

FewriteCond ¥CHTTP_USER_AGEMTI Chawi jl 1ibwww-perl| wget! puthonl niktol curll scanl javal winhbttpl
RewriteCond #¥CHTTP_USER_AGEMTI C#AAI #ADI %271 ¥3C1 ¥3E1 ¥A8) [HC, OR]

RewriteCond #CHTTP_USER_AGEMTI 1 <=1 1" 181 NC] %8R0 #ADI #2221 %271 %281 ¥3C1 ¥3E #88), «(11 buww-
perl| wget! puthonl niktol curll scanl javal winhbttpl HTTrackl ¢l shttpl archiver| 1oader| emaill harvestl

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

#{THE_REQUEST
#{THE_REQUEST
#{THE_REQUEST
#{THE_REQUEST
HREQUEST _URT
#HTTP_REFERERY
#HTTP_REFERERY
#HTTP_REFERERY
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:

AT hl E2a) +CEZAH WS4 EZAN S N SHEZEH] A SHEZAH S+ HTTPO: A1 A0
etc/passwd [HC, ORI

cgi-bin [HC, OR]

AR EADD Sl NS ne DHC, ORD

awssyvt-s, dll [HC, OR]

AR A0 ¥27 %501 #3EN ¥AEy [HC, OR]

Y, opendi rviewerh, [HC, OR]

usersh, skyneth, be, x [HC, ORI
[a-zR-ZB-9_1=http: // [HC, OR]
[a-zR-ZB-9_1=(%, %, #/72+ [HC, OR]
[a-zR-ZB-9_1=/C[a-zB-9_, 1//72»+ [HC, OR]
%=PHPL B8-9a-f1{8%-[ B-9a-f1{dF-[ B-9a-f {43 -[ B-9a-f 1 {4y -[ A-9a-f1{1:
Ch N A EZeEZe 2| B2 i2e I N N EET] H2eh, B2 H2eh, FI N, H2e¥ET] N, Hie.
ftps: [HC, OR]

httph: [HC, ORI

httpss: [HC, OR]

=4 wh] [HC, OR]

“CLo#/sel S0 #) % [HC, ORD

“(, #)cPath=http: /40, )% [HC, OR]

Ol 30D, #scriph, =08 ¥3E) [HC, OR]

C4l 3007 s es+oript, =0 ¥3E) [HC, OR]
L4l B30, #embed, =04 ¥3E) [HC, OR]

C4] %30 (0 "el#er +mbed, Cx] ¥3E) [HC, OR]
Ol E30D, =object, =08 ¥3EY [HC, OR]

C4l %30 (0ol #00+bject, =] ¥3E) [HC, OR]
Ol 30D, #1frame, (%] Z3Ey [HC, OR]
C4LEICICLT T+l +frame, =0 ¥3E) [HC, OR]
basebd_encode, =\, 5\ [HC, OR]



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG
HCOUERY _STRI MG

basebd_tenl deycodel " 1+%([ "2 1%4) [HC, OR]
GLOBALSC = SO NELB-9A-2148, 23y [OR]
_REQUESTC =1 SO NELB-9A-2148, 23 [OR]
SoONCE N <L p] ®3c] #3e), # [HC, OR]

“ 0 BAl haBAl hvxBEl SxBdl vkl bl Nx28l hx3cl vx3el kT, # [HC, 0R]
CHULLI QUTFILEl LOAD_FILEY COR]

Ch, £l 3 0+0motd etcl bind [HC, OR]
Clocalhostl loopbackl 1274, 8%, 8%, 10 [HC, ORI

C4l 1t L HBAl ¥AD #2771 301 ¥3EI ¥8A) [HC, OR1

concatl ™ (1% [HC, ORI

uniont[ “sl#s)+elect [HC, OR]

unionc[ "al+ar+11C[ "sl+s)+elect [HC, OR]

“=[sdor], #Callow_url _includel allow_url _fopenl safe_model di sable_t
oLl =0 TN 28R HEDI 2221 %271 $3C1 ¥3EI 88, =

/¢l unionl select! insert| dropl del etel updatel cast! createl charl convertl al terl decl arel order| sct
FewriteCond #¥C0UERY_STRIMGY (sp_executesqgl) [HCI

RewriteRule

“,#3% - [F, L]

# EHD BF5USE BFS OUERY STRIHG EXFLOITS
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEX ! -d

RewriteRule .

# WF REWRITE LOOF EHL

#index, php [LI

# DEHY BROWSER ACCESS TO THESE FILES
# wp-config php, bb-config php, php 1ni. phpS5 ini, resdmes ftml

# Replace Allow from 88 77 66, 55 with your current IP address and remove the

# pound sign # from In front of the Allow from 11ne of code below to access these

# riles directly from your browser,

£FilesMatch " “{wp-configh. phpl phpt. inil phpSt, inil readmes, btmll bb-configh., phpd ">

Order allow, deny

Deny from all

#Al1ow from 556 77 6

)

. 50

</FilesMatchs

# THPORTANT! I! [0 MOT DELETE!!! the EMD WordPress text bel ow
# EHD WordFPress

# BLOCK HOTLIMKIHG TO IMAGES
# To Test that gyour Hotlinking protection 15 working visit http: #/al tlab, com bt access_tutor

#Rewri tefngl ne On



S

#Rewr] teCond ZTHTTP_REFERER: ! “https? 0w, 3 73dd-you--domal n-heret, com [HET
#Rewr1 teCond XEHTTP_REFERER: ! "%
#Rewri teRul & . #%. ( joegl jpgl gl £l bmpl prg2 & - [FT

S

# FOREBID COMMENT SFPAMPERS ACCESS TO YOUR wp-comments-post, php FILE

# This 15 3 better spproach to blocking Comment Spammers so that you do not

# accidentally block good traffic to yowr website  You can add addi t1onal

# Comment Spammer [P addresses on 4 case by case basis bel ow,

# Searchable Database of known Comment Spammers http 7w, Stopforumspan,. com:”

£FilesMatch " “(wp-comment s—posth, php ">
Order ALLow, Deny

Deny from 46,119, 35
Deny from 46,119, 45,
Deny from 91, 236, 74
Deny from 93 182 147,
Deny from 93 182 157,
Deny from 94, 27, 72
Deny from 94, 27, 75
Deny from 94, 27, 76,
Deny from 193 1685, 2168
Deny from 195, 43, 128,
Deny from 195 144, 185
Deny from 199, 15, 234,
Allow from all
£/FilesMatch:

# BLOCK MORE BAD BOTS RIFFERS AHD OFFLINE BROWSERS

#If you would 11ke to block more bad bots you can get a blacklist from

# httpo: /7 peri shabl epress, comspresss2087/ 86,26/ ul t1 mat e-ht access-bl ackli sts

# Vvou should mon tor your site very closely for 3t 1east 3 wesk If you 3dd 3 bad bots 115t
# to see 1f any wehsite traffic problems or other probl ems occur,

# Copy and paste your bad bots user agent code 11st directly bel ow,



