petrmalink: . htaccess

#
# Better website experience for IE users
#

# Force the 1atest IE wersion, In varlous cases when 1t may fall back to TE7 mode
# i thub, comst-a115/1-31 1 5/commi t.-1 23eb25#commi t comment 115926
# Use ChromeFrame 1f 1t's installed for a better experience for the poor TE folk

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
BrowserMatch MSIE ie
Header set X-UR-Compatible "IE=Edge, chrome=1" env=ie
<41 fModul e
<41 fModul e

<IfModul e mod_headets, c
# Because X-UA-Compatible 1sn't sent to non-IE (to save header bytess,
# We need to inform proxies that content changes based on UA
Header append Yary User-Agent enwv=! dont-wvary
# Cache control 15 set only IF mod_headers 15 enabled, so that's unncessary to declare
<41 fModul e

#
# Cross-domain AJAX requests
#

# Serve cross-domaln &jax requests, di sabl ed,
# enabl e-cors, org
# code, googl e, comsps it ml Bsecurl tyswl K1/ Cross0r gl nRequest Securl ty

£

I FHodul & mod_headers, cx

"u..n

Header set Access-Conttol -ALIow-0rigin "#
<1 FModul e

O

#
# Webfont access

AL




# alternatively you could only whitellst

#  your subdomains 11ke "sub, domai o com”

¢FilesMatch "%, (ttfl otfl eotl woffl font, css) "
<IfModul e mod_headers, ¢
Header set Access-Control-Allow-Origin ="
</TfModul e

</FilesMatchs

#
# FProper MIME type for all files
#

# html
AddType 'text/html; charset=UTF-5' html

# audio

AddType audiofogg oga o0gg
# video

AddType wideo/ogg gy
AddType wi deo/mps mp<l
AddType wideo/webm webm

# FProper swg serving Regulred for swg webfonts on 1Pad
#  twitter, comsFont 5gul el /st at ussl 4555590595

AddType i mage/ svg+xml v SWOZ
AddEncoding gzip SWOZ

# webrfonts
AddType applicationswnd ms-fontobject eot

AddType font/truetype tif
AddType font/opentype oLf
AddType applicationsx—font-woff wof f

# assorted types
AddType imagesx-icon ico
AddType image/webp webp



HddType text/scache-manifest appcache manl fest

AddType text/x-component htc
AddType applicationsx-chrome-extension crx
AddType applicationsx-xpinstall xpl
AddType applicationsoctet-stream safariextz
#

# Allow concatenation from within specific js5 and css files
#

# e g Inside of script, comblned js you could have

# < —-#include rile="11bs/Jguery-1. 5 6 min js" —-:

# < ——#include r11e="pluginss jguery, 1dletimer, js" —-3
# and they would be Included into this single file

# this 15 not In use in the boilerplate a5 1t stands. you may
# choose to name your fI1les in this way for this advant age
# o concatenate and mini fuy them manual 1,

# 01 sabled by defaul t,

# «<Filestlatch "%, combi neds, © sl cssig" s
# Options +Includes

# SetOutput F11ter THCLUDES

# </Fileslatch:

#

# gzip compression
#

<IfModul e mod_deflate, o>

# force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/ 261 8.1 2/ pushi ng-

beyond-gzi ppi rg
<IfModule mod_setenvif. o
<IfModul e mod_headers, o>

SetEnvI fHoCase "0 Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflaterts, ?halgzipl deflated ¥ ¥id, 1331 “{4, 133 -{4, 1332 % HAYE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding

</1fModul e
</1fModul e
# html, txt, css. Jjs, Json, xml, htc:



<IfModule filter_modul e
FilterDeclare  COMPRESS
FilterProvider COMPRESS DEFLATE resp=Content-Tupe
Atext/Chtmll cssl javascript! plainl x(mll —component )/
FilterProvider COMPRESS DEFLATE resp=Content-Tupe /applicationsc javascript! jsonl xmll x—
javascript)/
FilterChain COMPRESS
FilterProtocol COMPRESS change=yes; buteranges=no
<41 fModul e

£IfModule !mod_filter. c»

# Legacy versions of Apache

AddOut putFilterByTupe DEFLATE text/html text/plain text/css applications json

AddOut putFilterBuTupe DEFLATE text/ javascript applicationd javascript applicationdx-
javascript

AddOut putFilterByTupe DEFLATE text/xml applicationsxml text/x—component
<41 fModul e

# webrfonts and svg:
£FilesMatch "N, Ctifl otfl eotl swgd g" »
SetOutputFilter DEFLATE
£/FilesMatch:
<41 fModul e

¢FilesMatch "N, Cicol pdfl f1vl jpgl jpegl pngl gi f1 swfl xmll txtl cssl jsig" s
Header set Cache-Control “max-age=864088, proxy-revalidate”
Header append Yary RAccept-Encoding

£/FilesMatch:

#
# Expires headers (for better cache controll
#

# these are pretty far-ruture expl res headers

# they assume you control versioning with cachebusting query params 11ke
# <script sro="applicatlon js7201 AAGAS" >

# addi tionally, consider that outdated proxies may miscache

#

[y e TN

wuld, 5t evesouders, comsbl ogs 2ea58, 85, 25/ revvl ng-r1 1 enames-dont -use-gueryst i g

#1f you don't use filenames to version, lower the css and js to something 11ke

# access plus 1 week” or so



£IfModul e mod_expires. o
ExpiresActive on

# Perhaps better to whitellst expires rul es? Perhaps,
Expireshefaul t "access plus 1 month"

# cache, appcache needs re-requests 1n FF 5 6 (thy Remy “Tntroduci ng HTHLSD
ExpiresByType text/cache-manifest "access plus A seconds”

# your document ftml

ExpiresByType text/himl "access plus A seconds”
# data

ExpiresByTuype text/xml "access plus A seconds”

ExpiresByType applicationdxml "access plus A seconds”

ExpiresByType applicationd json "access plus A seconds”
# 155 fee

ExpiresByTupe application/rss+xml "access plus 1 hour”

# rfavicon Ccannot be renamedi

ExpiresByTupe image/x-1icon "access plus 1 week"

# media 1mages, video, audio

ExpiresByType imagesqgif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe image’s jpg "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTuype wideos/mpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# hte files (css3plel
ExpiresByType text/x-component "access plus 1 month"
# webrfonts
ExpiresByType font/truetype "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"

ExpiresByTupe application/x-font-woff  "access plus 1 month"



ExpiresByType imagesswg+xml "access plus 1 month"
ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"

# cs5 and Jjavascript

ExpiresByTuype text/css "access plus 2 months"
ExpiresByType applicationd javascript "access plus 2 months"
ExpiresByType text/javascript "access plus 2 months"

<IfModul e mod_headers, cx
Header append Cache-Control "public”
ST Modul e

AT Modul e

<IfModul e mod_headers, ¢
## CUSTOM CODE
# Header set Access-Control -A11ow-0rigin "#"
# Header set Access-Control -A11ow-001gin: Attp 2/ fendzy, com
Header set Access-Control-Allow-Credentials true
Header add Access-Control-Allow-Headers “origin, x-reguested-with, content-type"
Header add Access-Control-Allow-Methods “PUT. GET, POST. DELETE, OPTIOMS"

# Only allow Javascript from the same domain to be ruon,

# 0on't allow 1nline JavaScript to run,

Header always append x-Frame-0ptions SAMEORI GIH

Header set Content-Security-Policy "script-src 'self' 'unsafe-ewval' ' unsafe-inline'
https: ¢ Awww googl e, com bttpe /¢ www, googl e-anal ytics, com https: //apis. google com”

# prevent mime based attacks
Header set X-Content-Type-Options: ' nosniff
Header set X-Content-Type-Options nosniff

# Turn on IES-IE9 %55 prevention tools
Header set X-x55-Protection "1: mode=block"
## EHD CLUSTOMN CODE

/I fModul e

## ESPIRES CHCHIHG ##%
£IfModul e mod_expires. o
ExpiresActive On



Expireshefault "access plus 7208 seconds"

ExpiresByType

imagesico "access plus 2592808 seconds”

AddEncoding gzip swgz

ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType

I\I
(]
(4]

image/svg "access plus 2592808 seconds”
image/svg+xml "access plus 2592808 second
image/icon "access plus 2592000 seconds”
image/x-icon "access plus 2592008 seconds
applicationdxhtml +xml "access plus 7208 =
applicationdx-shockwave-flash "access plu

ExpiresByTupe text/css

# Data 1nterchange

ExpiresByType
ExpiresByType
ExpiresByType

ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType

# Favicon {cannot be renamed! ) and cursor 1mages

ExpiresByType
ExpiresByType

# HTHL

ExpiresByType

# Javascipt

Expi resByTupe

application/atom+xml
applicationdrdf +xml
applicationdrss+xml

applicationd json
application/ld+json
applicationdschema+json
application/vnd geo+json
applicationdxml

text/xml

image/vnd. microsoft, icon
image/ x—1con

text/html

applicationd javascript

=1
=

econds"

5 25920AFA seconds”

"access

"access
"access

"access

"access
"access
"access
"access
"access

"access

"access

"access

"access

"access

plus

plus
plus
plus

plus
plus
plus
plus
plus
plus

plus
plus

plus

plus

—

=@ @D @@ @

year"

hiour-"
hiour-"
hiour-"

seconds”
seconds”
seconds”
seconds”
seconds”

seconds"

week"
week"

seconds"

year"



ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Media riles

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web fonts

applicationdx-javascript
text/ javascript

# Mani fest files

applicationd/mani fest+json

applicationdx-web-app-mani fest+json

text /cache-mani fest

audi o/ ogg
image/bmp
image/qgif
image/ jpeq
image/ jpg
image/ png
i mage/ svg+xml
i mage/ webp
wi deos mpd
videos ogg
videos webm

# Embedded Openlype CEOTI

ExpiresByTupe
ExpiresByTupe

# OpenType
ExpiresByTupe

# TrueType
ExpiresByTupe

applicationdvwnd ms-fontobject
font/eot

font/opentype

application/x-font-ttf

# Web Open Font Format CHOFFY 1, 8

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

applicationdfont-woff
applicationdx-font-wof f
font/woff

# Weh nen Font Frormat CLOFFY 2 A

"access
"access

"access
"access
"access

"access
"access
"access
"access
"access
"access
"access
"access
"access
"access
"access

"access

"access

"access

"access

"access
"access
"access

plus
plus

plus

plus @
plus @

plus
plus
plus
plus
plus
plus
plus
plus
plus
plus
plus

plus

plus

plus

plus

plus
plus
plus

—_ = =t et et b = = = =

year"
year"

week"
seconds"
seconds"

month"
month"
month"
month"
month"
month"
month"
month"
month"
month"
month"

mont R

mont R

mont R

mont R

mont R
mont R
mont R
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ExpiresByType applicationdfont-woff2 "access plus 1 month"
# Other
ExpiresByType text/x-cross-domain-policy "access plus 1 week"

£<FilesMatch . php$:
# Do not allow PHP scripts to be cached unless they explicitly send cache
# headers themsel ves, Otherwlse a1l scripts would have to overwrlte the
# headers set by mod_expires 1f they want another caching behavior, This may
# rail 1f an ertor occurs early 1n the bootstrap process, and It may cause
# problems 1 3 non-Crupal PHP file 1s 1nstalled in & subdirectory.
# ExpilresActive OFF

£/FilesMatch:
/I fModul e
## EXFIRES CACHIHG ##

#
# ETag removal
#

# Since we're sending far-future expires, we don't need ETags for
# static content.

#  devel oper, yahoo, comspertormances Ul s, [tml #et ags

Header unset ETag

FileETag Hone

#
# 5top screen flicker In IE on C55 rollovers
#

# The following directives stop screen flicker in IE on C55 rollovers - In
# combination with the "ExplresByType” rules for 1mages (see asbovel, If
# needed, un-comment the followlmg rul es,

# Browserfiatch "MSIE" brokenvary=1

# Browserfiatch "Mozillasd, [A-9]72" brokenvary=1
# Browserfiatch "Opera” ! brokenvary

# SetEnvif brokenvary 1 force-no—-vary




# Cookie setting from Iframes
#

# Allow cookies to be set from 1frames (for TE onluyl
# If needed, uncomment and specify a path or regex in the Location directive

# <IfHodul e mod_headers, cr

# <Location />

# Header set P3P "policyref=\"/w3c/p3p xml ", CP=\"IDC DSP COR ADM DEYI TAIT PS5A PS50
IvAl IT¥Di COWD HIS OUR THD CHTV™"

#  </Location:

# <1 FHodul e

#
# Start rewlte englne
#

# Turning on the rewite engine 15 necessary for the following rules and reatures,

£IfModule mod_rewrite, o

RewriteEngine On

RewriteRule ™0, +)_Csd+2y, Cjsl csslpngl jpol gif2 g $1. %3 [L]
<41 fModul e

#
# suppress or force the "www,
#

"

at the beginning of URLs

# The same content should never be awvailable under two di frerent URLs - especially not
with and

"

# without "www " at the beginning, since this can cause SE0 problems (duplicate contentl,

# That's why you shoul d choose one of the al ternatives and redirect the other one,

# By default option 1 Cno "www, ") 15 activated Remember: Shorter URLs are sexier,
# no—-www, oFgstag phptgecl ass_b

# If you rather want to use option 2, just comment out a1l option 1 1ines
# and uncomment option 2
# ITHFORTANT: HEVER LSE BOTH ELLES AT THE SAME TIHE!



# Option 1;
# Rewrlte "www, domsin, com -3 domaln, com”

I fModule mod_tewrite, o
# RewriteCond ZCHTTPS: ! =on
# RewriteCond XCHTTP_HOSTE “www', ¢, +3% [HCT
# RewriteRule 70, 14 http #/% /81 [R=3A1, L]
</TfModul e

# Option 2

# To rewite "domain com -> www, domain com” uncomment the followlng 11nes,
# Be awsre that the following rule might not be a3 good 1dea 1f you

# use "real"” subdomains for certain parts of your website,

# <IrModul e mod_rewite c:

#  RewriteCond ZCHTTPS: ! =on

#  RewrlteCond ZEHTTP_HOST? ! “wwwt. . +& [HCT

#  RewriteCond ZCHTTP_HOST? (. +1% [HCT

#  RewriteRule ™0, #1¢ http s/ www #1781 [R=341, L]
# /T fModul e

#
# Addsremove trailing slash to Cnon-filedr URL=S
#

# Google treats URLs with and without trailing s1ashes separatel y,
# Forcing a trailing slash 15 usually preferred, but all that's really
# important 15 that one correctly redirects to the other,

# By default option 1 (force trailimg =slashy 1s activated,

# httpe 77googl ewebmast ercentral, bl ogspot, coms 261 87847t 0-51 ash-or-rot -t o-s1 350, it ml

# http /r v, 511 st apart, comsarti cl esssl ashrforwards”

# http /7ht tpd, apache, orgsldocss2 A/mi scotewr] tegul de, html #url Trailing 51ash Probl em

# Option 1;



# Kewr1te “domain comsfoo —F domaln coms oo

£IfModule mod_rewrite, o
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond #{REQUEST_URIY ! %, [a-zA-28-9141, 531 A1 #0, =)0 %
RewriteRule ™, =% /%17 [R=361,L]

/I fModul e

# Option 2
# Rewrlte "domaln, comsfoos =3 domaln, comsfoo"”

#I FModul e mod_rewr] te, o
# RewriteRule 0, #1/¢ /#1 [R=301,L7
#71 FHodul 2>

#
# Built-in f1lename-based cache busting
#

#If you're not using the build script to manage your f11ename version revl ng,
# you might want to consider enablimg this, which will route reqguests for
# Socsssstyle 201168265 c55 to socss/5tyle ocss

# To understand why this 15 Important and a better 1dea than all. css7wl 231,
# read gi thub, com/paul 111 shstitml 5-bol 1erpl 5t es/wl k1.72Yersi on-Cont rol -wl th-Cachebustl ng

# Uncomment to enabl e

# <IrfModul e mod_rewite c:

#  RewriteCond ZREQUEST_FILEHAMER ! -f

#  RewriteCond ZREQUEST_FILEHAMER ! -d

#  RewrlteRule ™0, +2% Cvd+ry, O js/ css/pngl jpgl gi fag #1, 3 [L]
# <71 FHodul e

#
# Frevent 550 cert warnl ngs
#

# Fewrlte secure reguests properly to prevent 550 cert warnlngs, e g prevent



# https: < Swww, domain com when your cert only allows https: Assecure domal n, com
# Uncomment the following 1ines to use this reature

# <IfModul e mod_rewite cx

#  RewrlteCond XCSERVER_FPORTH ! 7443

#  RewriteRule ¢, #1 https /sexampl e-domal n-pl ease-change-me coms$1 [R=361, L]
# <1 FHodul e

#
# Frevent 4984 errors for non-existing redirected rol ders
#

# without —Multivicws, Apache will give a 484 for g rewite 1 3 folder of the same name
does not exi st
# e g sbBlogihello : webmasterwor]d comsapaches 3605792 htm

Options —Mul tiviews

#
# custom 484 page
#

# You can add custom pages to handle 588 or 4983 pretty easily, 1F you 11ke,
ErtarDocument 484 /484, html

#
# UTF-8 encodi mg
#

# use utr-8 encoding for anything served textsplain or textshtml
Addbef aul tCharset utf-5

# force utf-8 for a number of file formats
AddCharset utf-8 . html . c3ss . j5 . xml . json . rss

#
# A 1ittle more securlity
#

# Do we want to advertise the exact wersion number of Apache we're runni ng?
# Frobably not,



## Thi=s can only be enabled 1f used in httpd conf - It will not work In . htaccess
# ServerTokens Frod

U

# "-Indexes" will have Apache block users from browsimg folders without 5 default document
# Usually you should 1eave this actiwvated, because you shouldn't allow everybody to surrf

t irough

# every folder on your server (which Includes rather private places 1ike CMS system
foldersa,

# Options -Indexes

# Flock access to "hidden” directories whose names begin with a period This
# 1ncludes directories used by version control systems such as Subversion or Gt
I fModule mod_tewrite, o
RewriteRule "C7°1 /% " - [F]
</TfModul e

# If your server 15 not already configured a5 such, the followlng directive
# should be uncommented in order to set PHP's register_global s option to OFF,
# This closes 3 major security hole that 15 abused by most %55 (cross-site

# scriptingy attacks, For more Information: http: /php netsregi ster_gl obal 5
#

# IF REGISTER_GLOBALS DIRECTIYE CALISES 568 THTERHAL SERYER ERFURS

#

# Your server does not allow PHP directives to be set via . htaccess, In that
# case you must make this change in your php ini file instead I you are

# using a commercial web host, contact the admini strators for assistance 1n
# doimg this Mot all serwvers allow local php inl files, and they shoul d

# include all PHP configurations Cnot just this onel, or you will effectively
# reset everything to PHP defaul t= Consul towww, php. net for more detai led

# information about setting PHP directives,

# php_rlag register_global s OFfF



