##

# EEAD THIS COMFLETELY IF YOU CHOOSE TO LUSE THIS FILE!

#

# The 1ine just below this section: 'Options +FollowSymlinks' may cause probl ems

# with some server configueations, It 1s required for use of mod_rewite, but may alteady
# be set by your server admind strator in 8 way that i ssallows changing 1t 10

# your . htaccess file,  If using 1t causes your server to error out, comment 1t out Cadd #
to

# beginning of 11nel, reload your site 1n your browser and test your sef wrl's IF they
work,

# 1t has been set by your server admin strator and you do not oneed 1t set here

##

## Can be commented out 17 causes errors, see notes above,
Options +FollowSumlinks

# disable the server s1gnature
ServersSignature OFf

# di sable directory browsi ng
Options ALl -Indexes

# enable directory browsi g
#0ptions All +Indexes

# prevent folder 115t1mg
IndexIgnore

## Mod_rewrite 10 use
RewriteEngine On

## Begin - Rewite rules to block out =some common expl ol ts,

# If you experience probl ems on your site block out the operations 11sted bel ow
# This attempts to bBlock the most common tuype of exploit “attempts’

#

# Block out any script trying to basebd_encode data within the URL.

RewriteCond #{OUERY_STRIMGY basebd_encodel “(1#%([™21+%) [OR]

# Block out any script that Includes a <scriptr tag in LURL

RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s5)+cript, =(:| #¥3E2 [HC, ORI

# Block out any script trying to set 3 PHP GLOBALS wariable wia LKL

Rewri teCond #{OUERY_STRIMGY GLOBALSC =l W[I ¥ A-9A-Z14A, 232 [OR]
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# OLOCK OJL gy Soripr Lrgorg Lo modiry 4 _FECLUCS] ydrlgol e vildg UREL,
RewriteCond ¥{0UERY_STRIMGY _REQUESTC=| [ %¥[B-9A-Z1{@, 232

# Return 983 Forbl dden header and show the content of the root homepage
FewriteRule . # index php [F]

#

## End - Rewrite rules to block out some common explol ts,

RewriteCond ¥{REQUEST_FILEMAMEX ! -d
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥C{REQUEST_FILEMAMEX ! -1

FewriteRule . +3% index php?url=$1 [05A, L]



