# Rew1 teEngl e On

# Libwww-per] Access FI1x
# Rew1teCond ZCHTTP_USER_AGEMTE 11 bwww-per], #
# RewriteRule . # — [F, L]

# Redirect www to non—www

# Rew1 teEngl e On

# Rewrl teFase /

# RewrlteCond XCHTTP_HOST? “www'. O #1% [HCT
# RewlteRule “C 1% httpe /7% /%1 [R=581,L]

# Turn eTags OFfF

# https: <sgl thub, comsucarmet 1 net ool boxebl obsmast ers11 5t s/ 5wesome-ht access, maft urn-et 55—

arf

# <IfHodul e mod_headers, cr

# Header unset ETag
<1 FHodul e

# Fil1eFETag Hone

# BEGIN GZIF

<ifmodule mod_deflate, o
AddType x-fontsotf , otf
AddType x-fontstif , Lif
AddType x-fontseol ., eot
AddType x-font woff | woff
AddType x-font woff2 , woff2
AddTupe image/x-icon . ico
AddType image/png . png
AddType textscss | css
AddType imagesswg+xml . Svg

AddOut putFilterBuTupe DEFLATE text/text text/html text/plain text/xzml text/css
applicationdx-javascript applicationsjavascript imagesswg+xml x—font/otf x—font/ttf x—

font/eot x-font/woff x-font/woff? imagesx-icon imagespng

<71 fmodul e
# EHL GETF

# BEGIH Cache-Control Headers
<1 fModul & mod_headers. o
<filesMatch "%, Cicol jpetal pngl gi fl swfy$" >

Il o dei —cl S oL Sl o1 N 2 N



AEdquer SEL LJone—Larer ol [RIN| RN

</filesMatchs

<filesMatch "5\, (cssag"s

Header set Cache-Control “public”

</filesMatchs

£filesMatch "N, O jsig" s

Header set Cache-Control “priwvate"

</filesMatchs
<filesMatch "5, Cx?himl?l phpo g

Header set

</filesMatchs

</1 fModul e

# EHD Cache-Control Headers

# Froper MIME Types
<IfModule mod_mime,

# Audi o
AddType
AddType

audi o/ mpd
audi o/ ogg

# Javascript

AddType
AddType
# ¥ideo
AddType
AddType
AddType
AddType

application/ javascript
applicationd json

wi deos mpd
videos ogg
videos webm
videosx-flv

# Web fonts

AddType
AddType
AddType
AddType
AddType
AddType

applicationdfont-woff
applicationdfont-woff2
applicationdvwnd ms-fontobject
application/x-font-ttf
font/opentype

i mage/ svg+xml

AddEncoding gzip

# Other
AddType
AddType
AddType
AddType
AddType

application/octet-stream
applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-shockwave—f1ash
applicationdx-web-app-mani fest+json

Cache-Control "priwvate, must-rewvalidate”

mda fda f4b
oga 0gg

s Jjsonp
json

mpd mdy fdv fdp
agy
webm
flw

wof f
woff2
eot

ttc ttf
atf

svQ SvQZ
SvQZ

safariextz
CFx

e

swf

webapp



Hddlype applicationsx-xplnstall %l

AddType applicationsxml atom rdf rss xml
AddType image/webp webp

AddType imagesx-icon ico

AddType text/cache-mani fest appcache mani fest
AddType textswit wit

AddType text/x-component htc

AddType text/x-vcard wiof

</IModul e
# Set Expire Headers
headers

£IfModul e mod_expires. o
ExpiresActive on

Expireshefaul t "access plus 1 month"
# L55
ExpiresByTuype text/css "access plus 1 year"

# Data I1nterchange

ExpiresByType applicationd json "access plus A seconds”
ExpiresByType applicationdxml "access plus A seconds”
ExpiresByType text/xml "access plus A seconds”

# Favicon {cannot be renamed!

ExpiresByType imagesx-1icon "access plus 1 week"

# HTAL components (HICs:

ExpiresByType text/x-component "access plus 1 month"
# HTHL
ExpiresByType text/html "access plus A seconds”

# Javascript
ExpiresByType applicationd javascript "access plus 1 year"

# Manirest files
ExpiresByTuype applicationdx-web-app-manifest+json  "access plus A seconds"
ExpiresByType text/cache-manifest "access plus A seconds”



# Medi 3

ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType

# Web feeds

ExpiresByType
ExpiresByType

# Web fonts

audi o/ ogg
image/qif
image/ jpeq
image/ png
videos mpd
videos ogg
video/ webm

application/atom+xml
applicationdrss+xml

ExpiresByTupe application/font-woff
ExpiresByTupe applicationsfont-woff2
ExpiresByTupe applicationdwnd ms-fontobject
ExpiresByTupe application/x-font-ttf
ExpiresByType font/opentype
ExpiresByTupe imagesswg+xml

<41 fModul e

# BEGIH WordFress
<IfModule mod_rewrite, o

FewriteEngine On

RewriteBase
RewriteRul e

£
“indexh, php$ - [L]

RewriteCond ¥{REQUEST_FILEMAME: ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . findex php CL]

<41 fModul e

# EHD HordFress

# Frotect wp-1ogin

# «files wp-1ogin php="">

# AuthllserFile ©7, htpasswd

# AuthHame "Private access”

# AuthType Basic

# reguire user mysecretuser
/files:

"access
"access
"access
"access
"access
"access

"access

"access

"access

"access
"access
"access
"access
"access

"access

plus
plus
plus
plus
plus
plus
plus

plus
plus

plus
plus
plus
plus
plus
plus

—_ = == = =t et

—_ = == = et

month"
month"
month"
month"
month"
month"
month"

hiour"
hiour"

month"
month"
month"
month"
month"
month"



# FProtect agains URL based exploits
# Redirecthatch 483 [

# Frotect . htaccess
<files . htaccess:
order allow, deny
deny from all
/files:

# FProtect wp-conflg php
£files wp-config php:
order allow, deny

deny from all

/files:

# [i=able directory 115t1mg

Options -Indexes

# Memory Limit
# php_wal ue memory_limit 2561

# php_wal ue upl oad_max_filesize 16/



