#
# ApachesPHP/Emoncms =settlngs:
#

RewriteEngine On
# This will enable the Rewite capabilities

RewriteCond #¥{HTTPSY ! =on
# This checks to make sure the connection 15 not already HTTPS

RewriteRule “/70, #) https //¥SERVER_MAMEZ /41 [R, L]

# This rule will redirect users from thelir original location, to the same 1ocation but
usimmg HTTFS,

# 1.2 htto /fwww, exampl e coms/foos to At tps: /7w exampl e com’f oo

# The leading =13sh 15 made optional so that this will work either In httpd conf

# or . htaccess context

# 0on't show directory 11stings for URLS which map to 3 directory,
Options -Indexes

# Fake Emoncms handl e any G689 errors,
ErrorDocument 484 /index, php

# Set the derfault handl er,
Directoryl ndex index php

# Various rewlte rul es
<IfModul e mod_rewrite, o
RewriteEngine on

# Rewite URLs of the form 'x' to the form '1ndex. php?g=x".
RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteCond #{REQUEST_FILEMAMEY ! -d
RewriteCond #{REQUEST_URIY !=/favicon. ico
RewriteRule ™0, #1% index. php?g=$1 [L, Q5A]
<41 fModul e

#
# The following ate taken from html5 boilerpl ate
# url: https: /7gi thub, comsh5boshtml 5-boi 1 erpl 3t /601 ob/mast ery, bt access

AL



#
# | Proper MIME types for all files
#

£<IfModul e mod_mime,

# Audi o
AddType audi o/ mpa mda fda fdb
AddType audiofogg 0Ja 0gg opus

# Data 1nterchange
AddType applications json Jjson map
AddType applicationsld+json jsonld

# Javascript
# Hormallze to standard toype.
# http //tools 1etf, orgshtml /rfod329%section-7, 2

AddType applications javascript is

# ¥ deo

AddType wi deo/mps fdv fdp mdv mpd
AddType wideo/ogg gy

AddType wideo/webm webm

AddType wideodx-f1w flw

# Web fonts
AddType applicationsfont-woff wof f
AddType application/vnd ms-fontobject eot

# Browsers usually 1gnore the font HIHE types and simply sniff the buytes
# to figure out the font type

# http /7mimesni £F, spec, whatwg, orgs#mat chil ng-3-font -t ype-pat tern

# Chrome however, shows 3 warning 17 any other MIME types are used for

# the rollowing fonts,

AddType applicationsx—font-ttf tto ttf
AddType font/opentype oLf



# lMake S5YES fonts work on the 1F3d,

# https: A/twi tter, comsFont Sgul rrel /st at uss1 4655640545

AddType 1 mage/ svg+xml A el
AddEncoding gzip SWOZ
# Other
AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o!
AddType applicationsx-opera-extension Qe
AddType applicationsx-web-app-mani f est+json webapp
AddType applicationsx-xpinstall xpl
AddType applicationsxml atom rdf rss xml
AddType image/webp webp
AddType imagesx-icon cur
AddType text/cache-mani fest appcache mani fest
AddType textswit wit
AddType text/x-component htc
AddType text/x-vcard wiof
/I fModul e
#
# 1 UTF-8 encodimg /
#
# Use UTF-8 encoding for anything served as textshtml ™ or textsplain,
AddDef aul tCharset utf-3
# Force UTF-8 for certain file formats,
<IfModule mod_mime, >
AddCharset utf-3 . atom . css . j5 . json . jsonld . rss . wtt . webapp . xml
/I fModul e
#
# | Compression /
#

<IfModul e mod_deflate, o>

# Force compression for mangl ed headers,

# httpoe /s devel oper, yahoo, comsbl ogssydn/post s/ 261 8.1 27 pushil ng-beyond-gz1 ppi ng



£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {1531 -{1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the followlng MIHE-types
# (for Apache versions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the “<Iffiodule mod_filter, cx’ and “</IfHodules” 11nes
# as AddoutputFilterByType 1s still in the core directivess,
<IfModule mod_filter, ci
AddOut putFilterBuTupe DEFLATE applicationsatom+xml %
applicationd javascript
applicationd json %
applicationd/ld+json &
application/rss+xml &
application/vnd ms-fontobject
applicationdx-font-ttf
application/ x—web-app-mani fest+json &
application/xhtml +xml %
applicationsxml %
fontsopentype
image/ swg+xml &
imagesx-icon %
text/css A
text/html
text/plain
text/x-component ™
text/xml
<41 fModul e

AT FModul e

#
# 1 File access /
#

# Block access to directories without 3 default documernt,

# vou should 1eave the following uncommented, a5 you shouldn't allow anyone to



# surt through every directory on your server (which may 1ncludes rather private

# places such as the CMS's directoriess,

<I fModul e mod_aut ol ndex, o
Options -Indexes
<A Modul e

# Block access to hidden riles and directories,

# This 1ncludes directories used by wersion control systems such as Git and 59K,

I fModule mod_tewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e

# FBlock access to files that can expose sensitive 1nformation,

# By default, block access to backup and source files that may be 1eft by =some
# text editors and can pose 3 securlty risk when anyone has access to them,

# http A/ feross orgsomspl of tr

# THPORTANT: Llpdate the ~<Filestiatch:  regular expression from below to 1nclude
# any riles that might end up on your production serwver and can expose sensitive
# information about your website, These files may 1nclude: configuration files,
# riles that contain metadata about the project (e g project dependenci esd,

# build scripts, etec..

£FilesMatch "C™#, =# %, (bakl configl distl flalinfcill 1ogl psdl shl sqll swlopl 2l "2 g"

# Apache « 2.3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

</TfModul e



# Apache & 23

<IfModul e mod_authz_care, c
Fequire all denied

<41 Modul e

</FilesMatchs



