<IfModul & mod_headers, ¢
Header unset ETag
AT FModul e

BrowserMatch "MSIE" brokenvary=l

BrowserMatch "Mozillasd, [B-91423" brokenvary=1
BrowserMatch "Opera” ! brokenvary

SetEnvIf brokenwvary 1 force-no-wvary

FileETag none

# Use UTF-58 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCcharset utf-5 . atom . css . j5 . json . rss ., wit | oxml

IndexIgnore *7%
Options -Indexes
Options +FollowSumlinks

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
#mod_headers, y u no match by Content-Type?!
£FilesMatch "N, Caifl pngl jpe?al sval svazl icol webp) $"
# SetEnwlf Origin “: " I5_CORS
# Header set Access-Control -Allow-0rigin "#" env=I5_CORS
£/FilesMatch:
<41 fModul e
<41 fModul e
<IfModul e mod_headets, c
¢FilesMatch ", CLtfl ttcl obfl eotl woffl font, css) "
# Header set Access-Control -A11ow-0rigin “#"
£/FilesMatch:
<41 fModul e

<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=Edge, chrome=1"
£FilesMatch "M, jsl cssl gi fl pnal jpe?
gl pdfl xmll ogal ogal mdal ogvl mpdl mdvwl webml sval swgzl eotl L1 ot fl wof £l icol webpl appocachel mani festl



Header unset X-UA-Compatible

£/FilesMatche
AT FModul e

# Javascript

#  HMHormallze to standard type (it's spiffed in IE anyways)

AddType applications javascript

AddType applications json

# Audi o

AddType
AddType

# ¥ deo

AddType
AddType
AddType
AddType

# 5

audi o/ ogg

audi o/ mpd

videos ogg
wi deos mpd
videos webm
videosx-flv

# Reguired for swg webfonts on 1FPad

#  twitter, comsFont5qul e

AddType

i mage/ svg+xml

AddEncoding gzip

# Webfonts

AddType
AddType
AddType
AddType

applicationdvwnd ms-fontobject
application/x-font-ttf
font/opentype
applicationdx-font-wof f

# Assorted types

AddType
AddType
AddType
AddType
AddType
AddType
AddType

image/ x—1icon

i mage/ webp

text/cache-mani fest
text/x—-component
applicationdxml
applicationdx-chrome-ext ension
applicationdx-opera-extension

# tools 1etf, org/html Arfod3Z29section-7, 2

s Jjsonp

json

oga 0gg
mda fda f4b

ogy

mpd mdy fdv fdp

webm
flw

A5t atuss1 4855690545

svQ svgE
svaz
ent
tif ttc
ot f
wof f
ico
webp

appcache manifest
htc
tss atom xml rdf
CHx
D,



HddType applicationsx-xplnstall xpl
AddType applicationsoctet-stream safariextz
AddType applicationsx-web-app-mani f est+json webapp

AddType text/x-vcard wiof
AddType applicationsx-shockwave-T1ash suf
AddType textswit wit
AddType image/webp webp

<IfModul e mod_deflate, o
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl ¥{1531 “{1531 {1532 % " (gzipl deflate)hs:
HAYE _Accept -Encodi ng
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding
<41 Modul e
<41 Modul e

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn.post s/261 8,1 2/ pushi ng-be
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodingl X{1531 “{1531 -{1532% " (gzipl deflateih:
HAYE _Accept -Encodi ng
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding
<41 Modul e
<41 Modul e

# Compress all output 1abeled with one of the following MIHE-types
<IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml

applicationd javascript
applicationd json %
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdxhtml +xml %
applicationdxml
font/opentype M
1 mages svg+xml
images x—1con M
text/css A
text/html 5



text/plain &
text/x-component ™
text/xml

<41 fModul e

<SIfModul e
#
# gzip compression
#

<IfModule mod_deflate, c
# force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/281 8,1 27 pushl ng-beo
IfModule mod_setenvif. c
<IfModul e mod_headets, c
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodingl X153 “{1531 -{1532% "((gzipl deflaterts,
£4,133 -{4,133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encoding
<41 fModul e
<41 fModul e

# webrfonts and svg:
¢FilesMatch "%, Ctifl otfl eotl swgd g >
SetOutputFilter DEFLATE
£/FilesMatch:

£IfModule !mod_filter,
AddOutputFilterBuTupe DEFLATE text/html text/plain text/css applicationd json
AddOut putFilterBuTupe DEFLATE applicationd javascript
AddOutputFilterBuTupe DEFLATE text/xml applicationsxml text/x-component
AddOut putFilterBuTupe DEFLATE application/xbtml+xml applicationdrss+xml applicationdatom+:
AddOutputFilterBuTupe DEFLATE imageswg+xml applicationswnd ms-fontobject applicationdx—fo

AT FModul e
AT FModul e

£IfModul e mod_expires, o
ExpiresActive on

Expireshefault "access plus 2 month"

ExpiresByTupe text/cache-manifest "access plus A seconds”
ExpiresByTupe text/himl "access plus A seconds”
ExpiresByTupe text/xml "access plus A seconds”



1

A

-

seconds"
seconds"
hiour™
hiour™
week"
mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "

mont h"

ExpiresByType applicationdxml "access plus
ExpiresByType applicationd json "access plus
ExpiresByTupe application/rss+xml "access plus
ExpiresByTupe applicationdatom+xml "access plus
ExpiresByTupe image/x-1icon "access plus
ExpiresByType imagesqgif "access plus
ExpiresByTupe imagespng "access plus
ExpiresByTupe image’s jpg "access plus
ExpiresByType image’ jpeq "access plus
ExpiresByType wideosogg "access plus
ExpiresByType audiosogg "access plus
ExpiresByTuype wideos/mpd "access plus
ExpiresByType wideoswebm "access plus
ExpiresByType text/x-component "access plus
ExpiresByType font/truetype "access plus
ExpiresByType font/opentype "access plus
ExpiresByTupe application/x-font-woff  “access plus
ExpiresByTupe imagesswg+xml "access plus
ExpiresByTupe application/vnd. ms—-fontobject "access plus 1 month
ExpiresByTuype text/css "access plus
ExpiresByTupe applicationd javascript "access plus 1 year”

<IfModul e mod_headets, c»
Header append Cache-Control
<fIfModul e

<fIfModul e

Options -Multiviews

#I fModul e mod_rew] te, o
#
#71 FModul e

£ifModul e mod_gzip. o
mod_gzip_on Yes
mod_gzi p_dechunk ‘Yes
mod_gzip_item_incl ude
mod_gzip_item_incl ude
mod_gzip_item_include mime “text/, =

mod_gzip_item_incl ude

mod_gzip_item_include mime “images. =
mod_gzip_item_gxcl ude

</1 fModul e

"public"

file M Chiml?l txtl cssl jsl phpl plo g
handler “cgi-script$

mime “applicationdx-javascript, =

tspheader “Content-Encoding . #gzip,



BrowserMatch “Mozillasd gzip-only-text/html
BrowserMatch “Mozillasdh, BLETE] no-gzip

BrowserMatch “bMSIE ! no—gzip ! gzip-onl y-text/html
BrowsertMatch “bMSILE] ! no-gzip ! gzip-onl y-text /html
SetEnvI fHoCase Request_URI %, 7 gifl jpetgl png $ no-gzip
Header append Yary User-Agent enwv=! dont-wvary

<files . htaccess:
order allow, deny
deny from all
/files:

AddOutputFilterBuTupe DEFLATE text/plain

AddOut putFilterBuTupe DEFLATE text/xml

AddOut putFilterBuTupe DEFLATE text/html

AddOut putFilterBuTupe DEFLATE text/css

AddOut putFilterBuTupe DEFLATE imagesswg+xml

AddOut putFilterBuTupe DEFLATE applicationsxbtml+xml

AddOut putFil terBuTupe DEFLATE applicationsxml

AddOut putFilterBuTupe DEFLATE applicationsrss+xml

AddOut putFilterBuTupe DEFLATE applicationdatom_xml

AddOut putFilterBuTupe DEFLATE applicationdx-javascript

AddOut putFilterBuTupe DEFLATE applicationdx-httpd-php

AddOut putFilterBuTupe DEFLATE applicationdx-httpd-fastphp

AddOut putFilterBuTupe DEFLATE applicationsx-httpd-eruby

SetOutputFilter DEFLATE

SetEnvI fHoCase Request_URI %, ¢ gifl jpe?gl pngd$ no-gzip dont-wary

SetEnvI fHoCase Request_URI %, 7 exel t7gzl zipl bz2l sitl rar)$ no-gzip dont-wary
SetEnvI fHoCase Request_URI %, O7 pdfl avil movl mp3l mpdl rm) % no-gzip dont-vwary

<IfModul e mod_rewrite, o

RewriteEngine On

RewriteCond ¥{REQUEST_METHOD: “TRACE

RewriteRule . % - [F]

#Rewr] tefase swwwpresent at 1 ons

# FRewrlteCond XHTTPSE of f

# FRewriteRule (. %) https: //sephirothgeek, chy ZREQUEST_LURLY  [05A, L. F=3611
#Rewr] teCond ¥CHTTF_HOST? “https: //ss16, ovh net/"sephi rot/cohortes/s
#RewriteRule , 1 https: /75516, ovh, nets " sephi rot /S REQUEST_LRLY [L]



#1f adirectory or a file exists, use 1t directly
#Rewr] teCond ZREQUEST_FILEHAMER | -f
#Rewr] teCond ZTREQUEST_FILEHAMER ! -d

# otherwi se forwsd It to 1ndex php
#Rewrl teRul & . 1ndex, php

#Rewrl teCond XCHTTPSE off

# First rewite to HTTPS:

# 0on't put www, here If It 15 already there 1t will be 1ncluded, 1f not
# the subsequent rule will catch 1t

#Rewr1 teRule 7, #1% https: </ XCHTTP_HOST? BEREQUEST_URI? [L, R=34117

# change 77 to ~
# Rewrl teCond ZCREQUEST_FILEMAME? “TA-Z113 9% A0, #1040, #1 HTTPS [HCT
# RewriteRule © #§ https: /7 XCHTTP_HOSTHA %1/ %2 [R=53481, L]

# RewriteRule "C71/0%. " - [F]
RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteCond #{REQUEST_FILEMAMEY ! -d
RewriteCond $1 ! “0indexh, phpl
RewriteRule ™0, +)% index. php?$l [PT, L, 0SA]

RewriteCond %{SCRIPT_FILEMAMEY -d COR]

RewriteCond #LSCRIPT_FILEMAME:Y -f
RewriteRule "C71 /2% " - [F]
AT FModul e

¢FilesMatch "%, Cbakl configl sqll flal psdl inil 1ogl shl incl swpl distal " "
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:

# Increase cookle securlty
<IfModule phpS_modul e

php_value session, cookie_httponly true
<41 fModul e

# Tmp for 1arge dats upl osds



<IfModul e mod_php5, >
php_walue upload_max_filesize GBAM
php_walue post_max_size BAM
<fIfModul e



