FewriteEngine on
# Unless you have set 3 different RewlteFase preceding this
# point, you may delete or comment-out the followl ng
# Rewrl teBase directive:
RewriteBase /
# 17 this request 1s for "7" or has already been rewitten to WP
RewriteCond $1 “Cindexh, phpr 7% [OR]
# or If reqguest 15 for Image, css, or js fl1le
RewriteCond $1 % Cgifl jpgl cssl jslicod$ [CHC, ORI
#or If URL resolves to existing file
FewriteCond ¥{REQUEST_FILEMAMEY —f [OR]
#or If URL resolves to existing directory
FewriteCond ¥{REQUEST_FILEMAMEY -d
# then skip the rewite to WP
RewriteRule (., #)% - [5=11]
# else rewite the reqguest to WP
RewriteRule . /index, php [LI
php_value memory_limit 256M
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl ¥{1531 {1531 =153 % “((gzipl deflatelsss, 7
W)+ [KY-11{4d, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding

# Compress all output 1abeled with one of the followlng MIHE-types

AddOut putFilterBuTupe DEFLATE applicationsatom+xml %
applicationd javascript
applicationd json %
application/rss+xml &
application/vnd ms-fontobject
applicationdx-font-ttf
application/xhtml +xml %
applicationsxml %
fontsopentype
image/ swg+xml &
imagesx-icon %
text/css A
text/html
text/plain
text/x-component ™
text/xml



#
# Expites headers (for better cache controll
#

# These are pretty far-future explres headers,
# They assume you control wersioning with £11ename-based cache bustimg
# Addi tionally, consider that outdated proxies may miscache

- -

#  www, stevesouders, comsbl ogs2aaGE, gy 23/ rewvvl ng-r1 1 enames-dont —~use-querystri mgs

# I you don't use filenames to version, lowsr the C55 and J5 to something 11ke

# "access plus 1 week”,

ExpiresActive on
# Perhaps better to whitellst expires rul es? Perhaps,
Expireshefaul t "access plus 1 month"
# cache, appcache needs re-requests In FF 5 6 (thanks Remy “Tntroduci mg HTHLE
ExpiresByType text/cache-manifest "access plus A seconds”

# Your document html

ExpiresByType text/himl "access plus A seconds”
# [ata

ExpiresByTuype text/xml "access plus A seconds”

ExpiresByType applicationdxml "access plus A seconds”

ExpiresByType applicationd json "access plus A seconds”
# Feed

ExpiresByTupe application/rss+xml "access plus 1 hour”

ExpiresByTupe applicationdatom+xml "access plus 1 hour”

# Favicon {cannot be renamed)

ExpiresByTupe image/x-1icon "access plus 1 week"

# Medi s 1mages, wideo, audio

ExpiresByType imagesqgif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"

1 month"

ExpiresByType audiosogg "access plus



ExplresBylype v1deosmpd "access plus 1 month”
ExpiresByType wideoswebm "access plus 1 month"

# HTC files (css3plel
ExpiresByType text/x-component "access plus 1 month"

# Webrfonts

ExpiresByType applicationd/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType application/x-font-woff  “access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"

ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"
# C55 and Javascript

ExpiresByTuype text/css "access plus 1 year”

ExpiresByType applicationd javascript "access plus 1 year”

£<FilesMatch " “Cwp-login, phpd"s
Order ALLow, Deny

# Add your website domain name
Allow from 1ocal host

Allow from 192 165 169
£/FilesMatch:

# BEGIH WEESITE SFEEL EOOST
# Time cheat sheest 1n seconds

# Al 72508 = 2 days
# A21 59288 = 1 month

# Test which ETag setting works best on your HostsServersWebsite
# with Firefox Firebug, Firephp and ¥slow benchmark tests,

#F11eETag HTIme 51ze

# Remove the ETag Centity tagh response header f1eld

Header unset ETag
FileETag none



£IfModul e mod_expires
ExpiresActive on

(e

ExpiresByTupe images jpg A4335408

ExpiresByTupe imagesgif A4335408

ExpiresByType images jpeq A4833480

ExpiresByTupe images/png A4335408

ExpiresByType wideo/webm A4833480

ExpiresByTupe applicationsx-shockwave-flash A4335408

ExpiresByTupe applicationdx-javascript R4835488

ExpiresByTupe applicationd javascript R4835488

ExpiresByTupe text/javascript R4835488
ExpiresByTupe text/css A4835488

# Default 15 2 days below so the 11ne above 15 not needed  commented out

Expireshefault Al 72368
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<IfModul e mod_headers
<FilesMatch "\,

(e

¢ j3l cssl f1vl icol pdfl avil movl pptl docl mp3l wmyl wavl gi fl jpal jpedgl pngl swfl webm) " >

Header append Cache-Control "public”

£/FilesMatchs
<FilesMatch "5\, Ctxtl bt

mlyg" >

Header append Cache-Control " proxy-revalidate”

£/FilesMatchs

¢FilesMatch "%, Cphpl cail pll btml xml 2 $" >
Header set Cache-Control "priwvate, no-cache, no-store,

Header set Pragma "no-
£/FilesMatch:
<SIfModul e

<IfModule mod_deflate
# Insert filters

Addout putFilterBuType
Addout putFilterBuType
Addout putFilterBuType
Addout putFilterBuType
Addout putFilterBuType
Addout putFilterBuType
Addout putFilterBuType

cache"

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

text/plain

text/html

text/xml

text/css
applicationdxml
applicationdxhtml +xml
applicationdrss+xml

proxy-revalidate, no-transform®



AddOut putFilterBuTupe DEFLATE applicationd javascript
AddOut putFilterBuTupe DEFLATE applicationsx-javascript
AddOut putFilterBuTupe DEFLATE applicationsx-httpd-php
AddOut putFilterBuTupe DEFLATE applicationdx-httpd-fastphp
AddOut putFilterBuTupe DEFLATE images swg+xml

# [Drop probl ematic browsers

BrowserMatch "Mozillasd gzip-only-text/himl
BrowserMatch "Mozillasdh, BLETE] no-gzip
BrowserMatch “bMSILE] ! no-gzip ! gzip-only-text /html

# Make sure proxies don't deliver the wromg content
Header append Yary User-Agent enwv=! dont-wvary
</TfModul e

# EHD WEESITE SFEED EOOST

# WF AUTHOR EMWURERATION BOT FROBE FPROTELCTION

# which results 1n 5 standard 84 error, To the hacker bot

# 1t appears that this author does not exist without givimg

RewriteCond #L0UERY_STRIMGE “author=C[BA-912<1, 3% [HC]
RewriteRule "0, #)4% $17author=999999 [L]

£FilesMatch " xmlrpch, phpl wp-trackbacks, php)" >

Order Deny, ALLow

# Whitellst Jetpacks Automattic CIDR IF Address Blocks
Allow from 192 8, 64, 8715

Allow from 289 15 @, 8716

Allow from B6 155 @, 8717

Deny from all

£/FilesMatch:

# BF5 FOST Reguest Attack Protection

RewriteCond #¥{REQUEST_METHODY POST [HCI

# HEVER CORFENT OUT THIS LIHE OF CODE BELOW FOR AHY REASOH
FewriteCond ¥REQUEST_URIY ! ™ #/wp-admin/ [HC]

# HEVER CORFENT OUT THIS LIHE OF CODE BELOW FOR AHY REASOH
RewriteCond ¥{REQUEST_URIY ! ™ #/wp-cton, php [HC]

# HEVER CORFENT OUT THIS LIHE OF CODE BELOW FOR AHY REASOH



RewriteCond #{REQUEST_URIY ! ™ +#/wp-login, php [HC]

# Whitelist the WordPress Theme Customl zer

FewriteCond #¥{HTTP_REFERERY !, #/wp-admin/customize. php

# Whitellst SML-RPC Fingbacks, JetFPack and Kemote FPosting POST Reguests
FewriteCond #¥{REQUEST_URIY ! ™ #/xmlrpc. php [HC]

# Whitellst Hetwork! Multisite 51gnup POST Form Reguests
FewriteCond #¥{REQUEST_URIY ! ™ +/wp-signup. php [HCI

# Whitellst Hetwork/ Multisite Activate POST Form Reguests
FewriteCond ¥REQUEST_URIY ! ™ #/wp-activate. php [HCI

# Whitellst Trackback FPOST Reguests

FewriteCond #¥REQUEST_URIY ! ™ #/wp-trackback, php [HCI

# Whitellst Comments POST Form Reguests

FewriteCond ¥{REQUEST_URIY ! ™. #/wp-comments-post, php [HC]

# Example 1@ Whitellst S5tar Ratimg Calcul ator POST Form Reguests
FewriteCond ¥{REQUEST_URIY ! ™ +#/star-rating-calcul ator, php [HCI
# Example 2 Whitellst Contact Form FOST Reguests

RewriteCond #{REQUEST_URIY ! ™ #/contacts [HC]

# Example 3@ Whitellst FayFal IFH AFI 5script FOST Reqguests
FewriteCond ¥REQUEST_URIY ! ™ +/ipn_handler. php [HCI

RewriteRule “C, #3% - [F]

<IfModul e mod_headers, ¢

# Usimg DEHY will block all 1Frames 1ncluding IFrames on your own website
# Header set X-Frame-0ptlons DEHY

# Recommended: SAMEORIGIH - 1Frames from the same site are allowsd - other sites are
bl ocked

# Block other sites from di splaying your website 1n 1Frames

# Frotects agalnst C11ckjacklng

Header always append x-Frame-0ptions SAMEORI GIH

# Frotects against [0l ve-by Downl oad 5t tacks

# Frotects agalnst HIHESContent.sData snl F11mg

Header set X-Content-Type-Options nosniff

/I fModul e

<IfModul e mod_headers, ¢

# Usimg DEHY will block all 1Frames 1ncluding IFrames on your own website

# Header set X-Frame-0ptions DEHY

# Recommended: SAMEORIGIH - 1Frames from the same site are allowsd - other sites are
bl ocked

# Block other sites from di splaying your website 1n 1Frames

# Frotects agalnst C11ckjacklng



Header alwaus append ¥-Frame-0ptions SAMEORIGIH
# Frotects against Orive-by Downl 030 3t tacks

# Frotects agalnst HIMESContentsbata sni £1mg
Header set X-Content-Tupe-Options nosniff
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