# BEGIH All In One WP Securlty
#AIOWFS_EBLOCK_KWF_FILE_ACCESS_START
<files license tuxt:

aorder allow, deny

deny from all

/files:

<files wp-config-sample. phps:

aorder allow, deny

deny from all

/files:

<files readme. html >

aorder allow, deny

deny from all

/files:
#AIOWFS_BLOCK_WF_FILE_ACCESS_EHD
#AIOWFS_EBASIC_HTACCESS_RLULES_START
<files . htaccess:

aorder allow, deny

deny from all

/files:

Serversignature OFf
LimitRequestBody 182488608

<files wp-config. php:

aorder allow, deny

deny from all

/files:

#AI OWFS_EBASIC_HTACCESS_RLULES_EHD
#AI OLFS_FIHGEACK_HTACCESS_RLULES_START
£IfModule mod_alias. o
RedirectMatch 483 /0, #)/xmlrpch, phpk
<A1 fModul e

#AI OWFS_FIHGEACK_HTACCESS_RLULES_EHD
#AI OWFS_0OI SAGLE_THDES_ YT EWNS_START
Options ALl -Indexes

#AI OWP5_0I SABLE_ T HDES_ T ENS_EHD

#AI OWFS_0OI SAGLE_ TEACE_ TEACK_START
FewriteEngine On

FewriteCond ¥{REQUEST_METHOD: “( TRACEl TRACK)
RewriteRule . & - [F]

#AI OWFS_0I SAGLE_ TEACE_ TREACK_EHD
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RewriteCond ¥{REQUEST_METHOD: =POST

RewriteCond #CHTTP: VIAX#CHTTP: FORWARDED: #CHTTP: USERAGEMT _WIAX #{HTTP: X_FORWARDED _FOR: %CHTTR: |
RewriteCond #CHTTP: ¥PROXY_COMMECTI OMX #{HTTP: HTTP_PC_REMOTE _ADDRY %{HTTP: HTTP_CLIEMT_IPY ! “%
FewriteCond ¥REQUEST_URIY ! “/Cwp-1o0gin. phpl wp-admind| wp-content /plugi nsd| wp-includesss, = [t

RewriteRul e

% — [F,H5, L]

#HI OWFP5_FOREID_FROXY_COMMENTS_EHD
#AIOLFS_DEHY_BAD_OUERY_STRIHGS_START

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteRul e

ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
“o#1$ - [F,L]

tag= [HC, OR]

ftp [HC, OR]

http [HC, OR]

https: [HC, OR]

mosConfig [HC, OR]

“, #(global 5l encodel 1ocal hostl 1oopback), = [HC, OR]

Oy A" EREY, #0request| insert] uni onl decl arel drop) [HC]

#AT OWFS_DEHY_EBAC OUERY STRIHGS_ EME
#AT OWFPS_ACYAWCED CHAR STRIHG_FILTER_START
<IfModule mod_alias. c»
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Fedl rectMatch
RedirectMatch
RedirectMatch
RedirectMatch
RedirectMatch
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RedirectMatch WETE
RedirectMatch 483 WE7C
RedirectMatch 483 ME7D
# COMMOM FATTERHS

Redirectmatch <83 % _wpl
RedirectMatch
Redirectmatch
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Redirectmatch db’ _name

sel ecthi
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Redirectmatch
comvert s
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=
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Redirectmatch
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Redirectmatch
RedirectMatch
Redirectmatch

WAqueryhs
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ImpEvData
% AMLHTTP
proxydenty
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Redirectmatch
RedirectMatch
Redirectmatch

functionh.
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remoteFile
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Redirectmatch SEFYErTames
Yarptmodeh=

sysh _cpanel
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RedirectMatch
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db' _connect
doedi tconfig
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checkh _proxy
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systemh _user
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Redirectmatch
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Redirectmatch <83 optionh_wvalue
RedirectMatch 483 refh, outcontiol

# SPECTFIC EXPLOITS
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Redi rectMatch
Redi rectMatch
Redi rectMatch
Redi rectMatch
Redi rectMatch
Redirectmatch
Redi rectMatch
Redi rectMatch
Redirectmatch
Redi rectMatch
Redi rectMatch
Redi rectMatch
Redirectmatch
Redi rectMatch
Redi rectMatch
Redirectmatch
<A1 fModul e

#AI OLFPS_ADYAKCED_CHAR_STRIMG_FILTER_EHD

STARET

#AL OWFS_FT YE_
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Erarsh,
configh,
includeh,

di spl au.
reqi stert,
passwords,
mai noore',
authori zeh,
mactomat esh,
heads _authh,

submits_1inksh,
changeh _actiont,

comy_facilefarmsss
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G_BLACKLIAT_

admin'_dbhs_utilitiesy,
admint. webrings., docsh,
Tabl e’ /Latests/1ndexh,

# 57 BLACKLIST/FIREWALL 2A1.5
# @ http /7peri shabl epress, comsbg-b1 ackl 1 5t -261 5

# 5SGr [ULERTY

FewriteEngl ne
RewriteBase /

e

Rewri teCond

ko

Rewri teCond

ko

Rewri teCond

ko

Rewri teCond

e

Rewri teCond

e

Rewri teCond

ko

Rewri teCond
RewriteCond %
RewriteRul &

AT Modul e

STRIHEST
<IfModul e mod_

rewrite, o
on

&LUUERY _STRIHGX:
&LUUERY _STRIHGX:
&LUUERY _STRIHGX:
&LUUERY _STRIHGX:
&LUUERY _STRIHGX:
&LUUERY _STRIHGX:
&LUUERY _STRIHGX:
&LUUERY _STRIHGX:
% = [F]

# 5SGr [USER AGEHTST

<IfModul e mod_
# 5SetErnvl FHoL.
SetEnvIfHoCas

setenvif, o
ase Llser—-Hgent

e User-Agent

8T EEEY, =04 ] %30 [HC, OR]D

[ javascript: 2, =04 [HC, OR]

[l ¥30), #script, =0 %30 [HC, OR]

CWA W WAL= =HETEY [NC, ORI

Cup N EREY, #Cunionl sel ectl insert] dropl updat el mdSl benchmark| o
i basebd_encodel 1ocal hostl mosconfigy [HC, ORI

{booth, inil echo, #kael etc/passwd) [HC, OR]

CGLOBALSI REQUESTX C=I SO %Y [HCI
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i binlarl casper! cmsworl dmapl comodol di avoll dotbot| feedfinder! f1ickyl i a_archiver! jakartal kmocre
keep_out

£limit GET POST PUT:

Order ALLow, Deny

Allow from all

Deny from env=keep_out

£flimit:

<SIfModul e

# 56 [REQUEST STRIHGST

£IfModule mod_alias. o

RedirectMatch 483 Chttps?l fipl phpa': /7
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# 56 [REGLEST METHODT

<ifModule mod_tewrite, o

FewriteCond ¥REQUEST_METHOD: “C TRACEl TRACK)
RewriteRule .+ - [F]

<SIfModul e



# 56 [BAD TFP5]
¢limit GET POST PUT:
Order ALLow, Deny
Allow from all
# uncomment.<edi ts/repeat next 1ine to block IFPs
# Deny from 123 456, 759
<Alimit
#HI OWFP5_FIVE_G_BLACKLI ST_EHD
# EHD ALl In One WP Securlty
# BEGIH W3TC Browser Cache
<IfModul e mod_deflate, o
<IfModul & mod_headers, ¢
Header append Yary User-Agent env=! dont-wvary
/I fModul e
<IfModule mod_filter, c
AddOutputFilterBuTupe DEFLATE text/css text/x-component applicationdx-javascript apy
image/svg+xml textiplain text/xsd text/xsl text/wxml imagesx-icon applicationsjson
<IfModule mod_mime, >
# DEFLATE by extension
AddOutputFilter DEFLATE js css htm html xml
/I fModul e
/I fModul e
/I fModul e
# EHD WZTC Browser Lache



