#

# Apache-FHP-FI x1e . ht access

#

# Fixie Powsred Cwww getplxie co, uk)

# Licence: BGMHU General Public License w3

# Fixie Copyright (Cr 265 - Scott Evans

# This program 15 free software you can redistribute 1t andsor modi fuy
# 1t under the terms of the GHU General Fublic License as published by
# the Free Software Foundation, either version 3 of the License, or

# (at your optiond any 1ater version,

# This program 15 distributed in the hope that it will be useful,
# but WITHOUT AHY WARRAMTY: without ewven the 1mplled warranty of
# MERCHANTAEBILITY o FITHESS FOR A FARTICULAR FLEFOSE, See the

# GMHU General Public License for more detalls.

# Vvou should have recelved 3 copy of the GHU General Fubllc License
# along with this program If not, see httpe v gno, orgel 1 censes:

# www, getpl xie co uk

# This file was sutomstically created for you by the Fixie Installer,

# ., htaccess rules - Start !

# Set the default charset
AddDef aul tCharset UTF-5

# Set the derault handl er,
Directoryl ndex index php

# Rewrite rules - Start !
£IfModule mod_rewrite. o
Options +FollowSumlinks
RewriteEngine On

1

# If your site can be sccessed both with and without the 'www ' prefix oo

# can use one of the following settings to redirect users to your preferred

it} =JiaL .- HITTII - HITTIIANIT 2L - L. ot



# UFEL, E1LIIE MWL O KLaoc) e wolld, Hrer1.x,

# By default your users can usually access your site using htto <Sww, goust te com
# or http //yowrsite com but it 15 highly advised that you use the

# actual domain http: /fyowsite com by redirectimg to it using this file

# because http: < /v, yoursite com 15 simply 3 subdomain of http: Zfyow=si te com

# the www, 15 pointless in most 3pplications,

# Choose OHLY ore option:

# To redirect all users to access the site WITH the "www ' prefix,
# Chttp #/yoursite coms, ., will be redirected to http /7w, yoursite coms, . 2

# adapt and uncomment the following two 11nes

# Rewrl teCond ZCHTTP_HOST: “yowsite', comg [HCT
# RewriteRule 70, 1% http #/www, yourst te coms gl [L, R=38117

# This next one 15 the one everyons 15 advised to select,

# To redirect all users to access the site WITHOUT the 'www, ' preflx,
# Chttp s www, youest te coms, ., will be redirected to http //yoursite comd. . 0

# uncomment and adapt the following two 11nes

# Rewrl teCond ZCHTTP_HOSTE “www', yoursi tet, comg [HCT
# RewiteRule ™0, 1§ http </you-site coms gl [L. R=3817

# You can changs the RewiteBase 1f you are using pixie 1n
# a3 subdirectory or 1n 3 ¥irtual Document Root and clean url s

# do not function correctly after you have turned them on !
FewriteBase /pixiel

# Rewrite rules to prevent common exploits - 5tart

# FBlock out any script trying to basebd_esncode junk to send wia URL
RewriteCond ZC0UERY_STRIMGY basebd_encode. =M(, %) [0OR]

# FBlock out any script that Includes a <script: tag in URL
RewriteCond %{OUERY_STRIMGY ¢h\<I ¥3C), #script., =081 ¥3E) [HC, OR]

# FBlock out any script trying to set a PHP GLOBALS wariable wia URL
RewriteCond %{OUERY_STRIMGY GLOBALSC=| “[I “¥[B-9A-Z1{8, 232 [0OR]

# Block out any script trying to modify & _REQUEST wariable wia URL
RewriteCond ¥{0UERY_STRIMGY _REQUESTC=| [ %N¥[B-9A-Z1{@, 232

# send all blocked request to homepage with 483 Forbi dden error!
FewriteRule 0, #)% index php [F, L]



# End - Kewrite rules to prevent common explol ts

# Fixie's core mod rewite rules - Start
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule 0, ) index. phpT¥C0UERY_STRIMGY C[LI

# End - Fixie's core mod rewlte rules

<A1 Modul e

# End - rewrite rules

# Protect files and directories

£FilesMatch "N, Cenginel incl infol installl modul el profilel testl pol shl . #sgll themel tplcs, php
| xtmpll svn-base)$l “(code-styles, pll Entries. # Repositoryl Rootl Tagl Templ atel all-

wcpropsl entriesl format) $" >

Order allow, deny

£/FilesMatch:

# 0on't show directory 11stings for URLS which map to & directory
Options -Indexes

# Make Fixie handle any 4984 errors
ErrorDocument <8< /index php

# Deny access to extension xml files (Comment out to de-activate b - Start .
Files ™ "\, xmlg">

Order allow, deny

Deny from all

Satisfy all

£/Files:

# End - Deny access to extension xml files

# Deny access to htaccess and htpasswd f1l1es (Comment out to de-activate b - Start !
<Files ™ "u, htg">

order allow, deny

deny from all

Satisfy all

£/Files:

# End - Deny access to extension htaccess and htpasswd £11es



# Extra rfeatures - Start !

# Requires mod_explres to be enabled mod_explres rules - Start
<IfModul e mod_expires, o

# Enable explrations

ExpiresActive On

# Cache all files for 1 wesk after access (A2,
Expireshefault ABBASAR

# Do not cache dynami cally generated pages,
ExpiresByType text/html Al

<A1 fModul e

# End - mod_explres rul es

# End - Extra reatures

# End - . htaccess rules



