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HUB AR AR AR AR AR AR AR AR R R AR AR
## enable rewltes

Options +FollowSumlinks
RewriteEngine on

HUB AR AR AR AR AR AR AR AR R R AR AR
## workaround for HTTF authorl zation
## 1n CGI envi ronment

RewriteRule . * — [E=HTTP_AUTHORI ZATION: %{HTTP: Authorization]

AR RR AR R R R AR AR R R AR AR RS
## TRACE and TRACK HTTP methods di sabled to prevent X555 attacks

RewriteCond #LREQUEST_METHOD: “TRACLEK]
RewriteRule . # - [L, R=485]

HERRR AR R R RN R R AR R RRR R AR RRRRRRR IR
## never rewlte for existing files, directories and 11nks

RewriteCond %{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAME: ! -d
RewriteCond ¥{REQUEST_FILEMAMES ! -1

HERRR AR R R RN R R AR R RRR R AR RRRRRRR IR
## rewlte everything else to 1ndex php

RewriteRule ™0, #)% findex php CL, 05A1

AR RR AR R R R AR AR R R AR AR RS
## prevent access to the config xml

RewriteCond #¥{HTTP_REFERERY ! “http: /¢ Cwwws, 2 7local host [HCI
RewriteCond ¥{HTTP_REFERERY ! “http: /¢ Cwwwy, ) 7local host, =% [HC]

RewriteRule M Cxml2$ - [FI

AT Modul e



