RedirectMatch 483 /., =%

<IfModul e mod_rewrite, o
FewriteEngine On
RewriteBase

# o
# RewrlteCond XCHTTP_HOST: “hbendbabyl ove'. [HCT
# FRewlteRule ™0 #1g httpr /7 www bendbabyl ove, coms$l [R=3A1, L]

# RECOUEST METHODS FILTEREL
FewriteCond ¥REQUEST_METHOD: “{HERDI TRACEI DELETEI TRACKI DEBUG) [HCI
RewriteRule ~C, #24% - [F,LI]

# Lpl oaded content
RewriteRule "/ 7wp-content/uploads/C, 2% http //bblfiles 53 amazonaws. comwp-content /upl oar

# BF55E BFS QUERY STRIMG EXFLOITS

# The 11bwww-per] User Agent 15 forbldden - Many bad bots use 11bwww-per] modul 85, but =0

# Good sites such as W30 use 1t for thelr W3C-LinkCheckesr

# Add or remove user agents temporarily o permanently from the first User Agent Filter b

# If you want 3 1ist of bad bots / User Agents to block then scroll to the end of this £i.

RewriteCond #{HTTP_USER_AGEMT ©1ibwww-perl! wget! pythonl niktaol curll scanl javal winhttpl clshi

FewriteCond ¥CHTTP_USER_AGEMTI #BAI ¥ADI %271 #3C1 ¥3El ¥BA) [HC, OR]

RewriteCond ¥CHTTP_USER_AGEMTZ 1<l =1 1" %21 5G] 2AAI ¥ADI ¥221 %271 %281 %301 ¥3E1 ¥AA), =011 buw-
perll wget! puthonl niktol curll scanl javal winhttpl HTTrackl cl shttpl archi verl 1oader| emaill harvest]

FewriteCond ¥{THE_REQUEST 7% HTTPS [HC, ORI

FewriteCond ¥{THE_REQUESTY /%= HTTPY [HC, ORI

FewriteCond ¥{THE_REQUESTY etc/passwd [HC, ORI

RewriteCond %{THE_REOUESTY cgi-bin CHC, OR]

FewriteCond ¥{THE_REQUESTY ©#AAI A00 Y\l vwny [HC, OR1

RewriteCond #{REQUEST_URIY owsswrh, dll [HC, ORI

FewriteCond ¥{HTTP_REFERERY C¥BAI ¥ADI 271 ¥3C1 ¥3El ¥0@) [HC, OR]

RewriteCond #¥{HTTP_REFERERY . opendirwviewers, [HC, OR]

FewriteCond #¥{HTTP_REFERERY usersh. skynet'., be, = [HC, OR]

RewriteCond ¥{OUERY_STRIMGY [a-zA-Z8-9_1=http /¢ [OR]

RewriteCond ¥{OUERY_STRIMGY [a-zA-2B-9_1=C%, %\, //70+ [OR]

FewriteCond ¥{OUERY_STRIMGY [a-zA-2@8-9_1=/([a-z@-9_ 1//71+ [HC, OR]

RewriteCond ¥{OUERY_STRIMGY “=PHPLB-9a-f1{33-[B-9a-f1{d3-[A-Ia-f1{d3-[B-9a-fI1{43-[ B-9a-1:

FewriteCond ¥{OUERY_STRIMGY (4. M AN % 0 [ORD
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RewriteCond #COUERY_STRIMGY httph: [HC, OR]

RewriteCond #{OUERY_STRIMGY httpsh: [HC, ORI

RewriteCond ¥COUERY_STRIMGY =\l whl [HC, OR]

RewriteCond #COUERY_STRIMGY (., #)/s5elf/C, )% [HC, ORI

RewriteCond #LOUERY_STRIMGY “C, #)cPath=http: //C, )% [HC, ORI
RewriteCond ¥COUERY_STRIMGY Ch<l #3C), #script, =00 ¥3E) [HC, OR]
RewriteCond ¥LOUERY_STRIMGY <l ¥3C0CL"s]#s)+oript, (x| #3E) [HC, OR]
RewriteCond #COUERY_STRIMGY Ch<l #3C), #embed, (x| ¥3E2 [HC, ORI
RewriteCond ¥COUERY_STRIMGY <] ¥3C0CL"el+e)+mbed, (x| ¥3E) [HC, OR]

HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX

%< %300, =object, =0\ ¥3E) [HC, OR]

C4l %300 (0ol 00 +bject, =0 ¥3E) [HC, ORI

(<] %300, #1frame, «(\:] ¥3E) [HC, OR]

C4lE3CIC0™ 1 #10+frame, =0 ¥3E) [HC, ORI

basebd_encode. =\, #\) [HC, OR]

basebd_enl dedcodel “C1=%(0 "2 1%4) [HC, OR]

GLOBALSC = SO NELE-9A-2148, 232 [OR]

ECOUERY_STRIMGY _REQUESTC=I %[I %¥[B-9R-21{A, 232 [OR]

ZLOUERY _STRIMGY ™, CANDIENTENCE N €] ] %30 %3el ¥5bl ¥5dy,  [HC, OR]

ECOUERY _STRIMGY ™ #ChxBAI NxBdl \xBa3l YxBdl bl bl vxZ8l \x3cl vx3el hxSbl vx5dl W7, «

ECOUERY _STRIMGY ¢HULLI OUTFILEI LORD_FILE» [ORI

ZLOUERY _STRIMGY % AN, AN, Ar+imotd etcl bind [HC, ORI

ECOUERY_STRIMGY (local hostl loopbackl 127, 8%, 8%, 12 [HC, OR]

ECOUERY _STRIMGY ©<I ="' | ¥BAI ¥A0I %271 ¥3CI1 ¥3EI ¥88) [HC, OR]

ZLOUERY_STRIMGY concatl ™ ¢I=%( [HC, ORI

ZLOUERY _STRIMGY union(["slss)+elect [HC, OR]

ZCOUERY _STRIMGY union([™al=a)+11C(["sl+s)+elect [HC, OR]

ZCOUERY _STRIMGY L <l =" 1M1 N1 #BAl ¥8DI %221 %271 €301 ¥3EI ¥08), =

i /%¢l unionl sel ectl insert| dropl del etel updatel castl createl charl convertl al terl decl arel order| sct

[HC, ORI
RewriteCond

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

HCOUERY _STRINGY Csp_executesgly [HCI

RewriteRule ™, =24% - [F,L]

FewriteRule “indexh. phpd - [LI
RewriteCond #REQUEST_FILEMAMEY ! -f
RewriteCond #REQUEST_FILEMAMEY ! -d

RewriteRule . /index, php [LI
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