#
# Adds some security for the Apache server conflguration for use with

# yilZ-3pp-practical templ ate,

# Bauthor Kartik Yisweswsran <kartlkvE6gmall, com:
# Asee httpe //demos, krajee coms'spp-practl cal

#

U

# "-Indexes" will have Apache block users from browsing folders without 3 defsult document
# Usually you should 1eave this activated, because you shouldn't allow everybody to surf
t frrough
# every rfolder on your server (which 1ncludes rather private places 11ke CHS system
fol ders,
£l fModule mod_autol ndex, o
Options -Indexes

AT Modul e

# Block access to "hidden” directories whose names begin with 5 period This
# Includes directorles used by version control systems such a5 Subversion or GIE,
£IfModule mod_rewrite. o
RewriteCond #¥{SCRIPT_FILEHMAMET -d
RewriteCond #{SCRIPT_FILEMAME: -f
RewriteRule "C71 /% " - [F]
<A1 fModul e

# Block access to backup and source fI11es
# This files may be 1eft by some textshtml editors and
# pose 3 great security danger, when someone can access them
£FilesMatch "o, Cbakl configl sqll flal psdlinil 1ogl shl incl swpl distal "2 g" >
Order allow, deny
Deny from all
Satisfy ALl
£/FilesMatch:

# Increase cookle securlty
<IfModule phpS_modul e

php_value session, cookie_httponly true
<A1 fModul e

# Settings to hide 1ndex php and enswue pretty urls
RewriteEngine on



#1f a directory or a file exists, use 1t directly
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d

# otherwl se forwsd 1t to 1ndex, php

FewriteRule . index php



