##

# Bpackage Jooml &

# Bopyright  Copyright 0 2AES - 2612 Open Source Matters, All rights reserved,
# @l1cense GHU General Public License version £ or 1ater: see LICEWSE. txt

##

##

# EEAD THIS COMFLETELY IF YOU CHOOSE TO LUSE THIS FILE!

#

# The 1ine just below this section: 'Options +FollowSymlinks' may cause probl ems

# with some server configurations, It 1s required for use of mod_rewite, but may alteady
# be set by your server admind strator in 8 way that i ssallows changing 1t 10

# yowr . htaccess file,  If using 1t causes yowr server to error out, comment 1t out Cadd #
to

# beginning of 11nel, reload your site 1n your browser and test your sef wrl's  IF they
work,

# 1t has been set by your server admini strator and you do not need It set here

##

## Fix Font error for Chroms

AddTupe applicationsx-font-woff woff
AddTupe application/x-font-ttf tif
AddTupe applications/wnd ms-fontobject eot
AddTupe imagesswg+xml Svg

# FileFTag Hone 15 not enough for every server,
<IfModul & mod_headets, c

Header unset ETag
<A1 fModul e

FileETag Hone
<IfModul e mod_defl ate, ¢

# Force compression for mangl ed headers,
# httpoe srdevel oper, yahoo, comsbl ogssydnspost s/ 2681 8.1 27 pushl ng-beyond-gz1 ppi ng
£IfModule mod_setenvif. o
<IfModul & mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {153 -C1530 %

“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
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FEEJQUESLNEJUEr JPPENd ACCEPL—CncaaLryg Il P, derl dre Elv—AAYC _HACCEpL—Cricoal ng
AT Modul e
AT Modul e

# Compress all output 1abeled with one of the following MIME-types
# (for Apache wersions below 2 5 7, you don't need to enable “mod_filter’
# and can remove the <IfModule mod_filter c:’ and ~</IfHodulex  11nes
# a5 AddoutputFilterByType’ 1s still in the core directives),
IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json
applicationdrss+xml %
application/vnd ms-fontobject
applicationdx-font-ttf *
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype M
images svg+xml
images x—1icon M
text/css A
textshtml
text/plain &
text/x—component
text/xml
</TfModul e

</ 1 fModul e
# The rfollowlng explres headers are set pretty far in the futwe I you don't
# control wversioning with rilenams-based cache busting, consider 1owering the

# cache time for resources 1ike C55 and J5 to something 11ke 1 week,
£IfModul e mod_expires. o

ExpiresActive on
Expireshefaul t "access plus 1 month"

# L5
ExpiresByTupe text/css "access plus 1 year”



# Liata 1nterchangs

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

applicationd json
applicationdxml
text/xml

# Favicon Ccannot be renamed!

ExpiresByTupe

1 mage/ x-1con

# HTAL components (HICs:

ExpiresByTupe

# HTHL
ExpiresByTupe

# Javascript
ExpiresByTupe

text/ x-component

text/html

application/ javascript

# Manifest files

ExpiresByTupe
ExpiresByTupe

# Medi a
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web reeds
ExpiresByTupe
ExpiresByTupe

# Web fonts
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

applicationdx-web-app-mani fest+json

text /cache-mani fest

audi o/ ogg
image/gif
image/ jpeq
1 mage/ png
vi deos mpd
videns ogg
v1deos webm

applicationsatom+xml
applicationdrss+xml

applicationdfont-wof f
applicationdvnd ms-fontobject
application/x-font-ttf
font/opentype

1 mage/ svg+xml

"access
"access

"access

"access

"access

"access

"access

"access

"access

"access
"access
"access
"access
"access
"access

"access

"access

"access

"access
"access
"access
"access

"access

plus B seconds"
plus B seconds"
plus B seconds"
plus 1 week"
plus 1 month"
plus B seconds"
plus 1 year"
plus B seconds"
plus B seconds"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 hour"
plus 1 hour"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"



AT Modul e
## Can be commented out 1 causes srrors, see notes above
# Options +FollowSymllnks

## Mod_rewite 10 use

RewriteEngine On

## Begin - Rewite rules to block out =some common expl ol ts,

# If you experience problems on your site block out the operations 11sted bel ow
# This attempts to bBlock the most common type of exploit “attempts to Jooml 3
#

# Block out any script trying to basebd_encode data within the URL.
RewriteCond #{OUERY_STRIMGY basebd_encodel “(1#\([™21+%) [OR]

# Block out any script that Includes a <scriptr tag in LURL

RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s)+cript, =(:| #3E2 [HC, ORI

# Block out any script trying to set 3 PHP GLOBALS variable wia LKL
RewriteCond #{0OUERY_STRIMGY GLOBALSC =l W[I ¥ A-9A-Z14{A, 23 [OR]

# Block out any script trying to modify & _REGQUEST wariable wia LREL
RewriteCond ¥{OUERY_STRIMGY _REQUESTC=I W[I WL A-9A-Z1{A, 232

# Return 483 Forbi dden header and show the content of the root homepage
RewriteRule . # index. php [FI

#

## End - Rewrlte rules to block out some common expl ol ts,

## Fegin - Custom redirects

#

# If you need to redirect some pages, or set 3 canonical non-www to

# www redirect (o vice versal, place that code here Ensure those

# redirects use the correct RewlteRule syntax and the [R=361,L] flags
#

## End - Custom redirects

# Forbids any url containing the plpe separated gubbins

RewriteCond #{REQUEST_URIY [“a-z]

i decl arel charl setl cast| convert! del etel dropl execl insert! metal scriptl sel ectl truncatel update)
["a-z] [HCI

RewriteRule (., %) - [F]

##
# Uncomment following 1ine 1F your webserver' s URL



# 15 not directly related to physical file paths,
# Update Your Joomla! 0irectory Cjust / for rootl,
##

RewriteBase /
#

## Begin - Jooml 3! core SEF Section.

#

RewriteRule . # — [E=HTTP_RAUTHORIZATIOM: %{HTTP: Authorizationd]

#

# If the requested path and file 1= not <1ndex, php and the reguest

# has not already been internally rewritten to the 1ndex, php script
FewriteCond ¥{REQUEST_URIY ! "/indexh. php

# and the reqguest 1s for somethimg within the component fol der,

# or for the site root, or for an extensionless URL, or the

# requested URL ends with one of the 1isted extensions

FewriteCond ¥REQUEST_URIY Jcomponent /| C/C7 1= %, Cphpl html 7l feed pdfl wof | rawi 2§ [HC]
# and the requested path and file doesn't directly match a physical file
RewriteCond #{REQUEST_FILEMAMEY ! -f

# and the requested path and file doesn't directly match a physical fol der
RewriteCond ¥{REQUEST_FILEMAMEY ! -d

# internally rewite the reguest to the 1ndex, php script

FewriteRule . # index php CL]

#

# End - Jooml 3! core SEF Sectlon,



