# Apache Server Configs w2 2, A1 MIT License
# https: ssgl thub, comshsbps server-conf] gs-apache

#
# | Web fonts access /
#

# Allow access to web fonts from all domal ns

<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl otfl ttlcf Il wof fag"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<41 fModul e

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # THTERHET EXFLURER #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS

#
# | Better website experl ence /
#

# Force Internet Explorer to render pages 1n the highest avallable mode
#1n the various cases when 1t may not,
# httoe /7hsivonen, 1k1, F1/doct ypes1 e-mode, pdf

<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=edge”
# ‘mod_headers’ cannot match based on the content-type, however, this
# header should be send only for HTHL pages and not for the other resources
£FilesMatch "%, Cappcachel cssl curl eotl gi fl htcol icol jpetal jsl jsoncld)
| mal av11 mani festl mapl ot f1 pdfl pnagl rdfl svgz?l swfl t10cf 11 vofl vitl webappl webl mpll wof f1 xpi ) §" >
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS
# # NIME TYFES AHD EHCODIHE #
# HERHHR R AR R AR R AR AR R AR AR RRRARRARRRRRARRBRRARR AR R AR R AR AR R AR AR R AR R AR AR AR RS



#

# | Proper MIME types for all files
#

£<IfModul e mod_mime,

# Data 1nterchange
AddType applications json Jjson map
AddType applicationsld+json jsonld

# Javascript
# Hormallze to standard toype.
# http /r/tool s 1etf, orgshtml /rfod329sect i on-7, 2

AddType applications javascript is

# Web fonts
AddType applicationsfont-woff wof f
AddType application/vnd ms-fontobject eot

# Browsers usually 1gnore the font HIHE types and simply sniff the buytes
# to figure out the font type

# http /7mimesni £F, spec, whatwg, orgs#mat ohil ng-3-font -t ype-pat tern

# Chrome however, shows 3 warning 17 any other MIME types are used for

# the rollowing fonts,

AddType applicationsx—font-ttf tto ttf
AddType font/opentype oLf

# Make 5YGZ fonts work on the 1Pad,
# https: </twl tter, comsFont Sgul el /st at ussl 455569055

AddType i mage/ svg+xml A el
AddEncoding gzip SWOZ
# Other
AddType applicationsx-web-app-mani fest+json webapp
AddType image/webp webp
AddType imagesx-icon cur
AddType text/cache-mani fest appcache manifest

AddTupe ftextswit wit



AT Modul e

#
# | UTF-5 encodimg /
#

# Use UTF-8 encoding for anything served as textshtml ™ or textsplain,
AddDef aul tCharset utf-5

# Force UTF-8 for certain file formats,
<IfModule mod_mime, >

AddCharset utf-3 . css . js . json . jsonld . wit . webapp
/I fModul e

#
# | Reducing MIME type securlty risks /
#

# Frevent some browsers from MIME-3ni FfIng the response

# Thi=s reduces exposure to drive-by download attacks and cross-origin data

# leaks, and should be 1eft uncommented, especially 1F the web server 15

# =erving user-upl oaded content or content that could potentially be trested
# a5 executable by the browser,

# http /7w, 511 deshare, net s hasegawayosuk e owasp—-hasegaus

# httpe /7Bl ogs, msdn, comsbel esarchl ves 2086/ 877821 E-securl ty-part —v-comprehenst ve-
protection aspx

# httpe Srmsdn microsoft, coms/en-ussl 1 brarys] esggb2294d], aspx

# httpe /7mlmesni £f, spec. what wg, orgs

<IfModul e mod_headets, c»
Header set X-Content-Type-Options “nosniff"
</1fModul e

# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A
# # WEE FERFUORMAHLCE #
# HHRHHR AR AR AR AR AR AR R AR AR AR AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR AR A




# | Compression /
#

<IfModul e mod_defl ate, ¢

# Force compression for mangl ed headers,
# httpoe /s devel oper, yahoo, comsbl ogssydnspost s/ 2681 8,1 27 pushl ng-beyond-gz1 ppi ng
£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {1531 -{1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the followlng MIHE-types
# (for Apache versions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the “<Iffiodule mod_filter, cx’ and “</IfHodules” 11nes
# as AddoutputFilterByType 1s still in the core directivess,
<IfModule mod_filter, ci
AddOut putFilterByTupe DEFLATE applications javascript b
applicationd json %
applicationd/ld+json &
application/vnd ms-fontobject
applicationdx-font-ttf
application/ x—web-app-mani fest+json &
application/xhtml +xml %
applicationsxml %
fontsopentype
image/ swg+xml &
imagesx-icon %
text/css A
text/html
text/plain
text/x-component ™
text/xml
<41 fModul e

AT FModul e




# 1 ETags

#

# Remowve ETags as resources are sent with far-future explres headers,

# httpe 77devel oper, yaboo, comsperformancesul es, html #2t ags.,

# FileFTag Hone  doesn't work In all cases
<IfModul e mod_headers, ¢

Header unset ETag
</TfModul e

FileETag Hone

#
# | Expires headers
#

# The rfollowlng explres headers are set pretty far in the futwe I you

# don't control wersioning with filename-based cache busting, consider

# lowering the cache time for resowces such as style sheets and Javascript

# riles to something 1ike one week,

£IfModul e mod_expires. o

ExpiresActive on
Expireshefaul t

# L55

ExpiresByTuype text/css

# Data 1nterchange
ExpiresByType applicationd json
ExpiresByType applicationdld+json
ExpiresByType applicationdxml
ExpiresByTuype text/xml

# Favicon (cannot be renamed! ) and cursor 1mages
ExpiresByTupe image/x-1icon

# HTHL
ExpiresByType text/himl
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# Javascript
ExpiresByTupe

application/ javascript " access

# Manifest files

ExpiresByTupe
ExpiresByTupe

# Medi a
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web fonts
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

AT T Modul e

applicationdx-web-app-mani fest+json  "access
text /cache-mani fest "access

image/gif " access
image/ jpeq " access
1 mage/ png " access
applicationdfont-wof f " access
applicationdvnd ms-fontobject " access
application/x-font-ttf " access
font /opent ype " access
1 mage/ svg+xml " access

plus 1 year"
plus B seconds"
plus B seconds"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"



