#

# errors and securlty

#
php_flag display_startup_errors On
php_flag display_etrraors On
php_flag reqgister_globals Off
php_flag magic_quotes_gpc Off
php_wvalue post_max_size 16M
php_walue upload_max_filesize SM
Options -Indexes

#

# use, and force. utf-58 encoding

#
Addbef aul tCharset UTF-5
AddCharset utf-3 . html .css . js . xml . json . rss . atom

#

# mime types

#
AddType imagesx-icon ico

AddType applicationsjavascript js

AddType fontsopentype oftf

AddTupe applicationsx—font-ttf ttf ttc
AddTupe applicationsx—font-woff woff
AddType applicationswnd. ms-fontobject eot
AddType imagesswvg+xml swg swgz

AddType text/sx-wvcard wcf

AddTupe applicationszip zip

AddEncoding gzip swgz

#
# explre
#

£IfModul e mod_expires, o
ExpiresActive on
ExpiresByTupe text/himl "access plus A seconds”
ExpiresByTupe applicationsatom+xml "access plus 1 hour”
ExpiresByTupe imagesx-icon  "access plus 1 week"”
ExpiresByTupe imagesaif "access plus 1 month"
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ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByType font/truetype "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByType imagesswg+xml "“access plus 1 month"
ExpiresByTupe application/x-font-woff "access plus 1 month"
ExpiresByType application/vnd ms—-fontobject "access plus 1 month"
ExpiresByType application/zip "access plus 1 month"
ExpiresByTuype text/css "access plus 1 year”
ExpiresByTupe applications javascript "access plus 1 year”
#Expl resByType text/xml "access plus 1 hour”
#Expl resByType i deosogg "access plus 1 month"”
#Expl resByType i deosmpd "access plus 1 month"”
#Expl resByType i deos webm "access plus 1 month"”
<IfModul e mod_headers, ¢
Header append Cache-Control "public”
</TfModul e
</TfModul e

FileETag Hone

#
# compress html /s js/css resources

#

<IfModule mod_deflate, o
SetOutputFilter DEFLATE
SetEnvI fHoCase Request_URI %, O pngl jpe?gl gifl icod$ no-gzip dont-wary
SetEnvI fHoCase Request_URI %, 7 eotl swgl 1| woff2$ no-gzip dont-vary
SetEnvI fHoCase Request_URI %, 7 pdfl zipd$ no-gzip dont-vary
</TfModul e

#
# start redirection,
#

use S-only rewtebase on production

I fModule mod_tewrite, o
Options +FollowSymlinks
RewriteEngi ne On
RewriteBase /

#

# blocking certain users



#
# block access to, folders 1ike git
#
RewriteRule "7 /% " - [F]

#
# empty user agents

# jawva scripters: http: s7serverfaul t, comsquest I ons.50521 6/t he-java-1 -4-1 -A4-user—
agent -l ashes-484-wi t h-some- jguery-_javasctl pt

#

RewriteCond #{HTTP_USER_AGEMTY “% [OR]

RewriteCond #{HTTP_USER_AGEMTY Java. =

RewriteRule ™ & - [F]

#
# only serve on L

# rirst condition excludes 1ocal host
#
#Rewrl teCond #CHTTP_HOST? 4.

#Rewr teCond FEHTTP_HOST? ! “www',

#Rewrl teCond XEHTTP_HOST? ! “dewvt.

#Rewri teCond ZHTTF_HOST? ! “testh,

#Rewrl teRule ™ httpo: s www, ZEHTTP_HOST? ACREQUEST_URIZ? [R=341, L]

#
# content redirects
#

#
# timestamp static resources
#
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteRule . +2%, Chd+dh, (cssl jslgifl jpgl jpegl pngr d 1. %3 CL]

#
# mai ntenance modus
#
RewriteCond #{DOCUMEMT_ROOT:/mal ntenance. html -f




RewriteCond #{REQUEST_URIY !. css$

RewriteCond #{REQUEST_URIX !. js%

RewriteCond ¥{REQUEST_URIZ !, gif$

RewriteCond ¥REQUEST_URIZ !, jpas

RewriteCond #{REQUEST_URIY !. jpeg$
RewriteCond #{REQUEST_URIZ !. pnof

RewriteCond #{REQUEST_URIY !.icof

RewriteCond #{REMOTE_HOSTX ! “127%, @4, @, 1
RewriteCond #{REMOTE_HOSTY ! ™82%, 161% 1394, BE
RewriteRule $ maintenance html [L]

#

# remove the traling =1ash

#
RewriteCond #%{REQUEST_FILEMAMEY ! -f
RewriteCond %{REQUEST_FILEMAMEY ! -d
RewriteRule “C, #)/% $1 [R=381, L]

#
# nicer uris

# "sg1" to Fi11 the PATH_IMFO (optional, =ee 1ndexs
#

RewriteCond ¥{REQUEST_FILEMAME: ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteRule ™0, #)% index. php/$l [LI

#

# end redirection
#

AT FModul e

#

# custom ertor handl 1ng
# TODO: 4A5, 5A4 1= timeout, can retry without modi £1cations
# 1000 5A3 15 overlosd, can retry without modi £1cations

#
ErrorDocument 488 Serrorddd, php
ErrorDocument 481 Serrord8d, php
ErrorDocument 483 Serrorddd, php
ErrorDocument 484 Serrorddd, php
ErrorDocument 486 Serrorddd, php
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ErrorDocument
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Errarbocument
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487
A5
489
A\
411
a1
A3
A1 4
A5
A6
A7
51
5A5
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derrardad,
derrardad,
derrardad,
derrardad,
derrardad,
derrardad,
derrardad,
derrardad,
Serrordad,
derrardad,
derrardad,
derrardad,
derrardad,

AertorSes,
ferrorSas,
ferrorSas,
1 JertorSes,

phip
phip
phip
phip
phip
phip
phip
phip
phip
phip
phip
phip
phip

phip
phip
phip
phip

#

# defaul t entrance

#

Directoryl ndex index php



