# 0on't show directory 11stings for URLS which map to 3 directory,
Options -Indexes -Multiviews

# Follow symbolic 11nks 1n this directory,
Options +FollowSumlinks

AddDef aul tCharset UTF-5

<IfModul e mod_phpS, c
php_flag reqgister_globals Off
php_flag magic_quotes_gpc Off
php_flag magic_quotes_runtime Off
php_flag magic_quotes_sybase OFf
php_walue session, auto_start @
php_walue output_buffering @
php_walue session use_trans_sid @
php_wvalue memory_limit 128M
php_walue max_execution_time 15AB0A
php_flag suhosin, session cruptua of f
php_flag zend zel _compatibility_mode Off
php_value short_open_tag On
php_walue mbstring func_overload @
php_wvalue default_charset UTF-&
<41 fModul e

£IfModul e mod_security, o

# di sable FPOST processing to not bresk mul tiple 1mage upl oad
SecFilterEngine OfFf
SecFilterScanP0OST OfFf

<41 fModul e

<IfModule mod_ssl.

## make HTTPS enyv vars avallable for CGI mode
S5L0ptions StdEnwWars

<41 fModul e

£IfModul e mod_expires, o

# Add default Explres header
Expireshefault "access plus 1 year"

<41 fModul e



<IfModul e mod_headets, c»
¢FilesMatch "N, Cicol pdfl f1wig" s
Header set Cache-Control "max-age=2983A488, public”

£/FilesMatche

<Fileshatch "% ¢ jpol jpel pnal o fl suf)$">

Header set Cache-Control "max-age=6A48088, public"

£/FilesMatche

£FilesMatch "N, Cxmll txtl cssl jsag" s

Header set Cache-Control "max-age=172888, proxg-revalidate"

£/FilesMatche

<FilesMatch "% Chtmll himl php$" >
Header set Cache-Control “max-age=E8, private, proxy-revalidate"

£/FilesMatche
AT FModul e

<IfModule mod_rewrite, o

##e Query strimg exploits

RewriteEngi ne On

RewriteBase
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

RewriteRul e
RewriteRul e
RewriteCond
RewriteRul e
RewriteCond

;
HLOUERY _STRIMGI

HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX
HLOUERY _STRIHGX

“o#)% - [F, L]

SRR [HC, OR]
booth. ini [HC, ORJ
tagh= [HC, OR]
fiph: [HC, OR]
httph: [HC, OR]
httpsh: [HC, OR]
mosConfig [HC, OR]
ToECADINTENCI AL <=0 1" NP ), 2 [HC, OR]

el

el

cECEDD) E2T) EAC] HAEL HEC1 ETEl ¥TCH, = [HC, ORI

=0 A EAL B O ED0 EEN ¥FI 127, B, [HC, OR]

. #(global sl encodel configl 1 ocal hostl 1oopback?, = [HC, OR]
. #(request] sel ectl insert| unionl decl arel drop), # [HCI

. % — [E=HTTP_AUTHORI ZATIOH: ¥{HTTP: Authorizationk]
EREQUEST_URIZ ! “fistaticl jso/

“{corel applicationl test| vary - [F, L]

W REQUEST_FILEMAMET ! -f



Fewrltelond HEEEUUEST_FILEMHAME: !
RewriteCond #{REQUEST_FILEMAMEX

FewriteRule . # index php CL]
</ fModul e

F-1



