SR S e e e
#H## COMMOH RULES
SR S e e e

Options -Indexes
Directoryl ndex index php

## Derfault PHF vwal uss

<IfModul e mod_phpS, c>
php_walue output_buffering 4896
php_wvalue memory_limit 5120
php_walue max_execution_time 726@
php_wvalue max_input_time -1
php_walue default_socket_timeout B@
php_walue pdo_mysqgl. cache_size ZEEA
php_walue mysql. allow_persistent On
php_walue date. timezone "EuropesParis"

php_flag magic_quotes_gpc of f
php_flag session, auto_start of f
php_flag suhosin, session cruptua of f
php_flag zend zel _compatibility_mode Off
php_flag zlib, output _compression on
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## Security

£IfModul e mod_security, o
SecFilterEngine OfFf
SecFilterScanP0OST Off

<A1 fModul e

# Rewrites
£IfModule mod_rewrite, o
Options +FollowSumlinks
FewriteEngine on
RewriteRule . # — [E=HTTP_RAUTHORIZATION: #{HTTP: Authorization]
FewriteCond ¥{REQUEST_URIY ! “/imedial skinl jsi/
FewriteCond ¥{REQUEST_FILEMAMEY ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteCond #¥{REQUEST_FILEMAMEY ! -1
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## Deny access to logs & release note

cF LNOEX, Prp LLd

I\rl

£Files RELERASE_MOTES. txt:
order allow, deny

deny from all

ZiFiles:

£Files # log:

order allow, deny

deny from all

ZiFiles:

## ETag

FileETag MTime S5ize

## [efaul t charset
AddDef aul tCharset UTF-8

## Cache

<IfModul e mod_expires, o

Expireshefaul t
ExpiresActive
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
Expireshefaul t
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"access plus 1 year”

ar

image/ jpg "access plus 6 months"

image/ jpeq "access plus 6 months"

image/gif "access plus 6 months"

image/png "access plus & months"

text/ico "access plus 6 months"

image/ico "access plus & months"

image/icon "access plus 6 months"

image/x-icon "access plus & months"
applicationdx-shockwave-flash "modification plus & months"
text/css "access plus 1 week”

text/ javascript "access plus 1 week"”

text/html "modification plus 1 week"

text/xml "modification plus 2 hours"

image/vnd, microsoft, icon "access plus & months"

"access plus 1 week"



##t Lompression
<IfModul e mod_deflate, o
SetOutputFilter DEFLATE
AddOut putFilterBuTupe DEFLATE text/=
BrowserMatch “Mozillasd gzip-only-text/himl
BrowserMatch “Mozillasdh, BLETE] no-gzip
BrowserMatch “bMSIE ! no—gzip ! gzip-onl y-text/html
SetEnvIfHoCase Request_URI %, 7 gifl jpe?gl pngl swfl icod$ no-gzip dont-wary
SetEnvIfHoCase Request_URI %, 7 exel t7gzl zipl bzl sitl rar)$ no-gzip donmt-wary
SetEnvI fHoCase Request_URI %, pdf$ no-gzip dont-wary
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## Proxies
<IfModul & mod_headers, ¢
Header append Yary User-Agent env=! dont-wvary
Header set Cache-Control " max-age=86488, public"
£FilesMatch "M, Cicol jpetal pngl gi fl swfl cssl gz $"
Header set Cache-Control “max-age=£592808, public"
£/FilesMatch:
£FilesMatch "M, Cjsig" s
Header set Cache-Control “max-age=25928608, private"
£/FilesMatch:
£FilesMatch "N, Cpll phpl cgil spll scgil fogil html btml o g"
Header unset Cache-Control
£/FilesMatch:
<41 Modul e



